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Why would       
you backup 
the cloud?

Isn’t that why I went with a cloud service?

Doesn’t my cloud provider have me 
covered?

Do I really need it?

How would I do that anyway?
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What our customers ask us for

Ease of restore
Out of place restore
Restore from former 
employee data
Restore granular content 
without overwriting 
unrelated data

Data ownership
Data sovereignty
Data retention – have SLAs 
beyond Microsoft coverage
Data protection in case of 
ransomware attacks

Comprehensive coverage 
for Office 365 Services 
including Exchange Online, 
SharePoint Online, 
OneDrive for Business, 
Project Online, Groups
Dynamics 365 Backup

Common customer challenges for data access & protection
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Retention 
and SLAs

Malicious 
User

Malware/ 
Ransomware

Accidental 
Deletion

Data Loss Can Happen
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 Loss of service due to hardware 
or infrastructure failure

 Loss of service due to natural 
disaster or datacenter outage 

 Short-term user-error with 
recycle bin / version history 
(including new OneDrive “Files 
Restore”)

 Short-term administrative error 
with soft-delete for Groups, 
Mailboxes or services-lead 
rollback

 Loss of data due to departing 
employees and disabled accounts

 Loss of data due to malicious 
insiders/hacktivists deleting 
content

 Loss of data due to 
malware/ransomware

 Loss of data due to rogue 
application deletion/overwrite

 Loss of data due to accidental 
deletion beyond retention periods

Application

O/S

Virtualisation

Hardware

Network

Users

Data

App Admin

Data: Whose Responsibility…?

https://www.forrester.com/report/Back+Up+Your+SaaS+Data+Because+Most+SaaS+Providers+Dont/-/E-RES136661
https://techcommunity.microsoft.com/t5/OneDrive-Blog/Announcing-New-OneDrive-for-Business-feature-Files-Restore/ba-p/147436
https://www.forrester.com/report/Back+Up+Your+SaaS+Data+Because+Most+SaaS+Providers+Dont/-/E-RES136661
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OneDrive for Business restore previous version : 93 days (max)

Single item recovery for mailbox data : 30 days (max)

No point in time recovery for mailbox data

SharePoint Online backups : up to 93 days (recycle bin)

Why Backup Office 365?
Limited data recovery options

Retention policies do not always 
support SLA agreements

Office 365 does not retain data by default, nor provide a 
like-for-like backup in line with on-premises solutions.
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Data Loss Events Caused By Users:
User-Driven Errors

“I’ve misplaced a document… the URL I have doesn’t work anymore!”
“The document version I have is corrupted, all my changes are missing!”
“I accidentally deleted a planner task, I can’t find the history anymore!”

Office 365 Solutions:
• Native versioning control in-client
• Native recycle bin settings in-browser
• Native “Files Restore” in Teams / OneDrive
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Example: Native Recycle Bin Settings

https://support.office.com/en-ie/article/restore-deleted-items-from-the-site-collection-recycle-bin-5fa924ee-16d7-
487b-9a0a-021b9062d14b#ID0EAAEAAA=Online

https://support.office.com/en-ie/article/restore-deleted-items-from-the-site-collection-recycle-bin-5fa924ee-16d7-487b-9a0a-021b9062d14b#ID0EAAEAAA=Online
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User-error in Office 365 is common… 
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Example: I’ve deleted a planner task…
No safety net for some user content:
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New “Files Restore” for OneDrive
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Example: Files Restore for Teams
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Admin-Driven Errors
“I’ve updated the apps on my site, but I need to roll back some changes.”

“I’ve broken the inheritance on my site, people can’t see my files anymore!”
“A user left the company 6 months ago, but we forgot their retention policy!”

Data Loss Events Caused By Admins:

Office 365 Solutions:
• Native second-level recycle bins
• Native restore requests
• Native soft-delete policies
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Microsoft helps, but can’t cover everything…

User-Driven Errors
“I’ve misplaced a document… the URL I have doesn’t work anymore!”
“The document version I have is corrupted, all my changes are missing!”
“I accidentally deleted a planner task, I can’t find the history anymore!”

Admin-Driven Errors
“I’ve updated the apps on my site, but I need to roll back some changes.”

“I’ve broken the inheritance on my site, people can’t see my files anymore!”
“A user left the company 6 months ago, but we forgot the retention policy!”

ALL



Introducing AVA
AvePoint’s Data Recovery Bot



• Identify version history, first and second level 
recycle bins, soft-deleted content

• Identify recent data in AvePoint’s cloud 
backup data sets

• Fully security-trimmed to each user

What is AVA?
A Microsoft Teams based AI bot that gives users a 
place to look for lost content, such as:

Benefits

AVA: AvePoint’s Virtual Assistant

• Files that can’t be found
• Documents modified recently
• Broken URLs to documents and files 
• Lost emails that can’t be searched in Exchange 

/ Outlook

DPSH
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Introducing AvePoint Cloud Backup
Unlimited, automated backup for your Microsoft Cloud assets

Simple dashboard display gives immediate insight into what services are covered – and where you 
may be exposed. Whether you bring your own storage – or use AvePoint’s Azure storage – you 
retain full control over your protected content!

Granular restore, in or out of place

Visibility and control over protected content

Automatic backups, up to 4X per day, for Dynamics 365, Office 365 - SharePoint Online, OneDrive 
for Business, Exchange Online, Project Online, and Groups. Unlimited options give you flexibility to 
protect content as your organizational needs dictate. 

Search for and filter content for restore based on properties—including content type, owner, date 
created, file size, parent list name, parent folder name, email subject, date sent, and more. Restore 
granular content in place or out of place – even to your file system or export as a PST!
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AvePoint Cloud Backup
Demo
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Comprehensive 
Protection

Backup your Office 365 & 
Dynamics 365 content from a 
single service. No need to rely 
on multiple backup vendors, 
or locate data across multiple 

cloud services for restore.

Backup Data 
Ownership

Store backup data with the 
storage provider of your 

choice – including AvePoint!
Bring your own storage, or 

take advantage of AvePoint’s 
unlimited offering to avoid 

storage limitations

SLAs on Your  Own 
Terms

Quick, on-demand recovery 
ensures you have access to 

data when you need it 
most. Backup up to 4X per 

day helps you meet 
aggressive RPOs. Restore 
offline even if the cloud 

service is down or corrupt! 

In Summary - Your benefits



Gracias

Merci
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