
Accessible content is available upon request. 

Collaborate with Confidence

You’ve deployed M365, now what?
3 Ways to Implement Operational Governance Today
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Welcome to Microsoft 365!
You are here.      Now what?  
Discovery
What’s here? Is it being used? Do we still need 
everything?

Ongoing Management
How to we manage content, prevent sprawl, and 
support the business?

Lifecycle Management
Governance and policies are in place. Now’s the time to 
work the plan.
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Typical Office 365 Journey

Preparing for day 1Evaluation/ Planning What about day 2?

This Photo by Unknown Author is licensed under 
CC BY-SA
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It’s a whole new world for all 
of us.

• Keep pace with change

• Build IT-led Digital Workplace Program

• Create alignment between IT & Business
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Some key differences in M365…

Office 365 gives “Owners” 
significant privilege

Anyone can be an owner, but 
even members can share content

THE ANSWER: Right-sizing 
control based on risk



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. ©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

“Governance” for M365

M365 Modern Workplace
(Broad, organization-wide)

Operational Governance
(Application-specific, aligns with IT 

Governance goals)

Workspace 
Provisioning

Ongoing 
Management

& 
Enforcement

Lifecycle and 
EOL for 

Workspaces

Data Governance
(Content-specific, aligns with IT Governance goals)

Item-level 
Retention & 
Expiration

Records 
Mgmt Classification DLP



Consider a practical 
operational governance 
approach



Discovery
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What is 
sprawl?

Not a number…
… just more than you can effectively manage
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Sprawl

Also, unmanaged Teams, Channels, sites, and other M365 content
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Doing the math…

Up to 30
Private 

Channels 
per Team 

Up to 50
Shared 

Channels 
per Team 

Default 
Team Site 
Collection 

created

Up to 81 
Site 

Collations 
per Team!
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Am I going 
to… 
“run out” of 
sites?
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Am I going 
to… 
“run out” of 
sites?

How am I 
going to 
manage all 
these sites?
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So, does Microsoft have me covered with all 
these new “channel” sites? 

The good news…
• Lifecycle of the Site largely 

mastered by the channel
• SPO permissions largely 

managed by Teams
• “Policies” generally flow down 

from Team
• Decent visibility of team 

association, but will get better

The bad news
• Ad-hoc “Sharing” still allowed 

and still needs to be managed
• “Hide and seek” approach to 

visibility of these channels in 
SPO admin center

• Differences is “soft delete” 
timing mean Sites may be 
restored separate from Channel
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How do we tame the Sprawl? 

You can’t manage content if you don’t know it’s there
• What do we have?

• Communication sites
• Teams Sites
• Teams
• Channels

• Who owns it?
• How is it being used?

Decide what to do with the stuff you haven’t “unpacked” since the move!

Inventory the Content
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Workspace 
Cataloging with 
AvePoint Cloud 
Governance

• Inventory of all collaborative 
workspaces, guest users, etc.

• Map all shared spaces back to 
business unit, purpose, 
sensitivity, etc.

• Monitor compliance status 
and produce audit trail for 
requests and changes to 
membership and permissions
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… and full details on data ownership, 
classification, compliance and more…
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… and easily report on the full history of each 
workspace…
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… and view all currently applied 
protections in place… 
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Get a handle on your content as well!



Ongoing Management
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Determine What’s Still Relevant

You will need to work with content 
owners to determine:
You will need to work with content 
owners to determine:

Is this contentIs this content

• Relevant
• Up to date
• Cross-functional

Are permissions working as anticipated? Are permissions working as anticipated? 

Discovery is on-going since 
we’re constantly creating 
new data. 
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How is the business using their content?

Knowing how content is used (during the collaboration process and after) can 
inform governance decisions and policy creation for ongoing content 
management

• Sharing considerations
• Sensitivity of data
• Retention requirements
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Automated 
Workspace Lifecycle 
and Recertification 
with Cloud 
Governance
• Manual or automated 

lifecycle triggers for 
collaborative workspaces

• Managed de-provisioning 
options that are “context 
aware” of sensitivity and 
compliance requirements
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Periodic review and recertification by data 
owners confirms need, permissions, etc.
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Confirming data owners during renewal…
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Owners can easily review and adjust 
existing permissions for their workspaces…
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Owners can easily see and adjust members and 
owners who can access their Team…
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Owners review and confirm sharing links
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Owners review and confirm the required 
metadata associated with their workspaces…
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How can we “trust but verify” owner actions 
with AvePoint?

• Aggregate access, sensitivity, 
and activity data

• Regulations and information 
types define risk

• Prioritize to easily expose 
issues – focus on what 
matters

• Prevent configuration drift 
with automated policies

• Trigger alerts or roll-back of 
unauthorized changes

• Track improvements over 
time – prove your 
collaboration is secure!

• Security dashboards 
highlight anonymous links 
and exposed sensitive data

• Drill down on known and 
potential issues

• Fix as you go – edit 
permissions in batch

Find & 
Prioritize

Monitor & 
Fix

Enforce & 
prevent
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Policies can vary even within a single M365 
tenant…



Lifecycle
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Policies and Retention

• Should anyone be able to create Team?
• Site?

• Should all Teams/Sites “live” forever?
• What about documents?

• Should all contnet have the same retention policy? Probably not.
• Do we need an archive process? 

Considerations 
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Planning for Later

• Where will archived contnet be stored?
• SharePoint? 

• Consider the impact on search results
• File share?

• This means retaining an on-prem server to maintain
• How will users get to archived contnet if/when needed?
• How can w get something back that was deleted? 

• Permissions
• Content 

Archive – there must be a plan
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What if the workspace is no longer needed?
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AvePoint managed de-provisioning of O365 
Workspaces
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Go-forward 
Information 
Management and 
ERM Strategies with 
AvePoint Records
• “Set and forget” application of 

RM policies to existing and 
new content repositories

• Truly hierarchical file plan 
capabilities and dynamic 
disposition review workflows 
can support the complexity of 
Federal RM schedules in a 
sustainable way

• True content and metadata 
immutability protects the 
integrity of your records
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Proactive, hierarchical application of RM rules and settings 
ensures management of records from the day content is 
created, even in newly created repositories

Application of specific ERM 
settings, disposal approvals, etc. 
based on logical container
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RM retention and disposition rules can be set any level 
of the file plan taxonomy, ensuring efficiency when 
managing large records schedules
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Manual review workflow designer allows 
modification to review flow without the need for 
edits to or duplication of records labels
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Manage the full 
lifecycle of 
Guest Users

Provisioning

• Managed process for guest 
invitation, business approval etc.

• Track extended metadata for 
guests for better identification

• Automatically discover and bring 
guest accounts under 
management

Management

• Full inventory of guests with their 
memberships, metadata and 
sponsors

• On demand reporting of guest 
permissions across M365, 
highlighting exposure and risk

• Maintain visibility of most/least 
active guest organizations

Lifecycle

• Periodic recertification of Guests 
by sponsors, including review of 
existing memberships

• Automated de-provisioning of 
guest accounts based on 
inactivity or orphans
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It Is a Brave New World. 

Things Will Be Different

IT can’t do it alone. We must 
engage with the business

Those old-fashioned silos don’t 
work anymore (if they ever did).

By understanding how the 
business works, partnering with 
them, we can create workable 
solutions

It helps to have a partner. Out of 
the box doesn’t always meet the 
needs we have for monitoring, 
automation, backups…
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Discovery
Understand and Clean Up Your Environment

• Create a workspace catalog

• Establish data ownership

• Visibility thru activity, auditing, and 
external user reporting
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Ongoing Management
A Sustainable Path Forward 

• Management of external sharing and 
guest users

• Securing sensitive data

• Proper metadata kept as a Team 
changes
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Lifecycle Management
Reduce Your Workload with good beginning and end of life practices

• Structured, self-service workspace 
provisioning

• Continuous workspace renewal by 
owner

• Automated end-of-life practices 
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Q&A Download eBook today
In this eBook you will discover:

• What kinds of information exists in Teams?

• Where does our sensitive data live?

• Who can access the data (internal and external parties)?

• Did they access it? And if so, what?

• How are we enforcing Microsoft Teams security policies?
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