
Office 365 Backup: What You Need To Know! 

If you think you don’t need back up in the cloud, 
think again.
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About AvePoint: Corporate Overview

is headquartered and maintains its principal 
operational center in Jersey City, NJ, with approximately 1,600 
employees across five continents.
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Agenda : O365 What You Need to Know

1. Why do you need Backup for Office 365 
2. Office 365’s native backup capabilities & common risks
3. Solution for Backup and granular restore
4. How other organisations have solved their backup challenges
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1. Why do you need Backup for Office 365
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Why would 
you backup 
the cloud?

Isn’t that why I went with a cloud service?

Doesn’t my cloud provider have me 
covered?

Do I really need it?

How would I do that anyway?
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Understanding today’s business goals

How can I improve IT 
efficiency? 

I need to keep my costs 
in check!

Is information protected? 
Who has access? 
How quickly can I 

respond? 

How do I extract more 
business value from 

Technology? 
How do I “light up” cloud 
features with minimal risk?

Manage Risk Digital 
Transformation

Be More 
Competitive
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Who has you covered? 
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2. Office 365 Native capabilities & common 
risks
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Application 
sync 

overwrite
Malicious 

User
Malware/ 

Ransomware
Accidental 
Deletion

Data Loss Can Happen
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Who is responsible?
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What other requirements do you have?

Ease of restore
Out of place restore
Restore from former 
employee data
Restore granular content 
without overwriting 
unrelated data

Data ownership
Data sovereignty
Data retention – have SLAs 
beyond Microsoft coverage
Data protection in case of 
ransomware attacks

Comprehensive coverage 
for Office 365 Services 
including Exchange Online, 
SharePoint Online, 
OneDrive for Business, 
Project Online, Groups
Dynamics 365 Backup

Common customer challenges for data access & protection
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3. Solution for backup & granular restore
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Introducing AvePoint Cloud Backup
Unlimited, automated backup for your Microsoft Cloud assets

Simple dashboard display gives immediate insight into what services are covered – and where you 
may be exposed. Whether you bring your own storage – or use AvePoint’s Azure storage – you 
retain full control over your protected content!

Delegated & granular restore, in or out of place

Visibility and control over protected content

Automatic backups, up to 4X per day, for Dynamics 365, Office 365 - SharePoint Online, OneDrive 
for Business, Exchange Online, Project Online, Groups, Public folders and Teams. Unlimited options 
give you flexibility to protect content as your organizational needs dictate. 

Search for and filter content for restore based on properties—including content type, owner, date 
created, file size, parent list name, parent folder name, email subject, date sent, and more. Restore 
granular content in place or out of place – even to your file system or export as a PST!
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CLOUD PLATFORM

99.5% Availability 
24/7 Support
Uptime backed by 

Microsoft Azure and 
World-Class Support

12 Global Cloud Instances
Hyper Scale: Regional Redundancy; Cloud 

Service Resiliency; Data Residency 
Availability Geo Replication 

Managing 12PB+ 
Customer Data 

Worldwide

Data Centre
Insider Release

Global Footprint

DP DP
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Cloud Backup Overview | YouTube | 2017DP DP

AvePoint Cloud Backup Portal
Configure and manage the backup of each service 
within Office 365 individually from the portal, across 
multiple tenancies if required.
Restore content in-place and out-of-place, also across 
tenancy.
Export backup stats and user activity for reporting.

https://www.youtube.com/watch?v=K1fqKeF5aOA
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AVA: AvePoint’s Virtual Assistant
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Cloud Backup and GDPR
Cover any Article 15 requirements
Cloud Backup can export Mailbox and OneDrive data 
for named employees/contractors.

Adhere to Article 17 requests
Mailbox and OneDrive data can be deleted on 
demand. Defensible deletion preserves audit records.
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Understanding Usage
The Live Consumption Report Dashboard will show 
how much data is being backed up, where the 
majority of this data is within Office 365 (by workflow), 
and also shows the product usage history..
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Retention by Workflow
Manage and control retention per individual Office 
365 workflow.
Ensure that data is not retained for longer than 
required by managing which elements of Office 365 
are retained, and for how long.
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4. How other organizations have solved their 
backup challenges
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IT Operations

Data Security & compliance

Why did Dublin Airport  Authority choose 
AvePoint Cloud Backup?

Ability to backup up multiple Office 365 workloads
Native O365 data retention policies were not sufficient
Protection against accidental deletion / intentional deletions (e.g. malicious user) 
Granular restore capabilities

1. Protection against ransomware
2. External advice from Gartner | Data Residency  | Secure an independent 
location for our data – outside Office 365
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Backing Up 
38 TB

Four Daily 
Backups
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Folder can be granularly restored 
from whichever day the user 

chooses

User will need to provide 
information for filtering and data 
can be searched for in eDiscovery

Point-in time recovery of mailbox 
can be completed and export 

provided

No whole mailbox export available -
eDiscovery for all mail for a given 

user can be provided

User wants a mailbox 
folder they deleted over 30 

days ago

External legal request for a 
copy of a users mailbox 

from a specific date

Request for a large 
restoration of data from a 

site collection

Site collection can be restored to 
an alternate location and users 

can access themselves

Administrators will need to restore 
elements of the site collection 

individually as requested

Use Case

Ransomware infects a site 
collection

No restoration options available -
individual files can, at best, be 
downloaded using versioning

Site collection, sites, lists or 
libraries can be restored to an 
alternate location (or overwrite 

existing) from point in time

Native Office 365 AvePoint Cloud Backup
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Examples

Use case Differentials
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To end our Cloud Backup Journey



Tips and Insights
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https://www.avepoint.com/unlimited-cloud-backup-ebook/
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https://www.avepoint.com/unlimited-cloud-backup-ebook/
https://www.avepoint.com/uk/events/webinar/office-365-backup-beyond-native-capabilities

https://www.avepoint.com/uk/events/webinar/office-365-backup-beyond-native-capabilities
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Ahsante
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