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Pieces of the puzzle… 
Azure AD

Where Guests are defined
Global O365 
Settings Who can invite new Guests?
Office 365 
Groups Are guests allowed in Groups?
What about 
Teams? What can the Guests do?
Where does 
SharePoint fit in? External access to files
Managing the 
process… End-to-end Guest lifecycle
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The case for external collab in Office 365

Does anyone think this is a 
bad idea?
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Let’s face facts…

The Fear…
• By “letting them in”, you make it 

easy to over-share outside the org
• I don’t trust my users to be careful 

when sharing, especially externally!
• My security team will never go for it
• Once an external person is in, how 

do I get them out?

The Reality…
• You are already sharing externally… 

but how?
• Are you leaving it to your users to 

decide when and how?
• Once your data leaves your system, 

what control do you have?
• Do you know what your external 

users are doing with your data?
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OK, so what’s so 
complicated?
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Peeling it all apart…

https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist

AAD Settings
• Lots of options

O365 Security and Privacy 
Setting
• On/Off

Group Settings
• 2 Options

SharePoint setting

Teams Settings
• MUCHO options
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What exactly is a “guest”?

The most common 
scenarios…
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How we’ve shared externally in the past…

Contoso Fabrikam
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And this is even more common…

Contoso Fabrikam
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“Guest Users” in Azure Active Directory

Contoso Fabrikam
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What’s this gonna cost me?

https://docs.microsoft.com/en-us/azure/active-directory/b2b/licensing-guidance



Demo: 
Configuring Azure AD for “Guest” access
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Configuring B2B settings in AAD…
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Guests in Groups and Teams…

The “modern” way to 
collaborate externally?
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Demo: 
Configuring Teams and Groups for Guest 
Access
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O365 Tenant wide: Owners can invite new guests?
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O365 Groups: Owners can add guests?
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Groups (and Teams): Should this one be more restrictive?

https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/manage-guest-access-in-groups?view=o365-worldwide#block-guest-users-from-a-specific-group
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Restrict guests from THIS Group (and Team)?

https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/manage-guest-access-in-groups?view=o365-worldwide#block-guest-users-from-a-specific-group
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SharePoint- tenant wide:
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Microsoft Teams: Are guests allowed in Teams?
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Be careful with your “guest” and “external” terminology

https://docs.microsoft.com/en-us/microsoftteams/guest-experience
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What about sharing files outside the org?

This is where it gets 
more… interesting
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Why are SharePoint and ODFB are a bit…different

Not built on AAD B2B
• They had external sharing before Azure 

B2B existed
• Looks like consolidation may be coming 

but it’s early days, some preview 
functionality

You are not seeing double
• Many of the same settings as the AAD 

model, but independent
• You can force more centralization if it fits 

your use cases by tying sharing to 
existing users in the directory

https://docs.microsoft.com/en-us/azure/active-
directory/b2b/o365-external-user
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SharePoint: Is “External Sharing” allowed?
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SharePoint: What are the global settings?
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SharePoint: Should this site be more restrictive?
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External user reporting for SPO and ODFB is at the 
site collection level
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Demo: 
Configuring external file sharing options in 
SharePoint Online and OneDrive
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How can you manage all of this at scale with 
minimal burden on your IT/Operations teams?
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Key considerations…

Who and where?
Do you need to collaborate externally? If so, what does that collaboration look like?

How do you want to onboard new external 
collaborators?

Controlled, subject to approval? Open to owner invites? Manual or automated?

How will you handle the lifecycle of guests?
Monitoring, reporting, need for access, off-boarding…. How will this happen?



Governing Guest access in Groups/Teams and 
External Sharing for SPO and ODFB with 
AvePoint



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

AvePoint Cloud Governance Approach

Standardized Services
• Clear definition of ownership, business 

purpose, and guidelines
• Tailored by role and business units
• Approval process for new workspaces
• Terms of service and use (example: 

protected health information)

Policy Enforcement
• Apply proactive monitoring/enforcement of 

permissions and configuration policies
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Governing external access through Policy
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Defining options available for request
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Conditional approval…
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DEPARTMENT DEPARTMENT DEPARTMENT

EXTERNAL
SHARING

EXPIRATION/
RETENTION

ALLOW THESE USERS
TO CREATE A TEAM

RECERTIFY
MEMBERS

6 Months
after last accessed

12 Months
after last accessed

9 Months
after last accessed

All requests through 
Central IT

All requests through
Department IT

Only Joe, Sally, and
Harold can create

after

3 Months
after

6 Months
after

12 Months

No external sharing External sharing allowed in: External sharing only allowed in:

X
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Targeting Services & Policies Across Divisions
Tenant Wide General Services
• Available to all/most users
• Address general productivity, security, compliance needs

Address Unique Needs of Specific 
Departments or Divisions
• LOB specific configurations
• More/less control and restrictions
• Example – External sharing allowed

Specialized Services Smaller Groups
• Unique needs can be addressed
• Pilots of future services

(provisioning, lifecycle, policy, protection)

A
Services

Division

B
Services

Division

C
Services

Division

specialized Services
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Leveraging “Service Permissions” to map services 
to the right users…
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External sharing review by workspace owners 
during Renewal process…
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What about a managed process for 
provisioning, management and lifecycle of 
guests?
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Designing the “Guest User Request” service
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Admin monitoring of Guests

Existing guests can 
be imported for 
management as 
well!
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Renewal process for Guests
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Proactive monitoring and removal of unneeded guests…
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Next Steps:
• “Kick the tires” on our AvePoint Cloud Governance or Policies 

and Insights at www.avepoint.com
• For a demo or half-day planning session, contact your 

AvePoint representative or reach out to sales@avepoint.com

On-demand resources!
See Cloud Governance in action! How to videos available here…
https://www.youtube.com/playlist?list=PLyJFOtpJV3wPXygbrKXJwLo5FCpoLrvS8

See Policies and Insights in action! How to videos available here…
https://www.youtube.com/results?search_query=avepoint+how+to+policies+insights

The difference between external access and guest access
https://www.avepoint.com/blog/microsoft-teams/microsoft-teams-external-guest-access/



Gracias

Merci
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