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Pieces of the puzzle...

faure A0 Where Guests are defined
L Who can invite new Guests?
Groups Are guests allowed in Groups?
U What can the Guests do?

Where does

sharePoint fitinz ~ External access to files

Managing the

process... End-to-end Guest lifecycle
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The case for external collab in Office 365

D | \ e - _‘




| et’s face facts...

The Fear...

The Reality...

By “letting them in”, you make it .
easy to over-share outside the org
| don't trust my users to be careful .

when sharing, especially externally!

My security team will never go for it

Once an external person is in, how

do | get them out?

You are already sharing externally...
but how?

Are you leaving it to your users to
decide when and how?

Once your data leaves your system,
what control do you have?

Do you know what your external
users are doing with your data?

A
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Peeling it all apart...

« Lots of options

0365 Security and Privacy
Setting

* On/Off

Group Settings
« 2 Options

SharePoint setting

Teams Settings
* MUCHO options

https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist
@JohnConnected




What exactly is a ‘guest”?

1l




How we've shared externally in the past...

['_

[ UserA |

Contoso




And this is even more common...

Fabrikam
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"Guest Users” In Azure Active Directory

Contoso \ / Fabrikam
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What's this gonna cost me?

Azure B2B Licensing

* No special licensing needed

Azure AD Free capabilities are available for guest users without additional licensing.

» 5:1 ratio: 5 Guests per 1 user license

An inviting tenant with an Azure AD paid license has B2B collaboration use rights to an additional five B2B guest users invited to the tenant.

* 5:1 licensing is determined by the feature requirements of your B2B users

Example: A customer wants to invite 100 B2B collaboration users to its Azure AD tenant. The customer assigns access management and provisioning for all users, but 50 users also
require MFA and conditional access. This customer must purchase 10 Azure AD Basic licenses and 10 Azure AD Premium P1 licenses to cover these B2B users correctly. If the customer

plans to use |dentity Protection features with B2B users, they must have Azure AD Premium P2 licenses to cover the invited users in the same 5:1 ratio

+ Licensing is based on the relationship of the ustr to the tenant, not authentication

If these users are not partners, they are treated differently in licensing terms. They are not considered to be a B2B collaboration user for licensing purposes even if their UserType is

marked as “Guest.” They should be licensed normally, at one license per user.

https://docs.microsoft.com/en-us/azure/active-directory/b2b/licensing-quidance

@JohnConnected



Demo:
Configuring Azure AD for "Guest” access




Configuring B2B settings in AAD...

Azure Active Directory admin center

Be & *

Dashboard

All services

FAVORITES

Azure Active Directory
Users

Enterprise applications

N Dashboard > Contoso > External Identities

¢33 External Identities | External collaboration settings

Contoso - Azure Active Directory

I,O Search (Ctrl+/) I « Save >< Discard
i -
© Get started Guest user access restrictions (Preview) O
Learn more
&a All identity providers O Guest users have the same access as members (most inclusive)

& B edlkbesin seiitiey @ Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)
« Diagnose and solve problems

Self-service sign up Guest invite settings

Custom user attributes (Preview) Admins and users in the guest inviter role can invite ©

a
w
z
o

<> All APl connectors (Preview)

% User flows (Preview) Members can invite ©
Yes No
Subscriptions
Guests can invite ©

" Linked subscriptions = No

Lifecycle management Enable Email One-Time Passcode for guests (Preview) O

% Terms of use Learn more
G No )
Access reviews
Enable guest self-service sign up via user flows (Preview) © %
Troubleshooting + Support Learn more

2 N G No )

a2 New support request
Collaboration restrictions
O Allow invitations to be sent to any domain (most inclusive)
@ Deny invitations to the specified domains

O Allow invitations only to the specified domains (most restrictive)




Guests in Groups and Teams...

-~
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Demo:
Configuring Teams and Groups for Guest
Access




0365 Tenant wide: Owners can invite new guests?

Sharing

When this setting is selected, all users can add people outside the organization as guests, so
they appear on the Guest users page. When this setting isn't selected, only admins can add
guests. Learn more about guests in your organization.

You can also change the external sharing settings for SharePoint.

Let users add new guests to the organization

Save changes ‘
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0365 Groups: Owners can add guests?

Microsoft 365 Groups

Let group members outside your organization access group content
If you don't select this, guests will still be listed as members of the group, but they won't
receive group emails or be able to access any group content. They'll only be able to
access files that were directly shared with them. Learn more about guest access to Office
365 groups.

Let group owners add people outside your organization to groups

Save changes ‘
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Groups (and Teams): Should this one be more restrictive?

Block guest users from a specific group

Version

Microsoft 365
Né Filter by title

Microsoft 365 admin center help
> Get started
> Overview of the Microsoft 365 admin center|
v Manage users and groups
Manage users and groups
> Users
v Groups
Groups overview
Compare groups
Create a group
Manage groups
Add or remove group members
Restore a deleted group
Manage guest access to groups
> Manage email and calendars
> Manage domains
> Manage your data and services
Manage subscriptions and billing

! Download PDF

If you want to allow guest access to most groups, but have some where you want to prevent guest access, you

can block guest access for individual groups by using Microsoft PowerShell.

You must use the preview version of Azure Active Directory PowerShell for Graph (module name

AzureADPreview) to change the group-level guest access setting:

e If you haven't installed any version of the Azure AD PowerShell module before, see Installing the Azure AD

Module and follow the instructions to install the public preview release.

e If you have the 2.0 general availability version of the Azure AD PowerShell module (AzureAD) installed, you
must uninstall it by running Uninstall-Module AzureAD in your PowerShell session, and then install the

preview version by running Install-Module AzureADPreview.
e If you have already installed the preview version, run Install-Module AzureADPreview to make sure it's the
latest version of this module.
@O Note

You must have global admin rights to run these commands.

Run the following script, changing / to the name of the group where you want to block guest access.
PowerShell

$GroupName = "<GroupName>"

Connect-AzureAD

Is this page helpful?

5 Yes 47 No

In this article

Manage groups guest
access

Add guests to a
Microsoft 365 group
from the admin center

Block guest users from a
specific group

Allow or block guest
access based on their
domain

Add guests to the global
address list




estrict guests from THIS Group (and Team)?

Version

Microsoft 365
Né Filter by title

Microsoft 365 admin center help
> Get started
> Overview of the Microsoft 365 admin center
v Manage users and groups
Manage users and groups
> Users
v Groups
Groups overview
Compare groups
Create a group
Manage groups
Add or remove group members
Restore a deleted group
Manage guest access to groups
> Manage email and calendars
> Manage domains
> Manage your data and services
Manage subscriptions and billing

El Download PDF

Block guest users from a specific group

If you want to allow guest access to most groups, but have some where you want to prevent guest access, you
can block guest access for individual groups by using Microsoft PowerShell.

You must use the preview version of Azure Active Directory PowerSh[" 3

AzureADPreview) to change the group-level guest access setting:

e |f you haven't installed any version of the Azure AD PowerShell

Module and follow the instructions to install the public previe
ectorySett
CreateDire

e If you have the 2.0 general availability version of the Azure AD y 1
must uninstall it by running Uninstall-Module AzureAD in your

preview version by running Install-Module AzureADPreview.

iadmi. @365me.net AzureCloud 5ced927d-5ca8-4692-8bfb-c
e |f you have already installed the preview version, run Install-MlId . Ll s
DisplayName
Templateld 542b9-871f-4e16-94b8-T4abb372e3d9
|Values s ass SettingValue {
| Name: AllowToAddGuests
Value: False

latest version of this module.

@ Note
|

You must have global admin rights to run these commands.

PS C:\Users\johnp> _

Run the following script, changing / to the name of the group WhereI

PowerShell

$GroupName = "<GroupName>"

Connect-Azur

Is this page helpful?
2y Yes 47 No

In this article

_.displayname

.ObjectId

TenantDomain AccountType




SharePoint- tenant wide:

SharePoint

Choose how your users can share SharePoint sites created within your organization.

Users can share with:

O Only peeple in your organization — no external sharing allowed
@ Existing guests only — only guests already in your organization's directory
O New and existing guests — guests must sign in or provide a verification code

O Anyone — users can share files and folders using links that don't require sign-in

Advanced external sharing options

Limit external sharing by domain, allow external sharing for only specified security
groups, and more in the SharePoint admin center. Go to SharePoint admin center

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Microsoft Teams. Are guests allowed in Teams?

32 Contoso Electronics Microsoft Teams admin center o = 7?7 (WA

Dashboard
Guest access

Teams 5 : S
Guest access in Teams lets people outside your organization access teams and channels. When you turn on Guest Access, you

can turn on or off features guest users can or can't use. Make sure to follow the steps in this checklist to set up the

Devices .. "
prerequisites and so Team owners can add guest users to their teams. Learn more

Locations

Users Allow guest access in Teams ‘) On

Meetings

Messaging policies CaIIing

Teams apps Manage calling specific controls for guest users.

® B MO

Voice
Make private calls ‘) On

Policy packages

If “YES", owner
invitation of new
guests dictated

Analytics & reports

5

Meeting

&

Org-wide settings

External accese Turn on or turn off settings for guests in meetings. by Ofﬁce 365
| sowip e @ o Groups setting

Screen sharing mode Entire screen W
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Be careful with your ‘guest” and “external” terminology

Guest access vs. external access (federation)

External access (federation) and guest access are different:

e Guest access gives access permission to an individual. External access gives access permission to an entire
domain.

® Guest access, once granted by a team owner, allows a guest to access resources, such as channel

discussions and files, for a specific team, and chat with other users in the team they have been invited to.

With external access (federated chat), the external chat participants have no access to the inviting

organization’s teams or team resources. They can only participate in one-on-one federated chat. Tenant

admins can choose between the two communication options depending on which level ot collaboration
is desirable with the external party. Admins can choose either approaches or both, depending on their
organizational needs, but we recommend enabling guest access for a fuller, collaborative Teams
experience.

https://docs.microsoft.com/en-us/microsoftteams/quest-experience

@JohnConnected
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What about sharing files outside the org?

\ S . S
A Y ot

This is where it gets
more... interesting




Why are SharePoint and ODFB are a bit...different

Not built on AAD B2B

« They had external sharing before Azure
B2B existed

« Looks like consolidation may be coming
but it's early days, some preview
functionality

You are not seeing double

« Many of the same settings as the AAD
model, but independent

« You can force more centralization if it fits
your use cases by tying sharing to
existing users in the directory

@JohnConnected

https://docs.microsoft.com/en-us/azure/active-

directory/b2b/0365-external-user




SharePoint: Is "External Sharing” allowed?

X
.
SharePoint
@ Your Microsoft 365 Groups settings let people outside the organization access group content. These

guests will receive an error when they try to access SharePoint content. Change Microsoft 365

Groups settings.
Users can share with:
@ Only people in your organization - no external sharing allowed
O Existing guests only — only guests already in your organization's directory
O New and existing guests — guests must sign in or provide a verification code
O Anyone — users can share files and folders using links that don't require sign-in

&
Save changes Manage additional settings ‘
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SharePoint: What are the global settings?

32 Contoso Electronics SharePoint admin center

Sharing

M Home Use these settings to control sharing at the organization level in SharePoint and OneDrive. Learn more
B sites v

External sharin

I =% Policies N g

£ Settings Content can be shared with:

& SharePoint @ OneDrive
B8 Content services o Anyone

Most permissive Users can share files and folders using links that don't require sign-in.

@ Migration 87

New and existing guests
Guests must sign in or provide a verification code.
More features

Existing guests
Only guests already in your organization's directory.
& OneDrive admin center

Only people in your organization

Least permissive No external sharing allowed.

&’ Customize navigation

You can further restrict sharing for each individual site and OneDrive. Learn how
Show all

|More external sharing settings \/1

[:I Limit external sharing by domain

Allow only users in specific security groups to share externally

|:| Guests must sign in using the same account to which sharing invitations are sent
Allow guests to share items they don't own

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




SharePoint: Should this site be more restrictive?

(¥~ M
&% Contoso Electronics

ePoint admin center

Iit

e

ol

®

Home

Sites

Active sites

Deleted sites

Policies

Settings

Content services

Migration

More features

OneDrive admin center

Customize navigation

Show all

Active sites

Use this page to manage all your sites. Learn more

+ Create & Permissions ¥ &% Hub v 23 Sharing [i] Delete
Site name 7 URL
Brand ./sites/Brand

Communication site https://m365x864957.sharepoint.com

9 Conference Team /sites/ConferenceTeam
Contoso Landings /sites/Contosolandings
Contoso Web 1 ./sites/ContosoWeb1
Contoso Web 2 ./sites/ContosoWeb2
Contoso Web 3 ./sites/ContosoWeb3
Core Services ../sites/CoreServices
Deployment team /sites/DeploymentTeam
DTC Workshop Planning /sites/DTCWorkshopPlanning

Executive Corner /sites/Exec

X
o
Sharing o

External sharing
Storage usec Site content can be shared with:
0.06
0.02

O New and existing guests
000 Guests must sign in or provide a verification code.
0.14 @ Existing guests only

Only guests already in your organization's directory.

033

O Only people in your organization
0.03 No external sharing allowed.
0.14 Advanced settings for external sharing
0.00 D Limit sharing by domain
0.00

Default sharing link type @
0.00

Same as organization-level setting (Only people in your organization) b

Cancel Reset to organization-level settings

0.02

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




External user reporting for SPO and ODFB is at the
site collection level

24 Contoso Electronics

o

Frivate group

Cormmrsations
Duruments
notebool
rages

Site contants
Rasycle bin

it

DTC Workshop Planning

Most unique viewers

Shared with external ussrs

O mun egport

Shared with external users

i) Rum@m

Name
Bl _sitelcon_png
B=  presentation Prep
24 DTC Workshop Planning Notebook

== General

9L Contoso Electron

DW

Private group

Home

DTC Workshop Planning

+ New B Page details

o search

FY

I his fol

This folder i

Modified By Size

B

MOD Administrator s
MOD Administrator Obytes
MOD Administrator Obytes

Most viewed

Location

[Stenssets

/Snares Documents

[Sitessets

/Snares Documents

I his folder i

This folder i

@JohnConr

A

* Following

2 mambars

t unigue viewers

Shared with external users

with news on your

“lable to quickly author

report, or even just h...

Quick links
&P Learn about a team site

&P Learn how to add a page

Documents

4+ New o -e- =

O Name

General

All Documents

Prasentation Prep

+ New

Settings E-S

SharePoint
Add a page

Add an app

Site contents
Site information
Site permissions
Sitg usage
(@qs the look

Site designs

Office 365

View all

viewed

Documents

Choose a destination to save this

report

[} Name

General

Presentation Prep

Cancel



NEW! Azure AD B2B for one-time passcode users

Azure Active Directory admin center

Home > Contoso - Overview

B Microsof Share securely with anyone in
the WOl’ld All services Ec‘!‘nl?:?‘sc)..‘f.(')lvewlew

= , W FAVORITES
Enter Verification Code & Switch directory [ Delete directory
¥ Dashboard

¥ App registrations
. ’ Azure Active Directory contosodemosc.onmicrosoftcom
You've received a secure link to:

Application proxy

Simple verification with one- & s Contoso
time passcode

E

[ zhuji shoot 1639jpeg

@ Enterprise applications
Azure AD Connect

his link, enter the cod Sign-ins

srice@microsoft.com. Send again « Custom domain names TRE

2 Mobility (MDM and MAM) 2,500

Enter code 0] 2,000
Password reset

AAD BZ2B guest management 1

! Company branding B

£ User settings 500

—

Aug 26

7 Properties
Keep me signed in P

Notifications settings

Conditional access

What's new in Azure AD

© 2017 Microsoft Privacy & Cookies
Stay up to date with the latest release notes anc

Security
L Identity Secure Score (Preview) 36 entries since May 15, 2018, View archive &

0 Conditional access

Google auth federation o Boen _ wa B
O MFA Server
[ identity Lifecycle Manage...(8)
) Oth
Users flagged for risk D Monitoring & Reporting  (5) July
A Risky sign-Ins [ identity Security & Prote. . (2)
Y ¥
Im
G d . O 3 6 5 0 Authentication methods [ 3rd Party Integration (5) ]
uest do not require Do
. Acti
I |Ce n SeS ety [ piatform ()
p Ne
D sign-ins [ Access Control M
ﬁ| Audit logs |:| Developer Experience (1 Rep
[ s28/82c @ July
Troubleshooting + Support O sso 2 A
X Troubleshoot O colocal M Mo

New support request O Directary (1



Demo:
Configuring external file sharing options in
SharePoint Online and OneDrive




How can you manage all of this at scale with
minimal burden on your IT/Operations teams?




Key considerations...

Who and where?

Do you need to collaborate externally? If so, what does that collaboration look like?

How do you want to onboard new external
collaborators?

Controlled, subject to approval? Open to owner invites? Manual or automated?

How will you handle the litecycle of guests?

Monitoring, reporting, need for access, off-boarding.... How will this happen?

@JohnConnected




Governing Guest access in Groups/Teams and
External Sharing for SPO and ODFB with
AvePoint




AvePoint Cloud Governance Approach

Standardized Services

« Clear definition of ownership, business

l We want to help you ensure that all your data is secure and that you have the right tools

for the right job. Please answer the following questions to the best of your ability! p u rpo S e, a n d g u id el i n eS
- Tailored by role and business units
 Approval process for new workspaces
How would you describe this project’s collaboration?

——— | « Terms of service and use (example:
skl protected health information)

New Request > Project Management Questionnaire

Is this project going to involve sharing/storing any of the

Policy Enforcement

Please select an option... v

.m * Apply proactive monitoring/enforcement of
permissions and configuration policies

A
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Kat Larsson

Governance

Search To-do List

New Request > Project Management Questionnaire

{2t Home
B Workspace

[3J Requests
Before we get started...

. ; View: | 100%
=+ New Request We want to help you ensure that all your data is secure and thiF i - s 15T |
for the right job. Please answer the following questions to the Select the option that describesyo - |
1. Internal Team
& % e .
Does a Team already exist, and you 2. Communications Site-. )
4. Email Group
3. Enterprise Messaging - ~
5 o 5 Yes - i 3
Is this a new or existing project? ¥ Fj e Eman Gkl
= Will other sites need to connectto - ' ¢ )
New Project v & | IfaTeamalr - - Fi-JKM SPO Communications Site
—— ) w Yammer
No No
Yes A e
Will this site require additional cust -
. . ., . & Yes
How would you describe this project’s collaboration? @ ! x
FI-JKM Team
(O Traditional Workstream ' X hoges e
will this site require additional cust - | | FIJKM SPO Communications Site
c = w DPM <
L 4 "
Yes - )
@ Modern Workstream y FI-JKM SPC Communications Site |
FI-JKM SPO Communications Site No Plain
w Hub w DPM
4 x
FI-JKM SPO Communications Site
Is this project going to involve sharing/storing any of the

following types of information?

Please select an option... v

Cancel Save as Draft m




Governing external access through Policy

AvePoint Cloud Governance lan Anderson v

Policy Management > Teams Public - External G

E Save E-‘t Save and Activate x Cancel

External Sharing Set unique guest access settings for the group/team
To set unique guest access or external sharing settings here, make Allow group/team owners to add people outside the
sure the external sharing for Office 365 Groups and SharePoint is organization to the group/team

turned on in Microsoft 365 admin center > Settings > Org
settings. If you set unique guest access or external sharing
settings for the groups/teams associated with this policy, the are not already in Azure Active Directory
groups/teams can have more restrictive settings than the current
global configurations in Microsoft 365 admin center.

[ ] Allow group/team owners to invite new external users who

Set unique external sharing settings for the site collection
associated with the group/team

Allow users to share the group team site content with people
outside the organization

@ Anyone
(O New and existing external users

() Existing external users
Access request settings

Allow members to share the site and individual files and folders
Allow members to invite others to the site members group. This

setting must be enabled to let members share the site
Allow access requests

® Send access requests to the site owners group
) Send access requests to the following e-mail address

someone@example.com

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



Service Management > Create Service®

x Cancel

Team Member Permissions

Choose the actions you allow team members to perform in the
team, or allow business users to configure team member
permissions in the service request form.

Guest Permissions

Choose whether to allow guests to create, edit, and delete
channels, or allow business users to configure guest permissions
in the service request form. b

@Mentions

Choose whether to allow team members to use @team and
@channel mentions, or allow business users to configure this in
the service request form.

Detining options available tor request

3 53

@ Allow members to create and update channels

@ Allow members to delete and restore channels

¢ Allow members to add and remove apps

@ Allow members to create, update, and remove tabs

@ Allow members to create, update, and remove connectors
@ Allow members to delete their messages

@ Allow members to edit their messages

Assign by Business User v
# Require Business User Input

(D Allow guests to create and update channels

() Allow guests to delete channels

Assign by Business User v
< Require Business User Input

@ Show members the option to @team or @[team name] (this will
send a notification to everyone on the team)

¥ Show members the option to @channel or @[channel name] (this
will send a notification to everyone who has favorited the channel being
mentioned)

Assign by Business User 4
# Require Business User Input



Conditional approval...

Add Conditional Approval Process

5 Save x Cancel

Name

Enter a name for the conditional approval process.

Configure the condition settings that will be combined with an
approval process to create a conditional approval process.

*Condition Settings:

() Always run this approval process
@ Run this approval process if the conditions below are
met

*Metadata source:

Group Property \/‘

*Property name:

Newly Added Group/Team Members v ‘

*Condition:

| Select One v ‘

Select One
Does Not Contain Guests
Contains Existing Guests

Contains New Guests

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



%‘\ DEPARTMENT DEPARTMENT DEPARTMENT

EXTERNAL No external sharing External sharing allowed in: External sharing only allowed in:

SHARING ° @ @ @ @
EXPIRATION/ 6 Months 12 Months 9 Months

RETENTION

after last accessed after last accessed after last accessed
ALLOW THESE USERS All requests through All requests through Only Joe, Sally, and
TO CREATE A TEAM Central IT Department IT Harold can create
after after after

RECERTIFY

MEMBERS 3 Months 6 Months 12 Months

A
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Targeting Services & Policies Across Divisions

Tenant Wide General Services

Available to all/most users o Cﬁre SIerVIclgs tack
Address general productivity, security, compliance needs {pireisiering), itgiels, pelley [preitsetion)

Address Unique Needs of Specific Division Division Division

Departments or Divisions
LOB specific configurations B
. Services
Example — External sharing allowed

More/less control and restrictions
Specialized Services Smaller Groups
P , P Team C-1
« Unique needs can be addressed specialized Services
- Pilots of future services

A
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everaging “Service Permissions” to map services
o the right users...

Service Management > Create Communicatio.. ®

r‘ Copy @ Save E’g‘) Save and Activate 9 Cancel

Service Initiation @ Available in service catalog (the Start a Request page)

@ Available as a questionnaire result

Choose how users will be able to initiate requests for this service. . .
® Users must meet the service permissions below

Allow all users to use this service from questionnaire
results (Regardless of the service permission conditions)

Service Permissions Allow all users to use this service
@ Define conditions for users who can request this service
Specify users that should have access to this service. Conditions:
* Local Users or Office 365 Users/Groups - The specified Local Users or Office 365 Users/Groups ¥
users/groups can view this service in the Start a Request
page and can submit requests via this service. You can *Allowed values:
specify Office 365 users/groups or AvePoint Online Services
local users.
b [F Add to List #* Clear Settings

Allowed Values Actions

No items to show in this view.

‘ ' @

B2 Clear Table




External sharing review by workspace owners
during Renewal process...

Group renewal: Q2 Outing

Renewal steps

@ MyHub Chat Home Start areguest Workspaces Reguests  About
©:
; ©z
To-do list
Approvals Due date Confirmations

Delete Office 365 Group/Microsoft Team Ext...

eam Life

@ Auto-generated task '

PM Extranet

Renewal Pending

@

Renewal Pending

Contact renewal

Confirm that the primary and
secondary contacts are still correct. If
necessary, you can assign the roles
to other users.

Permission renewal

Confirm that the group team site
permissions for users and groups are
still correct. If necessary, you can
update the permissions

= Membership renewal

Confirm that the owners and
members are still correct. if
necessary, you can update the
membership,

Metadata renewal

A, Add owner %% Add member

Username 1

Barmiemare Barlow

lan Anderson

Ray Hill

Ray Hill

Tom Gaweczynski

murugan.balaji

), Reset

Uzer rale Change action

Owner

Member

Member

Cwner

Member

Member

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Access type

® |ntemal

® Intema

@ Intemal

® Intemal

® External

® External




What about a managed process for
provisioning, management and lifecycle of
guests?




gning the “Guest User Request” service

Services > Invite New Guest User > Edito Create guest user renewal profile #

Profile name *

‘ Renew guests every 30d

Microsoft 365 tenant *

| Services Description
AvePoint ATS Dev
t renewal prafil -
Primary contact * @
o $Requester X Microsoft 365 tenant *
Show this field ead-only to business users
Category *

Secondary contact @
@ $Manage|

‘ Reqguire business users to configure this field

Lifecycle Management

| Renewal process

How often do you want renewal process to initiate? *
@® Daily

Allow requesters to add guest users to groups or teams @ D = 10 d
very ays

The requester is the owner of the group or team

The requester is the primary/secondary contact of the group or team O Weekly
O Monthly
Renewal profile [ Specify the time to generate the first renewal task

‘ Guest User Renewal | Renewal task will be overdue if the task assignee doesn’t complete it within

‘7 HDays - |* @

Cancel Back m What user will be responsible for completing the renewal task? * ©
‘@ $Primary guest contact X |

Notification e-mail template for assigned renewal tasks *

‘ Built-in Guest User Renewal Process Assignment E-mail Template v |

[ Allow renewal task assignees to reassign tasks to other users ‘

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




mMin monitoring of Guests

loud Governance

O s Guest user re — Export report () Refresh

View details
fm Hame -
Guest user TEQO'\T Username
. First name
Username E-mail address Primary con
Last name

E-mail address

Primary contact

Secondary contact

Job title

Department

Renewal profile

| Guest user report

Invited by

Status

Workspace access

Existing guests can
be imported for
management as
well!

Name

. Tom.Gawczynski

Tom.Gawczynski

tomgawczyns|

8 rayrm
‘ lan Anderson

g ay Hill

@ Ren

pending

D

Q20uting@avepointats-dev.com

RegionalHospital@avepointats-dev.com

Project USS75@avepointats-dev.com

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Type

Microsoft Team

Microsoft Team

Microsoft Team




Microsoft Teams

Renewal process for Guests

7 C. Search

(6 MyHub Chat Home Startarequest Workspaces Requests About

& Home

To-do list

Approvals

&a Requests

Due date Confirmations

Tom.Gawczynski

@.1.; 3

Renewal Pending

Q2 Outing

VIrr £ T

Renewal Pending

External_Project X

Microcnft Toa
w Micros eam

Renewal Pending

Product Ul Design

& Start a request

L Search in Home

Due date

c A © & Create a workspace

News & Updates

New Office 365 requests available!

July 12th, 2020

* Adding Guest users to workspaces is now available. To find this
request type look below Security in the services tab. This servic
e is labeled Invite New Guest User

May 15th, 2020

e Hubs are now available to sort your workspaces and collaborat
ion area based on criteria YOU entered during the request pro
cess!

March 30, 2020

e Crisis Management Team template is now available as a result
of filling in the New Workspace Questionnaire. If you create a T
eam using this template, the Team will be populated with a sta
ndard of channels deemed necessarily by our Executive team.

e Getting Started With MSFT Teams Resources

February 10, 2020

® Guest Access is now enabled within the organization. In an eff
ort to better protect our data, we will be requiring a security re
view every 60 days against workspaces that require Guest Acce
s5.

April 28th, 2019

® We have enabled Microsoft Teams and Office 365 Groups acro
ss the company. You will have access to Internal Private Groups
and Teams through Quick Requests. In order to create a public
or workspace that can be accessed by individuals outside of ou
r company an approval process will be required throughout yo
ur Business Unit.

January 1st, 2019



Proactive monitoring and removal of unneeded guests...

Ghost User Detection X

nt

% ks
,@‘ E’olicies '

Online

B Policies Tenant Edit Policy

Rule Settings

Edit Policy
If violations are identified. take the following action
v 5
fy Deleteusersfiom A pemove Inactive Guest Users X
General Information Send e-mail notification
A policy allows you to maenitor certain user activities and changes using policy rules. @ Rita Brewer X “ i d
Tenant -
Name Rule Settings
ATS - Tenant Policy * Remove users if they do not have any activities for:
60 Days
Description

; . " - . If violations are identified, take the following action:
Checks for inactive Guest Users and identifies users without any 5

membership. @ Delete users from Azure AD

Send e-mail notifications of the violations to the following users:

@ Rita Brewer @ Ray Hill % @ Wojciech Gajda <

Rules Add Rule

() Ghost User Detection

Configure Rule

X Configure Rule

x

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



Next Steps:

e “Kick the tires” on our AvePoint Cloud Governance or Policies
and Insights at www.avepoint.com

* For a demo or half-day planning session, contact your
AvePoint representative or reach out to sales@avepoint.com

On-demand resources!
See Cloud Governance in action! How to videos available here...

https://www.youtube.com/playlist?list=PLyJFOtpJ)V3wPXygbrKXJwLo5FCpolLrvS8

See Policies and Insights in action! How to videos available here...

https://www.youtube.com/results?search query=avepoint+how+to+policies+insights

The difference between external access and guest access

https://www.avepoint.com/blog/microsoft-teams/microsoft-teams-external-guest-access/

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.
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