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The M365 Challenge for Regulated
Industry and Government

TRADITIONAL DIVISIONAL FARMS

H:) SharePoint

Div B Div C
Farm Farms

Reporting
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Management
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Content
Management
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Permission
Management

Reporting
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Management
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Content
Management
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AN
Permission
Management
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Regulated Industry M365 Adoption Blockers

Provisioning

Ongoing
management

How do you ensure Teams with specific criteria
follow specific approval processes?

Should a business owner have elevated
privileges? Should we enforce multiple
owners?

Can we limit membership based on contract,
citizenship, etc?

Lifecycle

How do we report ownership, purpose,
sensitivity?

How do we limit invitation of external users to
a subset of users?

What Teams belong to what divisions?

We need to restrict and approve changes that
effect policy such as security classification,
ownership, etc.

Require periodic review of permissions,
membership, ownership etc.?

What is the escalation process for orphan
Teams? Lack of response? Inactivity?

Can we enforce an approval process for
deletions? Archive? Restoration?

How do we restore something if the business
purpose becomes relevant again?

Content
Compliance

Process to assess ongoing business relevance?
Content level classification and controls
Retention/expiration and records declaration

How do we identify sensitive data based on
risk of exposure?

@
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Resolving the
Challenge

Native controls are designed
for ease of collaboration, but
requlatedindustries and
government agenciesand
government must consider
more security due to HIPAA,
GDPR, state regulations, and
more

» Tactic 4: Review, monitor and
audit permissions to sensitive
data and documents

nd again.

@lglefe]igle

Implementation Solution Design

» Tactic 3: Create Team templates
for Teams hosting sensitive
information and monitor for >
configuration/membership drift
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> Tactic O: Take the time to plan -
then revisit your plan again —

Tactic 1: Ensure adequate data
protection and retention
Tactic 2: Review guest access
and external sharing settings
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» Tactic 0: Take the time to plan -
then revisit your plan again —
and again.

» Tactic 4: Review, monitor and
audit permissions to sensitive
data and documents

Planning

» Tactic 3: Create Team templates Tactic 1: Ensure adequate data
for Teams hosting sensitive protection and retention
information and monitor for » Tactic 2: Review guest access
configuration/membership drift and external sharing settings

T T R



Tactic O: Take the time to plan —then revisit
your plan again —and again.

PAIT|GROUP A




Planning Round 1

e Content:
o What goes into OneDrive vs SharePoint vs Teams
o How do we split our content out across Teams —
may be department driven at first
e Security:
o Who needs access to that content?
o Do we allow Guest Access?

» Governance:
o Just create teams as requested
o No archiving or Teams deletion

» Apps and tools:
o No third-party integrations

* Theme:
o Keep it locked down to control sprawl

\J
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Planning Round 2

Content:
o Migrate sensitive data like HR, R&D

Governance & Security:

o What additional layers of protection are
needed?

= Prevent print
= Prevent external sharing

Retention:
o Archiving unused Teams
o Archive vs Delete

Apps and Tools:

o Third-party integrations for critical business
systems

o Allow access to approved third-party apps

Theme:

o Continue to scale the environment and take
advantage of more 365 features, without

compromising security needs
©AvePoint, Inc. & PAIT Group. All rights reserved. Confidential and proprietary information of AvePoint, Inc.
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Plan with the business, not for the business

Understand your collab scenarios
» What opportunities are there?

« What functional groups or
departments are most likely to
pick this up quickly ?

* Who should we wait on? (busy
seasons, more complicated
scenarios)

e ENGAGE the business in
conversation

£
; Y
4 i

4
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Governance Decision Points

Does your organization Do you need to restrict

require a specific naming the ability to add guests

convention for teams? to teams on a per-team
basis?

Do team creators need Does your organization
the ability to assign require limiting who can
organization-specific create teams?
classifications to teams?

@
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Control governance before day one
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Who can NElallale Configure Configure o Use of .
: : Set policies \lelglitelgigle
create conventions guest access expiry templates
Prefix-suffix
|| Create site naming policies, Manage who can Set expiration || Retention L Teams templates | | Teams Admin
(SharePoint) fixed strings or add guest users duration P Center
user attributes
. Choose which N . 4
Create team Custom blocked Turn sharing ) : . SharePoint site SharePoint Admin
= . =1 Groups policy will = eDiscovery . =
(Teams) words option on or off designs Center
apply to
Turn on or off
| | Create shared || guest access to || Data Loss || Themes || Office 365 admin
library (OneDrive) group files and Prevention center
OneNote
Configure external Office 365
Create group u . || .
(Outlook) sharing for adoption content
SharePoint pack
=1 Groups report
ﬁmrﬂ"ﬂm—x




What goes Where? (OD,
SP Teams)

Planning Outcomes O

Change access and .
retention by type of Se‘?‘,"'tY
content | Classification

Create barriers between
content and people
within the same
organization/tenant

Visibility
levels

Securely scale Microsoft i
Teams based on a set of Securlty
policies and templates Templates

What can we do now?
What do we need to
take more time to plan?



» Tactic 4: Review, monitor and
audit permissions to sensitive
data and documents

» Tactic 3: Create Team templates
for Teams hosting sensitive
information and monitor for
configuration/membership drift

> Tactic O: Take the time to plan —
then revisit your plan again —
and again.

Solution Design

Tactic 1: Ensure adequate data
protection and retention
Tactic 2: Review guest access
and external sharing settings




Checklist — What goes where?

Classic sites

Modern Communication sites

Teams w/ Modern team site

contoso.sharepoint.com &

Root

(Publish)

=
L

Apps

t

Videos

News (Publish)

News rollup

Corporate News

Blogs

HR (Publish)

|

Employee Spotlight

=%
L,

Benefits

Links

HR (Collab)

Policies & Procedures

[

HR News

=]

Project #1 (Collab)

—{ Employee Reviews (SharePoint)

Salary Information (SharePoint)

Policy Drafts (SharePoint)

Tasks (Planner)

‘l Task List (Planner)

Files (SharePoint)

—{ Motes (Wiki-OneNote)

—| Forms (PowerApps)

https://www.paitgroup.com/blog/modernizing-your-approach-to-site-architecture-in-sharepoint-and-office-365
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https://www.paitgroup.com/blog/modernizing-your-approach-to-site-architecture-in-sharepoint-and-office-365

Different Strategies for Different Information

Persistent

*Dashboards
*Business Intelligence Governance Models — Level of control
*Business Process

*Management

*Applications
*Push Content
Corporate
Portal v
Persistent -
*Knowledge Ma nagement
*Information Sharing g
*Collaboration Divisions & business
EIGES
Ad Hoc

*Knowledge Ma nagement
*Information Sharing
*Collaboration

Project TeamSites

Ad Hoc
*Maynotbe enabled

Personal My Sites
*Strict control over content
*Publicviews only

(J
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, .0 .0
A Best-Practice LA o2
AppI’OaCh tO Employee External

Information |

L |
. 7,) Intranet Portal My Profile |
AFC h IteCtU re a nd — * Latest news and events  Contact Info :
) * Latest policies, procedures, and forms "« Profile Pic |
KﬂOWl ed g e S » Access to Telephone Directory and Search - Expertise |
. o * Links to other LOB systems |
|
Management in |
Office 365 —
|
|
s ERS —— ' al | K
. |
Don't try and organize > oo ] i
your information by g Team Space Project Space Communities Personal Space | E);tranTt ShPace
. * Distinct group of * Dynamic Group « Suited for mass » Save and share | ° Securely share
department"' think (a'a] users, * Spanning collaboration personal | and collaborate
about the [nformation <L collaborating and different org initiatives documents | with external
. — storing common hierarchies * Large group of * Files and | parties
type lnStead. —d info « Exist only during users, cross dept information not : * Audited and
(@) * Generally part of life of project or discipline necessarily for a | controlled
O organizational * Typically follows a * Persistent team I
teams structure knowledge » Ad-hoc sharing :
collection |
|
______ }_____________r_____________ _____________1________L________r_____
Z Records and Archivin
9
< * Classify, Tag (metadata), and Manage as Records
E * Lifecycle and Retention Management
o * Audit, Discovery, and Compliance

@
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Provisioning

*  Sprawl
»  Duplication
How leams are - Appropriateness

Born

« (Convention
 (Cataloging
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Microsoft's native tooling to help govern Teams provisioning...

internal guest users

Usage Guidelines

Link to acceptable use policy etc.

Dynamic Membership

Set group membership by AAD attribute

Restricting selt-service
creation

Can restrict creation to select group of users
Set group visibility

Options for public/private, hidden .
membership/group Naming rules

SenSitiVity | abels Prefix/Suffix, blocked words

Set a label at the Team level to manage access for

https.//blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

(J
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https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

Tactic 1: Ensure adequate data protection
and retention

PAIT|GROUP A




Naming Conventions & Scopes

\ 4

A

PaN %

Investment banker Financial advisor

segment\ . / segment
AN

HR segment

Naming conventions (Azure AD Premium P1for all users)

Adding a prefix or suffix
Helpful with M&A, companies with multiple companies under one
umbrella (HR for different locations)

Microsoft Teams Scoped Directory Search (G5)

Creates a virtual boundary when searching for Teams

Your organization has multiple companies within its tenant that you
want to keep separate.

Your school wants to limit chats between faculty and students.

Information Barrier Policies (G5)
Two-way restrictions
Prevents unauthorized communications in chat and channels

FINRA driven
Teams scoped directory search is just one example

(J
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Unified Labels enable IM for your Teams datal!

Unified approach

=:p

Discover

g B

Classify Label

Apply label

Sensitivity | Retention ’_/BI
> Encryption - EI > Retention \/
> Restrict Access > Deletion

>  Watermark > Reco.rqls Management

> Header/Footer > Archiving

Sensitivity Label Retention Label

Confidential Corporate Files- 30 Years

_ Trade Secret Administrative

Yes

Yes Project File 15 Years

©AvePoint, Inc. & PAIT Group. All rights reserved. Confidential and proprietary information of AvePoint, Inc.
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AUto-
Tagging with
Labels

Allow labels to be
applied automatically
based on the discovery

of sensitive content

Can enforce default by
document library (E3)

Auto-tagging tenant- Search index based, not

wide (E5) | necessarily immediate

Doesn't cover all
scenarios....but improves
on human
error/forgetfulness

©AvePoint, Inc. & PAIT Group. All rights reserved. Confidential and proprietary information of AvePoint, Inc.
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Also consider...

Additional PROVISIONING ideas from the field

* Guidance to the user for what < Setting guest access/external

to use and when setting per team
* User/Division-level workflows < Metaadata collection for
» Teams "Templates" cataloging your collab
* Approval when necessary workspaces

» More flexible naming policies * Named data owners

\J
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Tactic 2: Review guest access and external
sharing settings

PAIT|GROUP A




Guest Access and Sharing

o->¢

|
He®

External Sharing

What types of content can be shared outside of
the organization, if any?

Should those users be able to download or
print that content?

Sharing links, anonymous access & expiration
policies

Guest Access?

Are guests able to log into your Microsoft
Teams?

What types of content can be shared when
guests can log in?

How do we ensure secure information is not
saved in Teams with guest access enabled?

(J
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External

Access

External
Sharing



| abels for Containers (New!

Privacy (public or private) of Microsoft cldvadasse st

365 group-connected teams sites i

@ Encryption
I Select the settings you want to take effect when this label is applied to an
Office 365 group or SharePoint site. Note that the settings aren't applied to
©@ Content marking files, so they don't impact downloaded copies of files. Learn more about

External users access |

Site and group settings

Site and group settings

Site and group settings

Auto-labeling for Office apps 0
Access from unmanaged devices I —
| Public - anyone in the organization can access the site 2

External users access

:\ Let Office 365 group owners add people outside the organization to the
group

Unmanaged devices

) Allow full access from desktop apps, mobile apps, and the web

https.//www.youtube.com/watch?v=SEyUce9UsIU

) Allow limited, web only access

@) Block access

(J
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https://www.youtube.com/watch?v=SEyUce9UsIU

> Tactic O: Take the time to plan —
then revisit your plan again —
and again.

» Tactic 4: Review, monitor and
audit permissions to sensitive
data and documents

Implementation

Tactic 1: Ensure adequate data
protection and retention

» Tactic 3: Create Team templates

for Teams hosting sensitive
information and monitor for » Tactic 2: Review guest access

configuration/membership drift and external sharing settings




Management

« Day to day administration

of Teams
_ «  Monitor for Group Usage
Ongoing and Adoption
Operations »  Ensure users aren't doing

what they shouldn't

« You're old friend hasn't
gone anywhere...

PAIT|GROUP AL




Why Training Alone is Not Working

Non-Contextual

Unclear Roles

‘?\ Generational Gap

What's In It For Me?
Technology Focused

(J
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User Adoption

 Train users on not just the HOW but the WHY

 Prioritize Ongoing Support and Education to ensure users can take advantage of new features and
adapt to changing needs in your organization

« Keep it simple — lengthy governance documents are rarely effective. Share checklists and one-pagers
to keep users on track!

« User Acceptance Testing will help you determine if your approach is effective and easy to understand

« Use templates and automation where possible to help prevent human error and increase user
confidence in the security of Microsoft Teams

\J
©AvePoint, Inc. & PAIT Group. All rights reserved. Confidential and proprietary information of AvePoint, Inc. mrr ERUUF A




Tactic 3: Create Team templates for Teams
hosting sensitive information and monitor
for configuration/membership drift
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|
You are using "Stephanie Demo Team" as a template fora X

Create from “e"“‘:‘"‘
. e Stephanie Demo Team [copy] ©
existing Team v "

Let people know what this team is all about

Privacy

Private - Only team owners can add members A4

Choose what you'd like to include from the original team

Messages, files and content won't be copied. You'll need to set up tabs and connectors
again.

Apps
Tabs (] Members (5 people)
peop

Team settings

4
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eams

emplates
In development

Create a team

From scratch

EH

We'll help you create a basic team

Start from a template

Employee onboarding
el

Use this template to create a central
experience to onboard new employees.

O Help desk
Gamaral

oy

Use this team template o collaborate on

. . From a group or team
g

Create your team from an Office 365
group that you own or from another team

Collaborate on Patient...
+

Heealtheare

Collaborate on patient care in a haspital
ward or department @

ssn. Project management

Use this template to coordinate your

https://docs.microsoft.com/en-us/Microsoftleams/get-started-with-teams-templates-
in-the-admin-console

@
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https://docs.microsoft.com/en-us/MicrosoftTeams/get-started-with-teams-templates-in-the-admin-console

33 Microsoft Teams admin center \\ \ el ?
| : ' ———
Dashboard
e a | | I S Team templates

Teams . . . . .
Team templates are pre-built definitions of a team'’s structure designed around a business need or project. You can create a

template using the Teams client, then upload and manage the templates stored in your organization. These templates can be

[ERET[SREETNY ) oo ) L
assigned to a specific groups using team policies.

Teams policies

/' ) de\/e[Op’ ) )e’ ’t [ + Add ¢ Edit [® Duplicate Q_ Search £33
Devices
v Name Description
Locations
Demo Team Demo Team

Users

Vet Adopt Office 365 Help build, grow, and sustain your Champions community rollout by evangelizing and helping your peery
eetings

Messaging policies Manage a Project Manage tasks, share documents, conduct project meetings and document risks and decisions with this te|

Teams apps Manage an Event Manage tasks, documents and collaborate on everything you need to deliver a compelling event. Invite g

Manage apps

Onboard Employees Improve your culture and streamline your employee onboarding with this central team for resources, que|
Permission policies
Organize Help Desk Collaborate on documentation, policy and processes that support your helpdesk. Integrate your existing -
Setup policies
Collaborate on Patient Care Streamline healthcare communication and collaboration within a ward, pod, or department. The template
Voice
Collaborate on a Global Crisis or Event Centralize collaboration for your crisis team across business units and help create business continuity plal

Policy packages

4
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"Templates”
are more than a
rubber stamp
structure

They should include
lifecycle
components &
policy enforcement

Pre-set Channels, Tab
recommendations, and site
structure are great for
helping contextualize Teams
and SharePoint sites for
business users.

AvePoint's approach
accounts for the
Operational Governance
and lifecycle to ensure
"templates” are not ONLY
provisioned correctly (and
compliant with IT policy) but
also managed securely

©AvePoint, Inc. & PAIT Group. Allrights re

Special Project

TEMPLATE DEFINITION: Recommended for secure
collaboration by Embassy Security. It includes pre-
configured topical channels with real-time chat and
automated policy enforcement on membership and
guest membership restrictions.

EXTERNAL
SHARING

EXPIRATION/
RETENTION

WHO CAN All requests through
CREATE Central IT

. PA



Targeted, Policy Enforcement by Division or Purpose

AvePoint’s Delegation Solution

AvePoint Online Services (AQS) provides
agencies with the ability to create a series
of centralized core services that are
deployedacross the entire tenant.

Then, Division by Division (or other
unique specifiers) policies and services
can be deployedenabling each to meet
their unique needs.

Additionally, AOS combines service/role-
based permissions (SharePoint Admin,
Exchange Report, RBAC, etc) with content
scope to enable elevated privilege, where
required, without providing tenant-wide
access 1o services such as SharePoint.

Tenant Wide General Services

Available to all/most users

Address general productivity, security,
compliance needs

Remove burden from centralized IT

Address Unique Needs of Specific Offices

Division and Unit specific configurations
Enable more/less control and restrictions

E.g.: allow external sharing separately for each
SharePoint & Teams office-by-office

Specialized Services Smaller Groups

Unique needs can be addressed
Pilots of future services

Div A Div B

Limited / Unrestricied  Collaboration

Core Services

(provisioning, lifecycle, policy, protection)

Special Projects

SPEC

Services

Services

General Collaboration @

Secure Collaboration

Grandar polides & procedures

(J
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AvePoint
MyHuUb

Permission-Trimmed
Service Catalog

Q_ Search

Microsoft Teams

_.T- (5> MyHub Insider chat Home About O @
51
= (5 Home g5 Hubs § Workspaces &a Requests * ‘_. 0 = Create a workspace
el
il Quick requests All Change Management Create
_=i; O Search in Start a request Y Filter
@ _
= Change Management
‘ Manage Workspaces
(a) fyo rer
MyHub Insi.. an !
to th \
= Create
%% Create Private Team 3% Guest User Request New Workspace Request
This option allows you to submit a This option allows you to submit a 'Invite If you are not sure where to start, you
o sroup/T 0 1 ) 5 | r ] ] guide
uest. If you h an u uestior I ca an Ande h [ t
r tact Ba I s ! T
the ver of this se e
B
@
o
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Microsoft Teams Q, Search

] .
_.-' (5® MyHub Insider Cchat Home About D @

.
A\/e PO | I lt Chat €& Home 225 Hubs £ Workspaces &a Requests S A © & Create a workspace

Team members permissions

Allow members to create and update channels
L |
Teams Allow members to create private channels

22 ] Allow members to delete and restore channels

[J Allow members to add and remove apps

Al
' Allow members to create, update, and remove tabs
. es
E d —_ U Se r Se r\/| Ce S [ Allow members to create, update, and remove connectors
| I @
MyHub Insi Allow members to delete their messages

Wlth PO | | Cy_ | nfO rm ed Allow members to edit their messages

Additional Information

templates & controls

‘ Collaboration

Region *

‘US

Access Level

Internal

Object Type
Team

Critical Business Application * (O

; O Yes
® No

4
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AUtO-

UNRESTRICTED CREATION

End Users
(Many Devices)

Requesting a Site
No built in checks,
No guidance on use

D &

Office 365
IT Admin Team

MANUAL
Manual follow-

ups with business
to control sprawl
and access

Site Created
(no information)

WITH AUTOMATED GOVERNANCE

End Users
(Many Devices)

= Requesting a Site
j - Business Need Captured,
o -

Guided to correct template/policy

D b P 6,

Site Created
Tagged & Cataloged,
Policies Applied

Special
Project

Office 365
IT Admin Team

AUTOMATED
Automatic policy
enforcement
controls spraw!
and access

-nforcement with AvePoint

Automated Governance gathers
information during provisioning and
recertification to enable business-
driven enforcement of IT policies.

Workspaces are categorized to drive
granular, bureau-by-bureau policy
enforcement.

End users are only granted privileges
desired by IT, allowing full
management through AvePoint’s
service catalog.

Landscape reporting across each
bureau allows shared cost
management and identifies
inappropriate usage of the system.

(J
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The M365 Challenge for Regulated
Industry and Government

TRADITIONAL DIVISIONAL FARMS

H:) SharePoint

Div B Div C
Farm Farms

Reporting

S
=0

Farm
Management

I

Content
Management

\@®
N
Permission
Management

Reporting

e
=

Farm
Management

i

Content
Management

\®
AN
Permission
Management

CENTRALIZED ORGANIZATIONAL TENANT

@ D O 6

Reporting Settings & Content Permission
Configuration Management Management
Management

‘ Daily Ad hoc Activities, Support, & Other Change Requests k
=
Div A Sites Div B Sites Div C Sites

I Limit the number of Office 365 Admins

CONCERNS

Divisional admins missing the ability to
manage and audit their own sites

Global admins cannot scale to meet all
admin needs of divisional sites

©AvePoint, Inc. & PAIT Group. All rights reserved. Confidential and proprietary information of AvePoint, Inc.
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-xample 90 Day Roadmap

« |dentify 3 use cases for Yammer * Engage 3 departments/groups * Launch use cases company wide
and 3 use cases for Teams to pilot Yammer and Teams use
cases * Encourage leadership to
* Engage leadership and secure consistently promote and adopt
buy-in * |dentify what works and what the use cases
doesn’t with use cases then
« Develop rules of engagement modify » Showcase and highlight wins of
and how-to resources adopting Yammer and Teams

« Configure Yammer and Teams to
support use cases for company
wide deployment

\J
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» Tactic 4: Review, monitor and
audit permissions to sensitive

data and documents

Ongoing

> Tactic O: Take the time to plan —
then revisit your plan again —
and again.

Planning

» Tactic 3: Create Team templates

for Teams hosting sensitive
information and monitor for

configuration/membership drift

» Tactic 1: Ensure adequate data
protection and retention

» Tactic 2: Review guest access
and external sharing settings




Litecycle

. ow do | know when a
Group should be expired

Retention, « How do | getrid of it
Expiration and 'safely”

Disposition . How do | make sure

information management
nolicies are enforced?
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Microsoft native tooling to help govern Teams litecycle...

Team "Archiving”

Removes Team from user’s lists of active Teams
Puts Team conversations and files into “read only”
Can be reversed by a Team owner

Soft Delete

Recover deleted Teams and Groups

Group Expiration

Require owners to confirm their Group is still active and relevant periodically

Retention and expiration of content

Records management and content compliance policies

(J
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Archiving

Show/Hide functionality

Archive Teams in the Teams admin panel

When you archive a team, all activity for that team ceases.
Archiving a team also archives private channels in the team and their associated site collections.

However, you can still add or remove members and update roles and you can still view all the team activity in standard and private
channels, Tiles, and chats.

When you delete a team, team activity in standard and private channels (and
associated site collections), files, and chats is also deleted.

On that note about retention....

https://www.thereqistercom/2020/08/24/kpmg_microsoft teams/
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https://www.theregister.com/2020/08/24/kpmg_microsoft_teams/

Also consider...

Additional LIFECYCLE ideas from the field

» Periodic Renewal/Recertification
» Managed de-provisioning workflows
»  Oftline Archiving

« Data Export

\J
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Microsoft Teams Q, Search

|
!' (3 MyHub Insider Chat Home About O @

AvePoint

X Cancel
HH
Myl_l U b Team renewal: Q2 Outing

Renewal steps Additional Information renewal

Pe r| Od |C Tea m S | ea Se " (= Contact renewal Critical Business Application * @

Confirm that the primary and

828 Hubs £ Workspaces & Requests soe o] .‘ [2] = Create a workspace

MyHub Insi.. e still correct. If O Yes
renewals & member
nd G . (2)= Permission renewal Purpose
recertitications - [ cotaboroon 2
Confirm that the
permissions fo re
s rrect. If ne
ipdate the permissions. Region %
I Canada v

Q

Line of Service

Corporate Communications (COM) ‘

(©)= Additional Information
renewal
Confirm tha ta is stil

correct. If ne ou can update

the metadata

=)

Q)

Back
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Tactic 4: Review, monitor and audit
permissions to sensitive data ana
documents
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Microsoft native tooling to help govern Teams management...

Teams Admin Center

Day to day management of the Teams service with
policies and settings

Usage Reporting
Track and monitor usage and adoption

Audit Reporting

Report on user activity within Microsoft Teams

https.//blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017
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https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

Compliance
Manager
new!

Microsoft 365 compliance \\ S

@ Home

o4 Compliance Manager
< Data classification
3—9 Data connectors
A Alerts

b Reports

=% Policies

Q, Permissions
Solutions

B Catalog

33 Settings

@® More resources

Compliance Manager

Overview Improvement actions  Solutions

Assessments

Assessment templates

Compliance Manager measures your progress in completing actions that help reduce risks around data protection and regulatory standards.

Find guidance and documentation

Overall compliance score

Your compliance score: 75%

12093/16101 points achieved

Your points achieved

0/4008

I Micracnft mananed naintc achisved (N

Solutions that affect your score

Y Filter

Taking key actions in your compliance solutions will increase your overall score.

Solution

Audit

Azure Active Directory

Azure Information Protection

View all solutions

Score contribution Remaining actions

0/54 points 10
0/379 points 23
0/27 points 1
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Compliance
Manager
Assessments

Key improvement actions

. None . Not assessed . Passed . Failed low risk . Failed medium risk . Failed high risk . Out of scope

B could not be detected [l Partially tested

Improvement action
Implement account lockout
Protect authenticators commensurate with us

Refresh authenticators

Test status

. To be detected

Create assessment

@ Select a template

(O Name and group

(O Review and finish

Select a template

Choose a template as the basis for your assessment. Learn more

about Compliance Manager templates.

@ Accessto premium templates will be subject to new licensing terms

in the near future. Learn more

10f 180 selected O Search

v Template

(] FedRAMP Moderate
FedRAMP SSP High Baseline
Federal Financial Institution...
France - Act 78-17 Of 6 Jan...
Freedom of Information Ac...

Generally Accepted Record...

Availability

Premium

Premium

Premium

Premium

Premium

Premium

-
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Understanding native audit data

Permissions Repor Audit Reports DLP Reports

An external user (Roy) has A EEITEREES [EE2T is Team contains sensitive

access to this Team. accessed ":T::“te; in the past information

[ Audit log search DLP policy matches
Migrason and Tagging pptx nem Need to find out if a user deleted i 2 365 audit og to find d adh your organization You'l Show data for All poliy maiches *| Break cown by Services ©| | w0 Vrnens
/dema/Sales/Shared Documents/Nor® Eas! Invoices/Migeation and Tagging ppix Vigrason and Tagging pptx ttom be able to fin ermai, groups, document  and much more. L auditlog
1 Tagging pptx Wigraton and Taggng petx tem s
i Tagging pptx Migraton and Taggmg pptx tem . %
and Tagging pptx Migraton and Taggng pptx fem | 0% wlaveichris tumer Chis Tumer e - Results 150 results found (More items available, scroll down to see more) “ e b decold
o Taggog o Iﬁg-w o ad Tggen s Bon 108 viewcicach gads Woiec Gaca .
and Tagging pptx aton and Tagging pptx fem (0% wiaveiulle mccoy . oy Actites - s
v i i s 88 wloevits moon o Wickoy Date 1P address User Activity ttem Save loaded result .
JranetidematR:Shares Documents/GA Side pptx GA Sade ppx fem (0% wlavewsanen vilanosva  Wamen Vilanusva Show result for all activites + 2018-06-20062136 j User sgned into Tea.. Windows 27/1.0020| _ Downloadl results
JranetidemotRShared Documents/GA Side pptx GA Side ppix Hem i0M wiavelbrian goldsiein Brian Goldstein v
franstidemoR Shared Documents/GA Side pptx GA Sade ppix fem MR Owners HR Owners .
/demaHR/Shared Documents/GA Side pptx GA Side ppix fem  i0M wiaveisusan adsms Susan Adams Statdate 2018.06-2009:1413 ¢ User signed into Tea... windows (27/10020. —
franetidemoR'Shareg Documents/GA Sids pptx GA Side ppix flom (0% wiavelaura catahan Laura Caflahan oo AN [ om0 ]
Jranetidemo R Shared Documents/GA Shde pptx GA Sade ppix Hem  L0W wieveiben miller Ben Miter a2b
franetidemahRShared Documents/GA Side pptx GA Side ppix ftom 108 wiavelcay hll Ray Hil 2018.06-20 085138 25 i Accessed file Alltems aspec Accessed from “Share. ’ : ’ < o ; >
JranetdemoriR Shared Documents/GA Side pptx GA Side ppix fem  £08 wiaverank wison Frank Wison e 2 m 3
franstidematR-Sharec Documents/GA Sids pptx ‘GA Sids pptx flom (0% wlave'daniel anarg Daniel Atarch & .
Jranetidemo R Shares Documents/GA Side pptx GA Side ppix fem 108 wievejericho ren Jesicho Ren w0z I [ oo | 20620085114 26 UserLoggedin 00000002-0000-0000
anetidemorc.sDema!_cataiogaiusers User information List Ust 08 wiaveidaniol atard Daniel Atards ome e m st mostadty sovey__sction
wsp i = em Vilanseva  Waren Villanueva .
" ‘GASubSteDiractory wip. fom  cO(shrue Evaryone . 2018.06-20 08:4623 s ¢ SearchQueryPerformed 5a404152-b318-4993. N " .
% < fem  10% wiaveida_aamin DA_Admin
i w ., tom 08 w NT ¥ Show resutsfor all user ’ § S . wrsecetn ' ow ety
e A R ety e Everyone 2018.06-20 084424 256 i Accessed file FreshPaint 7-2016.03... Accessed from “Docu
Share Navigator Cem i vitangeva  Warren Vilanueva e ot arste O [roes— . tow
igat igetorvs Chem O e ) Everyone 2018.06-20 08:4423 256 j Accessed file FreshPaint 6.2015.12... Accessed from “Docu
igator vs Cltem __ £08.wisvelda_sdmin DA_Admin Add all or part of 3 file name, folder name, Shungiccste. 2 Ao e
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z AAveE’oir:t' ) -
,@ Policies & Insights m Microsoft Data
For Microsoft 365

An external user (Roy) has A documgnt ha.s been This Team contains sensitive
accessed 10 times in the past

Piece together the access to this Team. month. information
data Microsoft

provides to see the
full story of sharing e il e b

accessed it 10 times this past Roy from “sensitive” Teams!

aﬂd r|S|< month.

to

Sarah granted Roy access to this
file, and sent

e e Monitor Enforce & Sarah a notification as to why.
Prioritize & Fix prevent

A
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HE ALITA ‘D‘O @ @
]

. . .
' A AvePoint € Dashboard
‘ Dashboard Overall Risk Risk Matrix =
~—

s~ Policies & Insights

For Microsoft 365

We've calculated your risk by using the exposure
and sensitivity levels you have defined in your
application settings

Contributing Factors

i ' ' . i R S e B
Insight into who is 48 125 37 e o EESE
accessing what and Ll | e o | [ -

.
what risk that POSES Sectngs Exposure Definitions e
Admin [T1]
High 6
Access Access
Medium 3
Who Sensitive Items Total Items Who Sensitive Items Total Items
Large Groups 6 143 Large Groups 6 143 —+ Low 1
Everyone 17 346 Everyone 17 346
Sensitivity Definitions Edit
Objects
..
Type Total Users External Sensitive Content~ Risk 2 High 3
U.S. Social Security Number (SSN)  Default
Files 34 7 Yes high . )
Credit Card Filter Custom
1JS Driver's license Number Defanlt
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P Aavepoint
/@ Policies & Insights

For Microsoft 365

Automatic policy
enforcement across
Teams, OneDrive,
and SharePoint

%
/@" P

olicies

Individual Service

HH Team Name Enforcement

B Policies Individual Service Edit Policy

Rule Settings

If violations are identified, take the following action:

+ Revert to the original name

Send e-mail notifications of the violations to the following users:

Scan External Users

Scan external users in sites where external sharing is disabled.

v Include Team owners

Prevent changes to the classification of Groups or Teams

Owner Number Restriction

Control the number of owners in Groups or Teams.

Membership Restriction

©
o Classification Enforcement
©
«©

Control users who can be added to (1If'lll|'!‘: or Teams as members|

Privacy Restriction

Control the pri

ps or Teams.

O Team Name Enforcement

Prevent Team owners from changing the name of their Team after

External Sharing Settings

8

Control the external sharing settings for Groups or Teams

= -

Other Settings
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Wrap-Up

Tactic 1: Review guest access and external sharing
settings

Tactic 2: Ensure adequate data protection and retention

Tactic 3: Create Team templates for Teams hosting
sensitive information and monitor for
configuration/membership drift

Tactic 4: Review, monitor and audit permissions to
sensitive data and documents
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