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What are Private Channels?
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What are Private Channels?

Permission-protected 
safe space in Teams

Separate file 
storage area

Separate 
conversation area

Most-requested 
feature ever for Teams
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What are Private Channels?

Coming soon to 
US Gov tenants

Good reason to always have a 
commercial tenant for testing
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Why would an org want PCs?

Management 
and strategy 
channels in 
department 

teams

Internal 
project 

teams with 
external 
guests

Supplier 
management 

in big 
projects



Permission structure



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Big picture

• User must first be in a Team to be in a PC
• External guests are supported
• Team owners don’t necessarily have PC access

Permission structure
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Private channels – a "subteam" of a team

Who can create a private 
channel?

Every member/owner can create a 
private channel (if no restrictions applied)

Who has access to a private 
channel?

1. Invited members have access
2. Team owner has no access if not 

invited

Channel

Channel ChannelPrivate 
Channel

(Unique 
Owners, 

Members)

(Owners,
Members)

Microsoft 
Team
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PC owners

• Members can create PCs (except external guests)
• Creator becomes the PC owner
• Add members and owners
• Can manage PC membership & files

Permission structure
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Team owners

• Can limit who can create PCs
• Can only see name & description of PC
• Can be added to PC, but not necessary
• Limited responsibility & accessibility

Permission structure



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Team and/or PC members

• PC members can converse and update files
• If not a PC member, PC is invisible

Permission structure
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Membership rights synopsis

Feature Team member Team owner

Name and description

Only when invited

Every channel in the team

Conversation and tabs Only when invited

Files and contents Only when invited

Private channel owner Every channel in the team



Files
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Team and/or PC members

• PC creates a separate SharePoint site collection
• Site permissions coupled to Private Channel
• Manage permissions from Teams
• Not a standard Team Site (e.g., no Pages)

Files
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Why this way?

• PCs owned by high-level folks storing sensitive 
material may not want Team owner to access

• Only way to ensure no permissions loophole 
through parent Team site

Files



Administration
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Microsoft Teams

• PCs are enabled by default – check now
• Can disable PCs at the tenant level
• Team owners can disable at Team level

• Go check your Org-wide Teams!
• PCs can go ownerless!

Administration
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SharePoint

• PC sites do not surface in the SharePoint
Admin Center (by design)

• SharePoint security groups can be used, but don’t 
mess with owner and member groups

Administration
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Information protection

• AIP/MIP classification is same as in the parent Team
• DLP in PC conversations is inherited from the Team
• DLP in PC files is separate from DLP in the parent Team
• Retention polices are not working yet for conversations

Administration



Adoption & governance
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Considerations for Governance in Office 365

Tracking data ownership

Gather, maintain and report on 
common governance details 
(division, purpose, sensitivity, 
etc.).

Self-service, managed, or a 
combination?

Are native user options OK or is 
more governance required?

“Managed” de-provisioning 
processes?

For “workspaces” like sites and 
Teams?

For content within workspaces?

Process to assess business 
relevance?

Recertification
Require periodic review of 
permissions, membership, 
ownership etc.?

Provisioning Ongoing 
Management

Expiration, 
End of Life
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Why Training Alone is Not Working

Technology Focused
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Best practices

SUSTAINABLE Adoption is the key-
Have a plan for provisioning, management and lifecycle for Teams
• Make it easy to do the right thing
• Focus on business scenarios with contextual training
• Ensure quick wins
• Wash, rinse, repeat

Adoption & governance
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Engineering, Research & Development Operations, Manufacturing & Logistics Sales, Marketing, PR & Communications

HR & Legal Services Accounting, Finance & Procurement Administration

Share best practices across geographies

Gather & process forms from employees

Improve and monitor business processes

Pull data and build financial reports

Align Sales and Marketing teams

Organize teams and manage calendars 

Example: Focus on Business Scenarios
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Example: Make meetings better
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Balanced Controls

Managed Disposition

Efficiency Through 
Automation

Self-Service 
Enablement

Ongoing Governance

Scale, 
Automate,
Secure…

…accelerate adoption while automating service delivery for 
Office 365.
Let your users get what they want, when they need it by 
guiding users to efficient, secure, and productive Office 365 
workloads and automating a sustainable framework for IT 
service delivery.
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• Clearly articulated catalog of Office 365 services tailored to business audiences  
• Business-focused questionnaires guide users to the right services
• Flexible but governed services enable business user control reducing IT burden

• Automatic approvals or involve multiple approvers and approval levels
• Conditional approvals allow for corrections and ensure appropriate oversight
• Contextual governance policies are applied based on roles and type of request

• Increase efficiency by automating most actions in Office 365
• Ensure process compliance from request through approval to production
• Enable users with everything they need for a process with one simple task

• Ensure, renew and/or force ownership, security, and classification of content
• Maintain auditing and renewal information over time
• Keep an automated contextual catalogue of all Office 365 workspaces

• Prevent sprawl and clutter of Office 365 by automating archiving or deletion
• Extend access to useful workspaces and allow a structured end of life for others
• Ensure time or inactivity based end of life plan for all workspaces

Empower business users and increase use of existing Office 365 
services. 

Promote sustainable adoption with appropriate controls in place.

Create repeatable and consistent service delivery.

Eliminate sprawl and reduce clutter while maintaining 
compliance.

Balanced Controls

Managed Disposition

Efficiency Through 
Automation

Self-Service 
Enablement

Ongoing Governance Streamline security reviews and maintain inventory of 
collaboration spaces.
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Governing external access through Policy
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Automated Execution
Approval if required

Service completes automatically
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Data owner insights for Office 365 workspaces
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Recertification and renewal of workspaces



AvePoint MyHub
for Office 365

Easily find the right tools for whatever 
you need and get them faster:

A simplified catalog of Office 365 services tailored to you

Answer basic questions to be guided to the right services 

Governance is built into each request and service – there 
are no extra steps!

Request, approve, renew and more 
without ever leaving Teams! 

AvePoint MyHub for Office 365

https://www.avepoint.com/products/cloud/office-365-governance/
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Balanced Controls

Managed Disposition

Efficiency Through 
Automation

Self-Service 
Enablement

Ongoing Governance

Empower end users to adopt 
Office 365 while increasing 

control over your 
environment.



Thoughts
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Major pros

• Less Team sprawl
• Better usability, simpler navigation
• Potentially improved security
• Microsoft listens

Thoughts
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Could be better…

• More training
• Must follow and sync multiple sites/libraries
• More permission sprawl
• Not a ”just do it” kind of solution

Thoughts
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Feature limitations

• No apps and bots (including Planner)
• No scheduled Channel meetings
• No moderation

Thoughts



Wrap up
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Resources

• Matt’s overview guide & video
jum.to/PrivateChannels

• John Peluso’s (AvePoint) guide
jum.to/AvePointPCs

• Official Microsoft documentation
jum.to/PCDocs

Wrap up

Follow the 
AvePoint blog for 
written answers to 
your questions!
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