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Unleash the Power of You

Private Channels In Microsoft Teams Are Here!
What you need to know about the most-requested new feature in Microsoft Teams
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Today’s Agenda
Why we’re here…

The needs driving private channels

What we’ve tried…
Why chats and separate teams don’t cut it

What it looks like…
Private channels in the wild

Under the hood…
Understanding the architecture

Rolling it out…
Managing for adoption, administration and 
compliance



Why is this 
such a big 

deal?



Send and 
receive emails

Chats and 
conversations

Share Files

Plan meetings 
and events

Track tasks

Social 
engagement

”real-world” teams

Management

Project X

Conversations

Share Files
Track tasks

Conversations

Share Files

Plan meetings 
and events



Demo:
Why group chats are not enough…



Do I need a new 
Team?
Understanding the 
Teams vs. Channels 
question
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Teams with “standard” channels…

Team

Channel 1

Tab 1 
(Conversations) Tab 2 (Files) Tab 3 (SP Page)

Channel 2 …

Tab 1 
(Conversations) Tab 2 (Files) Tab 3 (Notes) Tab 4 (an app)

SECURITY boundary
• Team (Group) membership

COMMUNICATION boundary
• “Follow” (notifications)

COMMUNICATION boundary
• “Follow” (Channel notifications)

Resources to support the Channel Resources to support the Channel
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Teams with “private channels”…

Team

Channel 1

Tab 1 
(Conversations) Tab 2 (Files) Tab 3 (SP Page)

Channel 2 …

Tab 1 
(Conversations) Tab 2 (Files) Tab 3 (Notes) Tab 4 (an app)

SECURITY boundary
• Team (Group) membership “Private Channel”

SECURITY boundary
• Subset of overall Team 

members

“Standard Channel”
COMMUNICATION 
boundary
• Subscribe/unsubscribe to 

Channel notifications)

Resources to support the Channel Resources to support the Channel
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Introducing channel “members” and “owners”
• A subset of the overall 

team, so PC 
members/owners must be 
Team members

• Each PC has it’s own list of 
members/owners, 
“mastered” in Teams

• PC owners do not have to 
be Team owners

Private Channel
• Owners
• Members

Team/O365 Group
• Owners
• Members

New security boundary
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Who can see private channels in Teams?

https://docs.microsoft.com/en-us/microsoftteams/private-channels

https://docs.microsoft.com/en-us/microsoftteams/private-channels


Demo:
Private channels in the wild…
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Where does private channel content “live”?

Conversations
• Conversations live in the Team 

channel
• Protected by Teams via access to the 

channel
• “spool” into the mailboxes of private 

channel members for eDiscovery

Files
• Files stored in a new, automatically 

provisioned SharePoint site 
collection dedicated to the channel

• Naming convention to help trace 
channel site to it’s parent Team

• Special template for the channel-
specific site collection 
(TeamChannel#0)
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Does this mean I have to worry about all those new SPO sites?

Teams handles most of the work…
• Teams ensures SPO site members/owners kept in sync with 

the PC owners/members
Teams PC member/owner change to SPO= immediate
SPO member/owner changes reverted within 4 hours to Team PC settings

• Teams will also ensure the SPO site for the PC lives and dies 
with the PC
PC deletion triggers SP site deletion, restoration of PC = restore of site
Teams triggers restoration of sites if deleted before PC

But SharePoint is still SharePoint…
• Management of explicit SPO permissions outside of SPO 

member/owner groups is on you.
• PC site collections are not visible in the SPO admin center 

but are discoverable through PowerShell and APIs



Demo:
Exploring the SharePoint/private channel relationship…
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Who can manage private channels?

https://docs.microsoft.com/en-us/microsoftteams/private-channels

https://docs.microsoft.com/en-us/microsoftteams/private-channels
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What about Teams service admins?
Via Teams 
Admin Center:

• CAN view existence of 
all private channels

• CAN manage 
owners/members of 
private channels

• CANNOT view any 
channel content



Demo:
Managing private channel creation, membership and retention…
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What’s the retention/eDiscovery story standard channels?

Files stored in the SPO site for the Team 
and subject to the “O365 Group” retention 
settings in Sec+Compliance center

Conversations spool into the Group 
Mailbox associated with the Team, and 
subject to retention policies applied to 
“Teams Channel Messages” in 
Sec+Compliance center

eDiscovery searches and hold locations 
follow similar logic… 
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What’s the retention/eDiscovery story private channels?

At least for now….
Files stored in the SPO site for the private 
channel are subject to your SharePoint Sites
retention settings… 

Conversations spool into personal mailboxes of 
the PC members. Not yet subject to deletion via 
retention policy so retained indefinitely

eDiscovery searches for “Teams Messages” will 
not find PC messages, so also search at least 
one PC member’s mailbox. Also PowerShell 
available to find and search all PC SPO sites 
associated with a Team
https://docs.microsoft.com/en-us/microsoftteams/ediscovery-
investigation#ediscovery-of-private-channels

https://docs.microsoft.com/en-us/microsoftteams/ediscovery-investigation#ediscovery-of-private-channels


So how do I 
plan my Teams 
rollout?
For private channels 
and for Teams in 
general?
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https://resources.techcommunity.microsoft.com/adoption/

https://resources.techcommunity.microsoft.com/adoption/


©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

For more on private channels:
AvePoint Blog Series
• https://www.avepoint.com/blog/microsoft-teams/microsoft-
teams-private-channels-2/

Microsoft Documentation
• PC Overview
https://docs.microsoft.com/en-us/microsoftteams/private-
channels
• eDiscovery of PCs
https://docs.microsoft.com/en-us/microsoftteams/ediscovery-
investigation#ediscovery-of-private-channels

Ignite 2019 Session
• https://myignite.techcommunity.microsoft.com/sessions/83912
?source=sessions

https://www.avepoint.com/blog/microsoft-teams/microsoft-teams-private-channels-2/
https://docs.microsoft.com/en-us/microsoftteams/private-channels
https://docs.microsoft.com/en-us/microsoftteams/ediscovery-investigation#ediscovery-of-private-channels
https://myignite.techcommunity.microsoft.com/sessions/83912?source=sessions


Gracias

Merci

Ευχαριστώ
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