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We Are AvePoint
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Agenda

What are we talking about today?

1. Introduction: Sharing is caring (about getting it done!)
2. Anonymous and org wide sharing links

3. Sensitive data needle in the haystack

4. Unmanaged external users

5. Overprivileged and shadow users

6. Teams sprawl and configuration drift

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc



About the Presenters

Hunter Willis

Product Marketing Manager
President, Richmond SharePoint User Group

Tom Gawczynski

VP Solution Engineering
Chicago



A AvePoint

Policies & Insights

For Microsoft 365

4
L



Sharing Is caring...
(about getting it done!)
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Microsoft Teams — The Hub for Teamwork

Office
applications

Communicate: Chat, calls &
meetings for today’'s teams

1

Contentand
authoring

Collaborate: Deeply integrated
Office 365 apps

o~
( o
o—/

Customize & Extend: 3rd party

Microsoft apps & existing systems

Teams

_O—
00—

Everyday
Apps and
Services

Chats, Calls
& Meetings

N Work w/ Confidence: Enterprise
security, compliance & manageability

A

Bots and
Connectors



Office 365 Groups = Membership Service

One identity Federated resources Loose coupling
Attributes Azure AD is the masterfor group  Office 365 services extend with Service notify each other of
identity & membership their data changes to a group
User creates new group Group identity created in Group experience
Flow ) . : :
for teamwork Azure Active Directory populated in app of choice
Outlook Teams StaffHub
SO SharePoint Planner DymEies

CRM

Azure AD

Yammer Stream Power Bl




Many ways to create a Team ...

Office 365 Group
Team
(Teamwork HUb) SharePoint Planner OneNote
(content service) (task management) (notebook)

A



Where is my source of truth for "who has access"? G

Teams, Groups, Sites, oh my...

Tea m S VS Members Channels Analytics  Apps
Sha re Poi nt Search for members Q
adCcCess... Owners (2) J

Members and guests (22)

The same,
right?!

G-. Enrico Cattaneo Attorney
e(“' Pradeep Gupta Accoun tant
s(-" Emily Braun Budget Analyst

Permissions X

s

Manage site permissions or invite others to
collaborate

Location I [

Site owners
Site members

1441102

08,2202

97,2302

Adele Vance
Edit ™

- Alex Wilber

¥ Edit v
Allan Deyoung
Edit ™
Christie Cline

9 Edit ™



Where is my source of truth for "who has access"? ﬁ

lﬂ bearing-440DF-stress-testxlsx X

The files Say--- ? Manage Access

Stop sharing

@ Links Giving Access @ ¥ Share

| https://m365x349147.... | Copy |
People in Contoso with the link can edit

Where were these links pasted?

https://m365x849147.... Copy | -
\ People in Contoso with the link can view /

https://m365x545147.... Co

People you specify can edit

{ } Who is/was in these groups?

@
# Direct Access @ -+



“Who has access”... Sharing Is easy
Sharlng buttons in Office Apps... Sharing is CarlngI

nsights_Pitch_Draft s

esign Transitions Animations Slide Show Review View Help @ 15 Share i1 Comments
[ Layout ~ A A A = = === 18 ESNNOOO D_\D /. & I Find LE:]J
T Rese 2 AL L2080 - 43 G Replace ~ | = |

T L AV A el A = = = = - g ictate n
S section ~ B I US a8 Aa A ==== = ™ Y srE @ D+ Select i o
es Font Paragraph Drawing Editing Voice | Desfgner Link Settings ~
4 lz‘ Policies_Insi.h_Draft.pptx E

‘Who would you like this link to work for?Learn more

- "Who has access”... Sharing cze— - |

People with existing access

And it's easy

Other settings
B Antow editing
© Block download @

Sharing buttons in Off|q

\_ J




“Who has access”... Sharing Is easy!

One Drive: Teams 1-1 and Office App

sm Emily Braun Chat Files Organization Activity —+

38 Contoso Electronics OneDrive
MOD Administrator + New ~ T Upload ~ |= Share @ Copylink 3 Sync | Download #% Automate
[} Open @ Getlink J Download = U
® Recent . L .
Files > Microsoft Teams Chat Files
e Type Mame o Shared
o
scover [ Name Modified Modified By
i Recycle bi R
m About ﬂ\l’EFOII‘II_Eﬂ19.ppb( @ ecycie bin @ ~About AvePaint_2019.pptx & minutes ago MOD Administrator

Shared libraries

Bl %1050 Launch Team - Pri..



“Who has access”... Sharing Is eas

Private Channels in Teams

Microsoft Teams Search or type a command
Teams e n Distribution Posts Files N |
" | |
Your teams + New v 7 Uploag »* Zsme < IS X1050 Launch Team - Distribution |

- |
X1050 Launch Team - I
- Distﬂ:um | |
General - - I Home + New ~ T Upload v ¢” Quickedit 1= Share @ Copylink a2 Sync  Download i Goto channel BB Exportto Excel|
Design - - Hame I Documents |
Digital Assets Web -~ - A : - I (1) This folder is connected to a channel in Microsoft Teams |
- 7] Governance-Cloud-First.pptx | Parent Team I
Distribution & ~ | |
~
Vendor Security Channel & SN ~ | Pages |
~ | - Documents > Distribution
~ Site contents |
. I |
~ - | Recycle bin |
~ | .. [ Name Modified Modified By + Add column

Edit |
S | N . |
~ - I @ Governance-Cloud-First.pptx A few seconds ago MOD Administrator I



SECURE COLLABORATION MADE EASY WITH PI

Find and prioritize
what matters

Monitor and fix
exposure hot spots

Enforce and prevent
security risks overtime
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Anonymous and Org
Wide Sharing Links
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Where is my source of truth for "who has access”?

@ bearing-440DF-stress-test.xlsx x

Sign in

Manage Access
@ & Share %2 Comments

71 & ShapeFill v SO Find Stop sharing
/ 8 3
cl

’-_-_ Shape Cutline ~ (}bc Replace ~ . ]
Dictate | Design
=~ & Shape Effects ~ b Select ~ - Ideas .
i A @ Links Giving Access O 1=
m Editing Voice | Designer Link settings ~ 9 Share
Policies_|nsi..h_Draft.ppbx E‘
Who would you like this link to work for?Learn more https://m365x349147.... Copy

-~ People in Contoso with the link can edit

i

% Ty Te WOTCiT LT Tk W)

.
| I I I I People in your organization ~
S a I g Withpthe Ii:k ° @ https://m365x343147.... Copy

People in Contoso with the link can view

q

@ People with existing access

Specific people https;//m365x949147.... | Copy

People you specify can edit

Other settings
E Allow editing This link works for ™~
Block download @

0 Operations Mem...

ttons in Offic F O eams igraton...

o Direct Access © -+



Native O365 sharing links...

It

Home

Sites

Policies

Sharing

Access control

Settings

Content services

Migration

Maore features

OneDrive admin center

Customize navigation

Show less

File and folder links

Choose the type of link that's selected by default when users share files and folders in SharePoint and OneDrive.

O Specific people (only the people the user specifies)
O Only people in your organization

@ Anyaone with the link

Choose the permission that's selected by default for sharing links.
O View
(®) Edit

Choose expiration and permissions options for Anyone links.

These links must expire within this many days m

These links can give these permissions:

Files: View and edit ~ ‘
Folders: ‘ View, edit, and upload ~ ‘
Other settings

D Show owners the names of people who viewed their files in OneDrive
Let site owners choose to display the names of people who viewed files or pages in SharePoint

Use short links for sharing files and folders



o

Where is my source of truth for "who has access”?

The files say...

B bea

ring-4400F-stress-testxlsx

Manage Access

Stop sharing

@ Links Giving Access @

¥ Share

| https://m365x349147.... | Copy |
People in Contoso with the link can edit

.

https://m365x9459147....

People in Contoso with the link can view

v

People you specify can edit

https://m365x545147.... Co

for ™~
Operations Mem...
Teams Migration ...

A, Diract Access @

_I_

Where were these links pasted?

} Who is/was in these groups?

A



External sharing on by default

Simplify an inclusive meeting experience by enabling Guest access as the default

We want to make everyone aware of an upcoming change to the default setting for Guests in Microsoft Teams. With the large increase in organizations
looking to use Teams to expand collaboration beyond the boundaries of their tenant, we want to make it easier for customers to get started. This has also

been announced in Message Center post MC234252.

As a result, starting on February 8th we are turning on Guest access in Microsoft Teams by default for any customers who have not already configured this
setting. This will bring the control for Teams Guest capability into alignment with the rest of the suite, where the setting is already on by default.

When this change is implemented, if you have not already configured Guest access capability in Microsoft Teams, that capability will be enabled in your
tenant. With guest access enabled, you can provide access to teams and other resources to people outside your organization while maintaining control over

your corporate data.

Prior to this change taking effect beginning on February 8th, if you want Guest access to remain disabled for your organization, you will need to confirm that
the Guest access setting is set to "Off" instead of "Service default”. Instructions for how to configure the Teams quest access settings can be found here:

Teams guest access settings

Guest access

Guest access in Teams lets people outside your organization access teams and channels. When you turn on Guest Access. you
«can furn on or off features guest users can or can't use. Make sure to follow the steps in this checklist to set up the
prerequisites and so Team owners can add guest users 1o their teams. Learn more

Allow guest access in Teams (D) Ot o

On

A view of Teams admin center Guest access page, showing the choices for Guest access being "Off", “On", and “Service default”. Currently the service default is off but beginning

February &th the service default will be "On”,



Understanding sharing links with AvePoint

Contributing Factors @ © Last 7 Days L
& Exposure External Links All Workspaces ‘ O | 03142021 20:43.05@
External Users
1 Total Quick Filter
+ Show all objects with inherfted permissions from parent-level sharing links Link Type Sensitivity Level Block Download Permission
. Links for Specific External ... v Medium Mo Edit |
Link Type Mumber of Links
= v High
@ i
15 =) Anonymous Link 14 NIA
Total
Links for Specific External Users 1
] Clear Al
Direct Access Sharing © ©
ﬁ- c 8 columns selected t'a E
Shared With Sensitive}
Everyone 20 Name Shared By Shared With Inherit Fram Permission Created Expiration Date Block Download Sensitivity Level
Everyone except External Users 85
3 ss+ (&  UDE Names.docx Anonymous Link Unique Edit 03/12/2021 09:25:22 041172021 No Medium
External User 19
. | UDE CC External Vendors.docx Ancnymous Link Unique Edit 02/17/2021 10:00:44 03/19/2021 Ne Medium
Anonymous Link 14 —_—
Links for Specific External Users 1 **+ (& UDE Pl External NA Vendors.docx Anonymous Link Unigque Edit 08/01/2020 17:54:47 1010172020 No Medium
] Alpha_CG_ED5.docx Anonymous Link Unique Edit 08/17/2020 07:22:22 oo/ Mo High
Summary @
3 **s (@ contoso proof of concept sow.docx Anonymous Link Unique Edit 08/04/2020 10:10:32 Mo High
[ ] .
Microsoft Teams
Alpha_Gavernance-EDS.docx Anonymous Link Unique Edit 08/04/2020 10:10:01 Mo High
154 ees (@) 1534767935.zip Anonymeous Link Unique Edit 09/11/2018 23:2%:17 10/11/2018 No Medium
Total Teams
Client Data Points-2.docx Anonymous Link general View Mever Ne Medium
@  LoanApplication_Gk_ApplicantiD2338.docx Anonymous Link general View Never No Medium
Alpha_CG_ED5.docx Anonymous Link Unique View Never No High .

ﬁ



Sensitive data needle In
the haystack
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Sensitivity Is
prioritized by how
much sensitive
iInformation is in one
document, not
exposure-

How do | know
which of these
documents is
actually causing risk?

DLP policy matches

Show data for| All policy matches  * | Break down by Services ¥ A

40

Date

Rule

Towd O Exchange

Y Filters

SharePoint O OneDrive for Business

10 1nmne

Item Last modified by Sensitive Information Sengitive Information count Severity Action N
2016-11-03T02:56:04 High Volume of Content... 2015 Employee Roster.xlsx sarad@contos.,.. Credit Card Number 7 Low GeneratelncidentReport
2016-11-03702:56:05 High Volume of Content... 2016-Q1 Expense Accoun... sarad@contos... Credit Card Number 3 Low NotifyUser
2016-11-03T02:56:06 High Volume of Content... 2016-Q2 Expense ACCOun... sarad@contos... Credit Card Number 4 Low
2016-11-03702:56:07 High Volume of Content.., 2016-Q3 Expense Accoun,,, admin@conto.., Credit Card Number 2 Low SetAuvditSeveritylow
2016-11-03702:56:08 High Volume of Content... Company Picnic.dsx janed@conto... Credit Card Number 21 High NotifyUser
2016-11-03T02:56:09 Migh Volume of Content... Expenses-QR1-2016.pptx janed@conto... Credit Card Number 14 High
2016-11-03T02:56:10 High Volume of Content... New ttem Order Form 20... janed@conto... Credit Card Number 8 High SetAuditSeveritylow
2016-11-03T02:56:13 High Volume of Content.., New item Order Form 20.. janed@conto... Credit Card Number 12 High GenerateincidentReport
2016-11-03702:56:14 High Volume of Content... New item Order Form 20, janed@conto... Credit Card Number 18 High NotfyUser

-



With research we can try to find

Audit Reports DLP Reports

A document has been
accessed 10 times in the past
month.

Permissions Reports

This Team contains sensitive
information

An external user Tom has
access to this Team.

Tom, an external user, has access to I
confidential info and has accessed it 10 |
times this past month. l



DLP Policy Options in O365

Over 100 sensitive information types to

S e a rC h | n O 3 6 5 Choose which sensitive info types to add from the list below.

Search
' Added (5)
With DLP Policies, you can scan
/ y ] Name Publisher
. LI el REsIUSTIL CE UL ARG ARG HLIUSUIL CUl Ut auin
e\/e ryt h | n g O r S e p a rate S C a n S to [] Thai Population Identification Code Microsoft Corporation
[] Turkish National Identification number Microsoft Corporation
| 9 -t f (S P O —|_ -t ) d d d [0 U.K. Driver's License Number Microsoft Corporation
a p p | C a I O n S / e a m S e C ¢ a n a [ U.K Electoral Roll Number Microsoft Corporation
o (o . [] U.K. National Health Service Number Microsoft Corporation
S p e C | fl C S I te S to a p p | y Sca n S tO a S \/\/e I I . [ U.K National Insurance Number (NINO) Microsoft Corporation
U.S. / U.K. Passport Number Microsoft Corporation
U.5. Bank Account Number Microsoft Corporation
U.5. Driver's License Mumber Microsoft Corporation
U.5. Individual Taxpayer Identification Number (ITIN) Microsoft Corporation
U.S. Social Security Number (SSN) Microsoft Corporation

A



New Definition -

Name

.5, Personally Identifiable Information (PIl) Data

.5, Financial Data

.5, Gramm-Leach-Bliley Act (GLBA)

LS, Health Insurance Act (HIPAA)

.S, Federal Trade Commission (FTC) Consumer Rules
U.S. State Breach Motification Laws

.5, Patriot Act

oleMeloMoMeNe

Australia Financial Data

Australia Health Records Act (HRIP Act)

Australia Personally Identifiable Information (PII) Data

10 of 25 items are displayed

Template

Privacy

Financial

Financial

Medical and Health

Financial

Privacy

Privacy

Financial

Medical and Health

Privacy

7 of 25 active

Country or Region

United States of America

Unitaed States of America

Unitaed States of America

Unitaed States of America

United States of America

United States of America

United States of America

Australia

Australia

Australia

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.
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Status

© Active

© Active

o Active

O Active

0 Active

0 Active

© Active

Inactive

Inactive

Inactive

1 Go Show Rows

10



Finding sensitive information in M365

(E3)

DLP Policy Rule One

Name Conditions Exceptions Actions User notifications User overrides Incident reports Options

We'll apply this policy to content that matches these conditions.
Content contains X

Any of these ¥

Sensitive info type Instance count Match accuracy
min max min max

U.5. Bank Account Number 1 any 75 100 X
.5, Driver's License Number 1 any 75 100 X
U.5. Individual Taxpayer |dentification Number (ITIN) 1 any 75 100 o
U.5. Social Security Number (S5N) 1 any 75 100 X

Add -

I Add group

Content is shared

S Notifications for internal or
only with people inside my organization eXt e rn a | S h a I’I n 0

with people outside my organization

b Add a condition ~

DLP Policies allow for

notifications, as well as
visibility into where sensitive
content exists.

DLP policy matches
Use data loss prevention (DLP) policies to help identify and protect your organization’s sensitive information. For example you can set up policies to
help make sure information in email and docs isn't shared with the wrong people.
+ Create schedule " Explore  + Request report i= View details table 7 Filters
Show data for  All policies v Breakdownby Services v
w00 Total O Exchange SharePoint () OneDrive for Business
600
= - a A
A Wednesday. May 30, 2018
Total 318 A
200 ® Exchange: 0
SharePoint: 96
© OneDrive for Business: 222
° ¢
O O O O- O -0
05/29 05730 05/31 06/01 06/02 06/03 06/04




Taking actions (E3)

Take action on insights and recommendations

Reports can show insights and recommendations where you can click the red warning icon to see details about potential issues and

take possible remedial action.

Top insights & recommendat,  Unusual volume of DLP policy matches

e Review results to
=1 — educe false

] ® ten Top sensitive types in your We have noticed an anomaly i the volume of pobcy Matches in your GI9INEaON
“ Select the insights icon inthe last 7 days.

® gh Top users contributing to €

Take an action
® gn Unusual volume of DLP pa

: ° °
=
Name V. Action v
Select a specrﬂc insight il
Canada Financial Data08 £ Op ol
O
O
O

i

m]

O
°
-

S

® on Unusal votume of DLP por S Financal Data Adenin it Dip poliy
® aon Ul volume of OLP pol
® o Urnsusi vokume of DL pal
® Urnasual vokume of OLP pol
1@ we Unusus! volume of DLP pot R e

-]
.

tegh Unusual volume of DL pol

o Restrict access to

Use actions to protect content when the conditions are met.

access or encrypt the content n t e rn a | O r

@ Block people from sharing and restrict access to shared content

By default, users are blocked from sending email and Teams chats and channel messages that contain the type of content you're protecting. But you can choose who has access to shared
SharePoint and OneDrive files. You can also decide if you want to let people override the policy's restrictions.

Block these people from accessing SharePoint, OneDrive, and Teams content e X-t e r |/W a | l | S e r S
O Everyone. Only the content owner, the last maodifier, and the site admin will continue to have access O
@ Only people outside your organization. People inside your organization will continue to have access.

O Encrypt email messages (applies only to content in Exchange)


https://docs.microsoft.com/en-us/microsoft-365/compliance/view-the-dlp-reports?view=o365-worldwide

Automatically apply sensitivity labels (E5)

Home > Azure Information Protection | Labels

A | P |_a b e | S a n d O 3 6 5 Azure Information Protection | Labels

‘;’7 Search (Ctrl+/) | « Columns
L S = General Label display name Policy Marking Protection
el ISIJEI\/IJ[y tags Can nelp =
93 Contoso Electronics Office 365 Security & Compliance
H S p
Analytics B General
: : ome > sens
i Usage report (Preview) W internzl Home > sensi
O u a O | ( | ‘ ; O 8, Activity logs (Preview) B Highly Confidential Labels  Lsbel policies  Auto-labsling (preview)
~ Protection tEmp‘atES Sensitivi els are used to classify email ents, sites, and mor matically or by the user), the content or site is protected based

EQ Data discovery (Preview) encrypt files. add content marking, and c 55 to specific sites, Le

. = Recommendations (Preview) Confidential %, All Employees

sites by manually adding ===

Contoso - Sensitive

rganization has not turned on the abiity to process cantent in Cffice online files that have encrypted sensitivity labels applied and are stored in OneDiive and SharePoint, You can turn on he
More

Labels L e b 5 Publish Isbels ) Refrs
A4 Highty Canfidential \ All Emplayees Sensitivity labels Createalabel o Publish lsbels () Refresh

.
[Z Policies . Name Order Created by Last modified
+ Add a new label nfion label
Persoaat 0- lowest Megan Bowe oo
L ] 'S

Genesal Megan Bawe 091172018

&% Contoso Electronics Office 365 Security & Compliance

Edit locations

%

SharePoint sites

Enter the URL for one site then dlick add.

7 Added (1)

A Sites (1)
URL

2 hp: 147 sharepoint t ¥ 2




Applying Sensitivity labels (E5)

y Contoso Electronics Office 365 Security & Compliance

Create rule Sensitive info types

After choosing locations E

O selectan

and creating the label,

U, Driver's License Numbe

apply the sensitive info T p—

Auto-labeling > Create policy

types to the label. =

Sensitivity labels

Auto-apply this label
Highly Confidentia

Info to label

Retention labels

ntification Number (ITIN]

—0—0—0—0—0—0

(@ Data loss prevention Apply to content in these locations

s it
Finish X

Eu Records management

Rules for auto-applying this label
oint 1 rul

£ Information governance

4 Threat management




Enforcing AIP/Sensitivity Label
Security \ |

Contoso - Azure Infermation Protection

Columns E| Save X Discard i Delete

Generally enforcing against s

Title

external sharing or emailingcanbe =
accomplished in the S&C centerin - ___—

[ one ]
O 3 6 5 . Sendlgging dtat Az nformaton Prtecton anics O

N
Cor_ e
All documents and emails must have a label (applied automatically or by users) —
@ o )

with unauthorized people

J

Users must provide justification to set a lower classification label, remove a label, or remove protection

I ) Assign permissions
yption % b

For email messages with attachments, apply a label that matches the highest classification of those attachments all sl

(@D ~utomatic Recommended ) 4 :«:::H' l«:ul:lm‘» exgenization
tion

+ Add users or groups

Display the Information Protection bar in Office apps
e

To force Sensitivity Labels ana e =.

Y 3
- )

restrict custom sharing requires AlP &&=~

Provide a custom URL for the Azure Information Protection client "Tell me more" web page (optional; otherwise keep blank) i

4 Add specific omail addresses or domains

3

EDIT EDIT PRINT EXTRACT REPL)

P2, and is configured through N a =
Azure AD or the Admin portal. o= =




Label Analytics (E5, public preview)

Label analytics

Label analytics can show — |==== =

173 items with retention ... 107 sensitivity labels app... = oo

yOu some usage and ez || SRR | | s
which applications have

Top lsbaly spplisd Faider kel label changes - 0 dolders

what kind of labels, but
there is no way to
distinguish between

Explore the email and docs in your organization that contain sensitive info or have labels applied. You drill down further by reviewing the source content that's currently stored in

. .
p O | < | e E Exchange, SharePoint, and OneDrive. Support for more locations is coming soon. Learn more —
L 0 Supy I oxp ng wrive i abilities are avadable for your organzation, you might not see oDrive listed as a location. If available, the expenence and

All Sensitive info types International Classification of Diseases (ICD-10-CM) All locations

L Export 3 items




Context helps save time
and effort responding to

security team requests.
Focus only on what
matters most.

How exposed

Probably not
an issue...

Files

Files

Files

Files Files

Files Files

Files Files

Look over
here!

How sensitive



Reducing sensitive info exposure

with AvePoint

overall Risk Trending ~ Overall Risk Risk Matrix =
[ & We've calculared vour risk usine the exposure and

We've red in the

zensit th between

applic  Overall Risk Risk Matrix =  (urrskfom

Trend

differ

1 We'we calculated your risk using the exposure and
sensitivity definitions you configured in the
Tren  application settings. You can switch between
| Tr_’ending and Rl'sk.Matri} Pt e
o different perspectives. High sensitivity
7 matching items

=
L]
0 -
L
=
=
| ] -
[+
o
L
1] -
M
2 & SENSITIVITY &

| 1 1 I | = r '—

U.5. Financial Data

U.5. Gramm-Leach-Bliley Act (G...

U.S. Personally ldentifiable Info...

senabled >

senabled >

r

tions(7)

Privacy
Financial

Financial

U.5. Health Insurance Act (HIPAA) Medical an...

U.S. Federal Trade Commission ...

Wiew All and Edit

Finandial

s m Emm Em Em Em o Em Em EE o Em Em Em = = =

/
il Links

3

3

External Users with Highest Risk @ ©

Display Mame

Murugan Balaji

avepointats@gmail.com

johnpel@live.com

— = . e
N

\ View All External Users

N\

- e e e o o o e o o e o o e EE o e o E = P

Sensitive ltems

598

4 113

O-———o

Sensitive ltems

15

Last 7 Days

N

\

/

- S S S e e e

/



Reducing sensitive info exposure

with AvePoint

el
Lo

Team Mame

Private Internal workspace APAC

Q2 Qurting

Project Alpha

IT Team

2019 Marketing Wei Office

Project Scrubs Ext Project

Channel Move Team - Destination

| =
=
LA

MNew Team 01

Auto Import

Privacy

Private

Public

Private

Pulblic

Private

Public

Public

Public

Private

Private

Channels

L

Ln

Team Members

len

=]

=

[LNN]

|=

Guests Shadow Users/Groups @
i 1

i 1

3 1

0 2

0 7 L
i 1

0 2

0 3

0 1

0 2

Number of High Risk Objects =

10

=]

I=1

len

len

Iun

(L8]

L8]

Sensitivity Label

INJA,

INJA,

INJA,

INSA

INSA

NSA

NSA

NS A

NS A

NS A

Mext »

Show Rows

10

hd



Customer success: City of Port St. Lucie

When we first ran Policies and Insights, it came up with thousands of
links that were shared incorrectly. We hit a button and it basically fixed
all the links and that risk was instantly mitigated.

Hannah Melton, Assistant Director IT

ENABLE REMOTE WORK IN COVID-19 RESPONSE

Migrated to Microsoft 365 with AvePoint within 12 hours. Leveraging AvePoint's governance,
security, and backup solutions, was able to drive adoption and minimize risk.

COMPLY WITH LOCAL REGULATIONS

Monitor access to sensitive documents, automatically remediate policy violations for guest
access. Security dashboards provide actionable insights. Paired with AvePoint's granular
backup and restore, meet “Sunshine State” protection laws.

%

REDUCE MANUAL IT WORK TO ROLL-OUT & MANAGE TEAMS

Reduce Teams provisioning process by 600%, automatically fix links that are shared incorrectly,
\’ﬂ and prevent configuration drift with governance + PI capabilities. No more manual

configuration and membership checks to validate access!

A
©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



Unmanaged external users

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



Managing external sharing

() Control WHO can share
to external users

Everyone
Only specific people

No one

(>) Control WHICH external
users can be shared with

Anyone
Only authenticated users

Only authenticated users except
specificdomains

Only authenticated users in specificdomains

No one

(>) Control WHAT can be

shared externally

Anything
Only specificlibraries

Only files without sensitive content

Control HOW externally
shareable links can be used
Default

Enabled, but not default

Mandatory expiration date

Block externally-shareable edit links

Disabled A



Share and collaborate with guests In
Microsoft products

Teams

Office365 Groups

SharePoint/Office
client

Power Bl
Visual Studio
...and more

I &

- 6\5?/
@ A
&

2




How do you manage security settings?

Azure Active Directory admin center 32 Contoso Electronics | SharePoint admin center Q 32 ?

32 Contoso Electronics | SharePoint %
22 Contoso Electronics ‘ OneDrive
9% Contoso Electronics | M L
Sites
i 38 Contoso Electronics | Acti H
o <o ton (s External sharing
Delete
. ese OO . . .
C R u§ i 92 Contoso Electrcii B SENLEE 21 O Contoso Electronics SharePoint admin center
— 2= Policie ~¥Nc Control h{
& PR Gre
r shat Device zlt\” @ Home ‘hoo
Jevice c 532 - . -
|s 2 Rol 4 92 Contoso Ele - . Al i3t Wy Contoso Electronics | Microsoft Teams admin center
) | N YAl
& Res Q £ setting Motific | ites =
S | Data m Anc . !
B il 2 D Classi File: QOGN (N Dashboard G .
|
¢ New Page d Folc Deleted . T uest access
tp3 Teams : . N .
0 sy fol. L Guest access in Teams lets people outside your organization access teams and channels. You can use the settings below to
all & OneD Who can 5 Policies A Devi control which features guest users can or can't use. Learn more
&5 set a3 L. evices
= E Dol = Datar Les | sharing €3 Locations
Mic 3 Default li Access cf - Allow guest access in Teams () On
Choose th cO Users
S €5 Settings
i Lipire Meetings
3 Inter - assicl Calling
of ¥ Ang Ela=Ie E] Messaging policies
Par ¥ Use sh Manage calling specific controls for guest users.
EQ Teams apps
f G| Defaultli @& OneDrivg
g B .
Choose th @ Voice Make private calls @ o
Reg
L A B
. \E/::‘ T Data migee Analytics & reports
~ I
¥ Hei
See the world fro Additions Org-wide settings Meeting
] LEARN MORE - Limit
j Adming Preve External access Turn on or turn off settings for guests in meetings.
— ] . = Exterr | E
@ Read B Allow IP video @ o
When use Teams settings
————
Screen sharing mode Entire screen v
Adr Teams upgrade

Holidays Allow Meet Now () On



External user reporting f
site collection level

on :
& Contoso Electronics

SharePoint

s D1C Workshop Planning

Private group

&% Contoso Electronics 2 search

DTC Workshop Planning
Private group

Home
Conversations
Documents . .
Most unique viewers
Notebook
Pages
Site contents

Recycle bin

Edit

Shared with external users

[} Run report

Name
__sitelcon_.png
=2 Presentation Prep

22 DIC Workshop Planning Notebeok

—=  General

Other devices

0%

This folder is ¢

Medified |

6 days ago

2/26/2020

2/26/2020

2/26/2020

Modified By

System Account

MOD Administrator

MOD Administrator

MOD Administrator

Last 7 days

Size

0bytes

0 bytes

Obytes

Most viewed

This folder is empty

Location
/SiteAssets
/Shared Documents
[SiteAssets

/Shared Documents

S R ————————.

L Search this site

* Following

A 3 members

th news on your

Last 7 days
Ble to quickly author

8port, or even just h...

Most unique viewers

Shared with external users

Quick links

@ Learn about a team site

@ Learn how to add a page

+ New

Settings

SharePoint
Add a page

Add an app

Site contents
Site information
Site permissions
S|1E usage
Chwige the look

Site designs

Office 365

Documents

or SPO and ODFB is at the

Choose a destination to save this

report

O

Name

General

Presentation Prep

Save

Cancel

riewed



Conditional access for guest users

You can enforce conditional access polices on guests just like
you would for any other user

Can also have policies specific to guests

Home > Contoso > Conditional access - Policies > New > Users and groups

New X Users and groups 0 X

O infe ' Include | Exclude
* Name
- O No
Require guests to be on Network v
O Al

@ Select users and groups

Assignments
9 All guest users (preview) @

Users and groups @ S

Specific users included D Directory roles (preview) @

|:| Users and groups
Cloud apps @ S

All cloud apps




Peeling it all apart...

AAD Settings

* Lots of options

0365 Security and
Privacy Setting

- On/Off

Group Settings
2 Options

Teams Settings
« MUCHO options

https.//docs.microsoft.com/en-us/microsoftteams/quest-access-checklist



https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist

View guest users in AD and O365 Admin Center

But how do you

Graay Arcnie  GradyA@mvsosxy4y...  Iviemoer
answer the who, ! passrd s = |
@ J . D @ Henrietta Mu... HenriettaM@M365x... Member
ser settings
what, when, where o T R
! ! ! # Diagnose and solve problems D e AR gmA e
Why and hOW? [] . Hunter Willis  hunter.willis_avepoin.\
Activity D g Irvin Sayers IvinS@M365x94914...  Member
" h y!
H | d h D sign-ins D al Isaiah Langer  IsaiahL@M365x9491... Member
OW Ong O t ey Audit logs D 0 Johanna Lorenz Johannal@M365x94... Member
% Bulk ' I
need/ShOU|d they 7 Puloperation resuls ) € jonisherman  JoniS@M36594914..  Member

have membership?

A



Managing external users with AvePoint

Exter
Domains with Most External Users @ © Groups with Most External Users @ © 4 External users have increase... -
3 Domain Mame External Users Group Mame External Users Limiting external user access in your environment
i _ means reducing the risk of sensitive infarmation
® gmail.com 5 ® Project Alpha Members 102 leaving your organization!
8 avepaint.com 1 24 Private Internal_workspace_A... 6>
Total Total
® avepointats-devicom 1 ® governance-project Members 42

OO070D— ® live.com 1 ® migration Members 42 External User Trend ©
This section shows the external user statistics of
the selected workspace in the last 7 days.

° =
Display Name Email Sensitive ltems @ © Time Discovered = 8
Total External Users
Murugan Balaji murugan.balaji@avepoint.com 15
Ray Hill ray.hill@avepointats-dev.com 2 Last 7 Days T
Direct Access Sharing @ ©
avepointats@gmail.com avepaointatz@gmail.com 2
Tom Gaweczynski romgawczynski@gmail.com 1
Shared With
johnpel@live.com johnpel@live.com 1
Everyone
rita. brewer.avepoint rita.brewer.avepoint@gmail.com 4]
Everyone except External Users
tomg.avepoint tomg.avepoint@gmail.com 0
w funtrol.ready funtrol.ready@gmail.com 0
Anonymous Link 8 of 8 items are displayed €1 v 1 Go SnowRows 10

Links for Specific External Users




Overprivileged and
shadow users

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



: A
Reminder: How we got here &t

 Linksettings Anonymous Links (external too!)
Who would you ik tis ink to work fo?  Usually disabled, but high risk if it's not!
e "Everyone except external”

@ People in AvePoint with the
link - . . . ey g

« Super common in migration environments (it's just
easier!)

People with existing access

@ specific people
Implicit permissions from big groups
- . Just who is in "PMRequest” anyway?

Explicit people hiding in the wings

» Broken inheritance is the norm in Office Apps + Teams!

A




Teams and “private channels”...

“Standard Channel" SaCUlRdsellidelryg bershi "Private Channel"

COMMUNICATION e (Group)lgemiaerpn SECURITY boundary

boundary « Subset of overall Team members

Subscribe/unsubscribe to » Separate SP Site with unique permissions
Channel notifications)

a

Channel 1 Channel 2 ...

Tab 1
(Conversations)

Tab 1 Tab 2 (Files) Tab 3 (SP Page) Tab 2 (Files) Tab 3 (Notes) Tab 4 (an app)

(Conversations)

J | )
f f

Resources to support the Channel Resources to support the Channel ' ®




Channel "members” and “owners”

« A subset of the overall . Private
Security boundary Channel
team, so PC
members/owners must » Owners
be Team members L
. . Team/0365
« Each PC has it's own list Group
of members/owners, . Owners
"mastered” in Teams * Members

« PC owners do not have to
be Team owners




Who can see private channels in Teams?

Item

Name and description

Conversations and tabs

Files and content

Private channel owner

Last activity time stamp

Team owner can see

All private channels in the team

Only when added to the private channel

Only when added to the private channel

All private channels in the team

All private channels in the team

Team members can see

Only the private channels that they are added to
Only when added to the private channel

%Only when added to the private channel

Only when added to the private channel

Only when added to the private channel

https://docs.microsoft.com/en-us/microsoftteams/private-channels



https://docs.microsoft.com/en-us/microsoftteams/private-channels

AVEA BTN - VAL WA A ALRL N AL ..

O Search this library
ARV YIS .

SharePoint

% Following

External Resources

Q The Point  Customer Enablement

Employee Resources

BGLeads

Private group

Home

Conversations

News

Shared with us
Documents

Notebook

BG Pursuit Requests
Pages

Legacy Documents

BG Enablement Docs

BG Example Docs

BG Initiatives Tracking

BG Lead Activity Calendar
BG_Workstream Projects
BG_Workstreams

Shared wExec Leadershi...
Migration Project List
Site Contents

Recycle bin

Edit

Return to classic SharePoint

+ New ~ 7T Upload ~ ¢’ Quickedit 12 Share

@ Copy link &3 Sync

1 Download ®§ Go to channel 5 Export to Excel ¢* PowerApps

—_—

= All Documents

2 20 members

Y ©

() This folder is connected to a channel in Microsoft Teams

Documents » General

D Name

AOS Competitor Blacklist
BG Presentations

BG Session Recordings - 2017 =

BG Team Operations

EOL Slide

Governance Workshops

MSFT Collab

Town Hall Slides for TJ

What's new videos

2017-state-of-it-report-salesforce.pdf

2018-01-19_10-14-30.png

B B @

Alexa-Analyze.png

—_—

Modified

November 29, 2018

December 15, 2017

July 24, 2019

December 4, 2017

June 11, 2019

March 28, 2019

December 11, 2017

August 6, 2018

July 23, 2018

December 11, 2018

January 19, 2018

June 16, 2019

Modified By Planner Board Type + Add column

Vanessa Molnar

Nerissa Villamaria

Nerissa Villamaria

John Peluso

Coby Liang

Vanessa Molnar

Nerissa Villamaria

Nerissa Villamaria

Alyssa Blackburn

Kate Faaland --Select Planner

Category--
Paul Olenick --Select Planner
Category--
Lardy Liu --Select Planner

Category--

Go to channel conversation



L

Seti

Shar
R20 agd:

Add ¢

Site ¢
Librat

Resto
Go to channel conve citaill

Site
“Site
Chani
Site d

= All Documents v Y

Offi

View

Manage site permissions or invite others to
collaborate

Invite people
-~  Site owners
BGLeads Owners
Full control
~  Site members

BGLeads Members
Edit

wmn‘\

None

Site Sharing

Change how members can share

There are additional groups or people with
permissions on this site. To see them, please
visit Advanced permissions settings.

§ BGLleads

Private group - 20 members

3 Send email

About Members Email Files

All members

P |Search by name or alias

Ii John Hodges

John Peluso
Mario Carvajal
Nerissa Villamaria
5-0365 Admin
Alyssa Blackburn
Aubrey Huang
Coby Liang

Dana Simberkoff

Fidel Lin

et LS PO0O0OKCEC

Job Title

VP, Product Strategy

CTQ, AvePoint Public Sector

CTO, North America

Sr. Director, Project and Release
Management

Director, Records & Information
Management Strategy

Executive VP

VP ACS EMEA

Chief Risk, Privacy and Information
Security Officer

Strategic Consultant

m Follow in inbox

8, Add members

Role

Owner ~ ®
Owner ~ X
Owner ~ X
Owner ~ X
Owner V X
Member X
Member v X
Member X
Member v X
Member v X



SharePoint L————=M—————_———nna—_—__p—

Exceptions: BGLeads

BROWSE PERMISSIONS

s il
& .\.. Q Iy permisdion v Lists that have unique permissions
. . + & ['_"3? Access Request Settings
Grant  Creat Edit User R u Check
Pe rm I S S IO n S Permrizgions Grr?)au; Perr;iss?g;s F’eerprg\i’sesiors1esr Permiggions F‘& Site Collection Administrators ) Aﬁm Mgﬁ
Grant Modify Check Manage REIMISSIONS
Manage site permissions or invite others tc ?
BG manage
collaborate n = -
Home /\ Some content on this site has different permissions from what yo Enablement RErmissions
Conversations There are limited access users on this site. Users may have limited acce Docs
nvite people /\ Peopl iti ist
ple are waiting for your approval so that they can access this L
News %! BGInitiatives mManage
. Documents - Trackin Fw
-~ Site owners O Name g
Notebook @] BGLeads Members M Migration m.gg.
BGLeads Owners RaeEnt - o Project List permissions
Full control . FeESEWIE
Q?ézi:§i27;%5322493hb9 O BGLeads Visitors b} Shared wExec _mana.gg.
' . .C ed@thre Leadership__ REermMissions
~  Site members ad.skype_wiki rit
19:540ee0e142164a50b
BGLeads Members eb8d50b16d77496@thr Lists that may contain items with unique permissions
it WV iki .
Edit ead.skype_wiki R BG vieW
19:76580ceee9af4105b2 Exampl exceptions
A ba331a99b6d175@thre e
ad.skype_wiki —
None
19:c66630b0b38b48aeb i L ) i o
R e el 4 eelipen Lists that may contain items with unigue permissions
Site Sharing ead.skype_wiki
Change how members can share Tasks 1
BG Pursuit Requests -
—— 305 View

There are additional groups or peo 5
permissions on this site. To see ther
visit Advanced permissions settings

“xample exceptions

JOCS




::=  SharePoint

Q

ser Remove User Check
ions Permissions  Permissio

Modify Check

ChavraDAind

::=  SharePoint

P # EDIT LINKS

e PeOple ang

Groups Nl
BGLeads Members
I—J {

BGLeads Visitors

There a
BGLeads Owners
More...

Home

Conversations

News

Documents

Notebook

Recent

~ 19:b2e8d2185925493b9

N ST(S—

BG Pursuit Requests @
e |

& This docume

ccess this si
& People are w

O Name

() BGLeads |
() BGLeads (
() BGLeads \

Users who have penks to remowt
Edit link for AvePoint i

Nerissa Vi

Manage Access for '2017_Oct_R...

< Manage Access

Remove link

https://avepaintcr... Copy | X s

People in AvePoint with the link can edit

Link settings

Shared with

Nerissa Villamaria
Sr. Director, Project and Release Managem...

ner

ner

ner

ner

ner

ner

rels

Department




C

Tasks 1
BG Pursuit Requests

Pages

BG Initiatives Tracking
BG Lead Activity Calendar
BG_Workstream Projects

BG_Workstreams

BGLeads Members
BGLeads Owners
BGLeads Visitors

SharePoint Group
SharePoint Group
SharePoint Group

User

Edit, Limited Access
Full Contral, Limited Access
Read, Limited Access

Limited Access

L)
- .
. SharePoint o g '
BROWSE | PERMISSIONS
BROWSE PERMISSIONS | ® &% permission Levels
o oo Q
+ [ D’._f‘_ Access Request Settings
. - & Grant Create Edit User Remove User Check - b ?
u+ ““ Permissions Group  Permissions Permissions  Permissions F‘% Site Collection Administrators
Grant  Create  EditUser F Grant Modify Check Manage
Permissions Group = Permissions
Grant Mod Home & Some content on this site has different permissions from what you see here. Show these items.
Conversations I There are limited access users on this site. Users may have limited access if an item or document under the site has been shared with them. I
Home News & People are waiting for your approval so that they can access this site. Show access requests and invitations.
Conversations Documents (] Name Type Permission Levels
- Notebook ® Aaron Barnes User Limited Access
. . Recent ® Ada Liu User Limited Access
ocuments
19:h2e8d2185925493b9 .
U Limited A
Notebook df22133b760c2ed@thre - Alex Gasper ser imited Access
oteboo ad.skype_wiki O Alfred Lombardi W | | 7 User Limited Access
Recent 19:540ee0e142164a50b o Alyssa Blackburn ° User Limited Access
eb8d50b16d77496@thr ) o
19:b2e8d2185925493b9 ead.skype_wiki = Andrew Diaz User Limited Access
df22133b?60c2ed@thre 19:76580ceee9af4105b2 O AnnMarie Connol\y User Limited Access
ad.skype_wiki b23i1a99b53175@thre o AOS Product PM Members Domain Group Limited Access
ad.skype_wiki
19:540ee0e142164a50b o0 Architects Domain Group Limited Access
eb8d50b16d77496@thr 19:c66630b0b38b48aeb
o ade1d0de0745ae0@thr ()] Armand Zhou User Limited Access
ead.skype_wiki ead.skype_wiki imi
a Austin Han User Limited Access
- Tasks 1
19:76580ceee9af4105b2 o Baron Zhang User Limited Access
ba331a99b6d175@thre BG Pursuit Requests
ad.skype_wiki Pages g BG Enablement Contributors SharePoint Group Limited Access
] BG Members SharePoint Group Limited Access
19:c66630b0b38b48aeb  Legacy Documents ‘ .
ade1d0de0745ae0@thr S Enablement Doce )] BG Owners SharePoint Group Limited Access
ead.s kype_wiki - "D ] BG Visitors SharePoint Group Limited Access
xample Docs
] BG+PMK Domain Group Limited Access
]
]
]
]

Legacy Documents
T —————————————————————————

Shared wExec Leadership-

Blake Zhang




What about that private channel?

NN AN

Settings
v¢ Not followir g
B SharePoint
Add a page
v ¥ 0 pag
Add an app
Site contents
Home Library settings
Restore this library
Pages Site information
Documents Site usage
Change the look
Parent Team 2
Site contents
Recycle bin Office 365
Edit View all

X

are ‘@

ams

y_ Secu..

BU

Home

Pages
Documents
Parent Team
Site contents
Recycle bin

Edit

SharePoint

£ Searc

g

BGLeads - US BG Team

|2 Share [@ Copylink  Download [i] Delete -2 Pin to top

Link settings X

Who would you like this link to work for? Learn more

Anyone with the link ® Modifie

People in AvePoint with the Vv
link

People with existing access
Specific people

Other settings

|:| Allow editing

NS

March 2

Apply Cancel




It

it

Home

Sites

Active site

Deleted si

Policies

Settings

Migration

More feat

OneDrive

Customize

Show all

Site Information

Site logo

Py Change

Site name *

BGlLeads

Site description

Business Group Leads

Privacy settings

Private - only members can access thi...

Private - only members can access this site

Public - anyone in the organization can acce

View all site settings

] Delete site

mor

e

URL
.../sit. u
http
../sit
../sit
../sit
../sit
../sit
../sit
../sit
../sit
-fsit
fsit
../sit
../sit
../sit
../sit

L. /sit

< Site sharing settings

Control how things in this site can be shared
and how request access works.

Sharing permissions

@ Site owners and members can share files,
folders, and the site. People with Edit
permissions can share files and folders.

O Site owners and members, and people
with Edit permissions can share files and
folders, but only site owners can share the
site.

O Only site owners can share files, folders,
and the site.

Access requests
@ o

Choose who will receive access requests for
this site:

Allow access requests

@ BGLeads Owners

O Specific emall

Add a custom message to the request access
page:

For example: Please allow three days for us
to review your request.

Save Discard

>\

poy
8 S._I
innel co

SO\ 2 178, S8 6

Permissions

Manage site permissions or invite others to
collaborate

Invite people

-\ Site owners

~  Site members

-\ Site visitors
None

BGLeads Owners

Full control

BGLeads Members
Edit VvV

Site Sharing

Change how members can share

There are additional groups or people with
permissions on this site. To see them, please
visit Advanced permissions settings.




SharePoint admin center

Active sites

@ Home Use this page to manage all your sites. Learn more Sales and Marketing

it SharePoint f /’? A2 Search this site Permissions X

Work @ Contoso  News Brand Executive Corner HR v Operations Sales & Marketing v Manage:site:permissions or inviteiothers 1o

collaborate

Invite people

Sales and Marketing

Public group ' Site owners

Site members

Notebook + New v 5 Page details
V' Site visitors
Home
5 News Quick Links Site Sharing
ocuments
+ Add v Change how members can share

Product List g8 Find Photos

Marketing: New VPN Connection There are additional groups or people with

Pages Procedure Marketing Campaigns permissions on this site. To see them, please
If you remote access to corporate re... visit Advanced permissions settings.
St contenss Allan Deyoung July 31, 2019 @ Monthly Reports
Recycle bin
@ European Tech Trends
Edit

Marketing Lunch

There is a lunch for the Marketing
team Next Tuesday at 12:30PM. All...

Alex Wilber July 31,2019

New International Marketing Initiatives

We will be releasing a new international marketin

° Sales and Marketing ../sites/SalesAndMarketing 0.14 2 Grou
Adele Vance > Alex Wilber
AdeleV@M365x307511.0nMicro AlexW@M365x307511.0nMicros

Work @ Contoso .../sites/Work 0.06 MOD Admi

Working Title .../sites/WorkingTitle 0.00 jo Group ‘. A!_Ian_D_e_y?_uf‘_g o & (Ehr_ISt_le_C!"_]_e_ o A

L]



Understanding

‘= Exposure

~
o

Team Name

*ss  DPrivate Internal i

ves 02 Outing External Links

rketing Wei

Search Users and Groups

=s»  DProject Scrubs ExtB

*=* Channel Move Team

User/Group @

wse  ATS
sew
L] Auto Import

Workspace

Microsoft Teams

rs

ky users and @

roups with AvePoint

Team Members Guests Shadow Users/Groups
4 1
12 1
10 3 1 rivacy
4 0 3 ublic
0 i ] ublic
feams with Highest Risk ©
ublic
Name sublic
Private Internal_workspace_APAC ‘ublic
2 ine 1
&2 Outing ublic
Project Alpha 1
ublic
L ublic

Channel User

To add/remove owner for private channel, make sure at least o
tenant 'xxx.xxx' has been authorizes with enough permissions.
365 app in AvePoint Online Services APP Maragement, or grant
'‘ChannelMember.ReadWrite.All' permission to your custom Azy

Channel Name

Principal Intranet Coordinator

Channel Owner

89.onmicrosoft.com

adam.chen@M789.onmicrosoft.com

789.onmicrosoft.com

.chen@N

adam.chen@M783%.onmicrosoft.com

adam.chen@M789.onmicrosoft.com

3 A W
Q
[N T
3
)

Members

@ adam.

o

n@M7839.onmicrosoft.com

fal

nh

™

Allrights reserved. Confidential and proprietary information of AvePoint, Inc.



PowerShell
Permissions
Reports

#SPO-specific cmdlets require sharepoint-online module
Install-Module -NameMicrosoft.Online.SharePoint.PowerShell
SServiceURL ="https://enterprise-admin.sharepoint.com"
SURL = "https://enterprise.sharepoint.com"
SPath = "C:\Temp\GroupsReport.csv"
SCred = Get-Credential
#Connect to SharePoint Online
Connect-SPOService -urlSServiceURL -CredentialSCred
#Generating Report
SGroupsData= @()
#get sharepointonline groups powershell
SSiteGroups =Get-SPOSiteGroup -SiteSURL
ForEach(SGroupin SSiteGroups) {
SGroupsData +=New-Object PSObject-Property @{
'Group Name' =SGroup Title
'Permissions' =SGroup.Roles -join ","
'Users' = SGroup.Users -join","
}

}
#Export the data to CSV

SGroupsData | Export-Csv SPath-NoTypelnformation

A



PowerShell experts can get me Permissions
Reports. But, they don't tell me the whole story...

A

| ~|Level | | Username

| ~ | Display Nams

| ~|E-mail

|+ | Account Type

Path

[~ Title/Name
gTEE

hitp-//intranet/demo/Sales/Shared Documents/North East Invoices/Migration

and Tagging ppix

£
|Migration and Tagging pptx

http/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration
http/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration
http:/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration
http:/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration
http/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration
http-/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration
http/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration
http:/fintranet/demo/HR/Shared Documents/GA Slide.pptx
http:/fintranet/demo/HR/Shared Documents/GA Slide.pptx
http/fintranet/demo/HR/Shared Documents/GA Slide_pptx

http-/fintr id /HR/Shared Doct ts/GA Slide_pptx

http:/fintr id HR/Shared Doct ts/GA Slide.pptx
http/fintranet/demo/HR/Shared Documents/GA Slide.pptx
http:/fintranet/demo/HR/Shared Documents/GA Slide.pptx
http/fintranet/demo/HR/Shared Documents/GA Slide_pptx

http:/fintr: id /HR/Shared Doct ts/GA Slide pptx

http:/fintrs id /HR/Shared Doct ts/GA Slide_pptx
http:/fintranet/demo/C-SDemo/_catalogs/users

and Tagging.pptx
and Tagging.ppix
and Tagging.pptx
and Tagging.pptx
and Tagging.pptx
and Tagging.pptx
and Tagging.ppix

http:/fintranet/demao/InformationTechnology/Project Documents/GASubSiteDirectory. wsp
http:/fintranet/demofInformationTechnology/Project Documents/GASubSiteDirectory. wsp
http-/fintranet/demo/InformationTechnolegy/Project Documents/GASubSiteDirectory wsp
http/fintranet/demo/InformationTechnolegy/Project Documents/GASubSiteDirectory wsp

http://extranet/sites/HR/Lists/TaxonomyHiddenList

Migration and Tagging pptx
Migration and Tagging.pptx
Migration and Tagging.pptx
Migration and Tagging.pptx
Migration and Tagging pptx
Migration and Tagging pptx
Migration and Tagging.pptx
GA Slide.pptx

GA Slide.ppix

GA Slide ppix
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How do | prioritize? Anything
sensitive in the files and sites?
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Process Management

dHow can | analyze this many permissions?

Security groups/nested groups? Keeping them straight?

[ Users, access and relevancy- which users are ok and which ones are not?
dSnapshot blues: I'm only seeing a point in time...

 Correction woes: once | have an understanding, corrections are manual
dHow can | present this information in a way stakeholders can digest?

U How can | prove that the problem is getting better over time?




Managing permissions with AvePoint
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Team Name
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Murugan Balaji

00600006

Stephen Hines

X
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User/Group Type igh

Security Group igh

Security Group ish

Internal User [
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Internal User
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Internal User

External User
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Internal User
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Teams sprawl and
configuration drift
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Office 365 Groups = Membership Service

One identity Federated resources Loose coupling
Attributes Azure AD is the masterfor group  Office 365 services extend with Service notify each other of
identity & membership their data changes to a group
User creates new group Group identity created in Group experience
Flow ) . : :
for teamwork Azure Active Directory populated in app of choice
Outlook Teams StaffHub
SO SharePoint Planner DymEies

CRM

Azure AD

Yammer Stream Power Bl




UNRESTRICTED
CREATION OF
WORKSPACES

Office 365
IT Admin Team

Reporting / Security *
Ma alfollow ups for

onfirmation

&

End Users
(Many Devices)

Requesting a Site
(no checks)

L ¥

s
g




Compounding the problem of oversharing :ﬁ‘

 Linksettings Anonymous Links (external too!)
Who would you ik tis ink to work fo?  Usually disabled, but high risk if it's not!
e "Everyone except external”

@ People in AvePoint with the
link - . . . ey g

« Super common in migration environments (it's just
easier!)

People with existing access

@ specific people
Implicit permissions from big groups
- . Just who is in "PMRequest” anyway?

Explicit people hiding in the wings

» Broken inheritance is the norm in Office Apps + Teams!

A




End Users
(Many Devices)

Requesting a Site
Business Need Captured,
Guided to correct template/policy,

Gained Approval

WITH
AUTOMATED l o
=

Y
Policies Applied "

GOVERNANCE S

Reporting / Security
Automatic Categorization
Clear reporting




Governance of Teams with AvePoint

Classification Change Restriction 0 & Content Sensitivity Control

L]
Classification Enforcement 0w 0 & 5 rules applied
External Sharing Settings 0 o

Classification Change Restriction
Prevent changes to the classification of Groups or Teams.

External User Access Enforcement 0 W Microsoft 365 Group Visibility in Outlook Client
Control if 3 Microsoft 365 Group is visible in the Outlook ...

Groups/Teams Creation Restriction 1 o User/Group Restriction

Control users and groups that can be added to sites.
Membership Restriction 0w Privacy Restriction

Control the privacy settings of Groups or Teams.

Microsoft 365 Group Visibility in Outlook Client 0 o ownership Restriction
Control users who can be added to Groups or Teams as ...
Owner Number Restriction L )
Ownership Restriction 0 W Data Protection L
L]
Privacy Restriction 0w N | 4rulesapplied
Remove Shadow Users 0 o

External Sharing Control

Team Mame Enforcement 1 L.
N & 2 rules applied

Teams Settings Enforcement ]



A AvePoint

Policies & Insights

For Microsoft 365

4
L



SECURE COLLABORATION MADE EASY WITH PI

Find and prioritize
what matters

Monitor and fix
exposure hot spots

Enforce and prevent
security risks overtime
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Policies & Insights (PI) for
Microsoft 365

A AvePoint

Microsoft makes sharing easy. Pl makes sharing secure.

1 SCALEYOURIT TEAM WITH REDUCE SECURITY & MINIMIZEHUMAN ERRORS IN
OPERATIONS AUTOMATION 2 COLLABORATION RISK 3 DELIVERY OF M365 SERVICES
Bulk fix or edit security or permissions Map risk insights to your regional Set policies to monitor and control guest
issues based on insights. Set policies or industry regulatory framework access, sharing, provisioning, and more,
for sharing and guest access that get ;gt?:(glr’]t!cal s 2re priofiizecitay ﬁaﬂrf;ﬂegf ;ﬂf’c?c”;ﬁ}gﬂsd{,'géd'\'ejmore

enforced automatically.

A
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Visit our website for a trial and contact us for more info today!!

. .
. Solutions Products Resources About -
A AvePoint Free Trial

Policies & Insights for
Microsoft Office 365

Secure and report on Teams, Groups, 4
SharePoint, and OneDrive with ease & Poiicios & nsights

Reduce IT's security burden. Easily find, prioritize, fix, and enforce
controls for permissions, membership, and configuration. All your
workspaces, completely secure.

Request a demo FREE TRIAL »
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Organizations see more value from their M365 Collaboration Tools
Pl provides a common framework to enable secure collaboration

IT Director

Drive IT Efficiency

Take the guess work out of security
management. Built-in best practices help you
stay aligned to security team priorities.
Automated controls take complexity out of
configuration. Stay focused on higher-value
projects while Pl takes care of the rest.

Dana
Security Officer

Reduce Risk

Automation ensures consistent policy

implementation. Get the insight you need, fast.

Security reporting makes audits easy, and
dashboards monitor risk trends

John
Business Owner

Increased ROI

Improve productivity and user adoption with the

latest collaboration tools. Security features
baked in so you can rest easy and focus on
driving maximum business results.

A



Organizations see more value from their M365 Collaboration Tools
Pl provides a common framework to enable secure collaboration

Minimize exposure risk
Monitor critical access control and sensitive data over time with dynamic dashboards. Get fast insights
with tenant-wide object- or user-based search. Easily identify exposure — such as content with anonymous
links or Teams with shadow users.

Business-centric security & compliance
Save time and cut through the noise. Issues are prioritized based on your regional, regulatory, or
organizational framework. Admins are directed to focus on critical issues first and empowered with batch
controls for fast resolution.

Drive secure adoption for increased ROI
Prove your outcomes and adoption in the Microsoft cloud with risk and activity trends. Time-based
security dashboards demonstrate business impact of administrative actions and improvements across
Teams, Groups, SharePoint, and OneDrive. Track your risk score to see how your Microsoft 365 security
posture is changing.

Scale IT resources with automation & delegation
We build in best practices and automate controls to take the complexity out of configuration. Provide key
insights to stakeholders, and limit responsibilities for power users or delegated administrators based on
department, role, or region! You can stay focused on higher-value projects.

r,?f S t.

Benefits of Pl For Business
) D|rector Security Officer Owner




Policies & Insights empowers organizations to find
where sensitive cloud data exposure exists, track

security risks, and automate policies to fix them.

( A AvePoint
¢ Poh(:les & Insights

soft 365




AvePoint Pl & Microsoft 365

With PI, organizations can unleash user adoption and the power of Microsoft 365 sensitive information
types and security controls, without becoming a security expert. Pl guides admins towards appropriate
controls with prioritized insights. Set robust controls from one place, that get enforced automatically.

TAP INTO VALUABLE M365 DATA PUT MICROSOFT SECURITY REDUCE IT WORKLOAD FOR
TO PRIORITIZE INSIGHTS CONTROLS TO WORK ONGOING MANAGEMENT
- Weaggregate sensitive With central access to critical Prevent configuration drift with
information types and data from configurations for guest access, policies that get enforced
Microsoft's own activity feed to sharing, and more — we make it automatically. We enable control,
keep you focused on what matters easy to get the control you need without impeding user adoption
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Break down security barriers to adoption with PI

Operationalized Security | Secured Collaboration | Scaled Resources | Justified Investment

IT works smarter, not

Operationalize security b
arder

Prioritize what's
sensitive

Justification of IT
investments and usage

Aggregate and
streamline Security and
Compliance Center,
permission and
ownership, activity
reports.

Automate enforcement
of security rules based
on organizational needs.
Tailor policies to give
freedom to users while
reducing risk.

Prioritize sensitive
information based on
exposure. Easily analyze
permissions, access, links
and external users.

Easily export security
trends to prove risk
reduction over time.

IT & Security teams’ path to enabling collaboration freedom.

A
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