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Agenda

What are we talking about today?

1. Introduction: Sharing is caring (about getting it done!)

2. Anonymous and org wide sharing links

3. Sensitive data needle in the haystack

4. Unmanaged external users

5. Overprivileged and shadow users

6. Teams sprawl and configuration drift
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Sharing is caring…

(about getting it done!)



Microsoft Teams – The Hub for Teamwork

Office 
applications

Content and 
authoring 

Chats, Calls 
& Meetings

Bots and 
Connectors 

Everyday 
Apps and 

Services

People

Communicate:  

Collaborate: 

Customize & Extend: 

Work w/ Confidence: 

Microsoft 

Teams



Office 365 Groups = Membership Service

Apps

One identity Federated resources Loose coupling

Azure AD is the master for group 

identity & membership

Office 365 services extend with 

their data

Service notify each other of 

changes to a group

Attributes

Flow
User creates new group 

for teamwork

Group experience 

populated in app of choice

Group identity created in 

Azure Active Directory



Many ways to create a Team …



Where is my source of truth for “who has access”?

Teams vs. 

SharePoint 

access…

The same, 

right?!

Teams, Groups, Sites, oh my… 



Where is my source of truth for “who has access”?

Where were these links pasted?

Who is/was in these groups?

The files say… ?



“Who has access”… Sharing is easy

Sharing buttons in Office Apps… Sharing is Caring! 



“Who has access”… Sharing is easy!

One Drive: Teams 1-1 and Office App 



“Who has access”… Sharing is easy
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SECURE COLLABORATION MADE EASY WITH PI

Find and prioritize
what matters

Enforce and prevent
security risks overtime

Monitor and fix 
exposure hot spots



Anonymous and Org 

Wide Sharing Links



Where is my source of truth for “who has access”?



Native O365 sharing links…



Where is my source of truth for “who has access”?

Where were these links pasted?

Who is/was in these groups?

The files say…



External sharing on by default



Understanding sharing links with AvePoint



Sensitive data needle in 

the haystack



Sensitivity is 

prioritized by how 

much sensitive 

information is in one 

document, not 

exposure-

How do I know 

which of these 

documents is 

actually causing risk?



This Team contains sensitive 

information
An external user Tom has 

access to this Team. 

A document has been 

accessed 10 times in the past 

month. 

With research we can try to find

Permissions Reports

Tom, an external user, has access to 

confidential info and has accessed it 10 

times this past month. 

to



DLP Policy Options in O365
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Finding sensitive information in M365 
(E3)

Notifications for internal or 

external sharing.



Taking actions (E3) 

https://docs.microsoft.com/en-us/microsoft-365/compliance/view-the-dlp-reports?view=o365-worldwide


Automatically apply sensitivity labels (E5)



Applying Sensitivity labels (E5)



Enforcing AIP/Sensitivity Label 
Security



Label Analytics (E5, public preview) 



How sensitive
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Files Files

Files Files Files

Files Files Files

Look over 

here!

Probably not 

an issue…

Context helps save time 

and effort responding to 

security team requests. 

Focus only on what 

matters most. 



Reducing sensitive info exposure 
with AvePoint



Reducing sensitive info exposure 
with AvePoint
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Customer success: City of Port St. Lucie

When we first ran Policies and Insights, it came up with thousands of 

links that were shared incorrectly. We hit a button and it basically fixed 

all the links and that risk was instantly mitigated.

Hannah Melton, Assistant Director IT

“

ENABLE REMOTE WORK IN COVID-19 RESPONSE

Migrated to Microsoft 365 with AvePoint within 12 hours. Leveraging AvePoint’s governance, 

security, and backup solutions, was able to drive adoption and minimize risk.

COMPLY WITH LOCAL REGULATIONS

Monitor access to sensitive documents, automatically remediate policy violations for guest 

access. Security dashboards provide actionable insights. Paired with AvePoint’s granular 

backup and restore, meet “Sunshine State” protection laws.

REDUCE MANUAL IT WORK TO ROLL-OUT & MANAGE TEAMS

Reduce Teams provisioning process by 600%, automatically fix links that are shared incorrectly, 

and prevent configuration drift with governance + PI capabilities. No more manual 

configuration and membership checks to validate access!



Unmanaged external users



Managing external sharing

Control WHO can share 

to external users

Everyone

Only specific people

No one

Control WHICH external 

users can be shared with

Anyone

Only authenticated users

Only authenticated users except 
specific domains

Only authenticated users in specific domains

No one



Share and collaborate with guests in 
Microsoft products
Teams

Office365 Groups

SharePoint/Office 
client

Power BI

Visual Studio

…and more
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How do you manage security settings?



External user reporting for SPO and ODFB is at the 
site collection level



Conditional access for guest users

You can enforce conditional access polices on guests just like 

you would for any other user

Can also have policies specific to guests



Peeling it all apart…
AAD Settings

• Lots of options

O365 Security and 

Privacy Setting

• On/Off

Group Settings

• 2 Options

Teams Settings

• MUCHO options

https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist

https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist


View guest users in AD and O365 Admin Center

But how do you 

answer the who, 

what, when, where, 

why and how?

How long do they 

need/should they 

have membership?



Managing external users with AvePoint



Overprivileged and 

shadow users



Reminder: How we got here

Anonymous Links (external too!)
• Usually disabled, but high risk if it’s not! 

“Everyone except external” 
• Super common in migration environments (it’s just 

easier!)

Implicit permissions from big groups
• Just who is in “PMRequest” anyway? 

Explicit people hiding in the wings
• Broken inheritance is the norm in Office Apps + Teams! 



Teams and “private channels”…

Team

Channel 1

Tab 1 

(Conversations)
Tab 2 (Files) Tab 3 (SP Page)

Channel 2 …

Tab 1 

(Conversations)
Tab 2 (Files) Tab 3 (Notes) Tab 4 (an app)

SECURITY boundary

• Team (Group) membership
“Private Channel”

SECURITY boundary
• Subset of overall Team members
• Separate SP Site with unique permissions

“Standard Channel”

COMMUNICATION 
boundary
• Subscribe/unsubscribe to 

Channel notifications)

Resources to support the Channel Resources to support the Channel



Channel “members” and “owners”

• A subset of the overall 

team, so PC 

members/owners must 

be Team members

• Each PC has it’s own list 

of members/owners, 

“mastered” in Teams

• PC owners do not have to 

be Team owners

Private 

Channel

• Owners

• Members

Team/O365 

Group

• Owners

• Members

Security boundary



Who can see private channels in Teams?

https://docs.microsoft.com/en-us/microsoftteams/private-channels

https://docs.microsoft.com/en-us/microsoftteams/private-channels


But what about SharePoint? (Files)









TO WHAT?
WHO?



What about that private channel?

LET’S DO THIS AGAIN!



What can an admin see?
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Understanding risky users and groups with AvePoint



PowerShell 
Permissions 
Reports

#SPO-specific cmdlets require sharepoint-online module
Install-Module -NameMicrosoft.Online.SharePoint.PowerShell
$ServiceURL ="https://enterprise-admin.sharepoint.com"
$URL = "https://enterprise.sharepoint.com"
$Path = "C:\Temp\GroupsReport.csv"
$Cred = Get-Credential
#Connect to SharePoint Online
Connect-SPOService -url$ServiceURL -Credential$Cred
#Generating Report
$GroupsData = @()
#get sharepoint online groups powershell
$SiteGroups =Get-SPOSiteGroup -Site$URL
ForEach($Group in $SiteGroups) {

$GroupsData +=New-Object PSObject-Property @{
'Group Name' =$Group.Title
'Permissions' =$Group.Roles -join ","
'Users' = $Group.Users -join ","

}
}
#Export the data to CSV
$GroupsData |Export-Csv $Path-NoTypeInformation



PowerShell experts can get me Permissions 
Reports. But, they don’t tell me the whole story… 

How do I prioritize? Anything 

sensitive in the files and sites?



Process Management

❑How can I analyze this many permissions?

❑Security groups/nested groups? Keeping them straight?

❑Users, access and relevancy- which users are ok and which ones are not?

❑Snapshot blues: I’m only seeing a point in time… 

❑Correction woes: once I have an understanding, corrections are manual 

❑How can I present this information in a way stakeholders can digest?

❑How can I prove that the problem is getting better over time?



Managing permissions with AvePoint



Teams sprawl and 

configuration drift



Office 365 Groups = Membership Service

Apps

One identity Federated resources Loose coupling

Azure AD is the master for group 

identity & membership

Office 365 services extend with 

their data

Service notify each other of 

changes to a group

Attributes

Flow
User creates new group 

for teamwork

Group experience 

populated in app of choice

Group identity created in 

Azure Active Directory



End Users

(Many Devices)

Office 365 

IT Admin Team

Requesting a Site

(no checks)

Site Created

(no information)

Reporting / Security

Manual follow-ups for 

business confirmation

UNRESTRICTED 

CREATION OF 

WORKSPACES



Compounding the problem of oversharing

Anonymous Links (external too!)
• Usually disabled, but high risk if it’s not! 

“Everyone except external” 
• Super common in migration environments (it’s just 

easier!)

Implicit permissions from big groups
• Just who is in “PMRequest” anyway? 

Explicit people hiding in the wings
• Broken inheritance is the norm in Office Apps + Teams! 



End Users

(Many Devices)

Requesting a Site

Business Need Captured,

Guided to correct template/policy,

Gained Approval

Site Created

Tagged & Cataloged,

Policies Applied

Office 365 

IT Admin TeamLOB #1 LOB #2 LOB #3

Reporting / Security

Automatic Categorization

Clear reporting

WITH 

AUTOMATED 

GOVERNANCE



Governance of Teams with AvePoint



Diameter

Radius
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SECURE COLLABORATION MADE EASY WITH PI

Find and prioritize
what matters

Enforce and prevent
security risks overtime

Monitor and fix 
exposure hot spots
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Policies & Insights (PI) for 
Microsoft 365

Microsoft makes sharing easy. PI makes sharing secure. 

Bulk fix or edit security or permissions 

issues based on insights. Set policies 

for sharing and guest access that get 

enforced automatically.

SCALE YOUR IT TEAM WITH 
OPERATIONS AUTOMATION

Set policies to monitor and control guest 
access, sharing, provisioning, and more, 
to prevent configuration drift. No more 
manual or ad-hoc actions needed.

MINIMIZE HUMAN ERRORS IN 
DELIVERY OF M365 SERVICES

Map risk insights to your regional 
or industry regulatory framework 
so critical issues are prioritized for 
action. 

REDUCE SECURITY & 

COLLABORATION RISK
1 2 3
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Visit our website for a trial and contact us for more info today!!



Organizations see more value from their M365 Collaboration Tools
PI provides a common framework to enable secure collaboration

Marco

IT Director

Dana

Security Officer

John

Business Owner

Drive IT Efficiency

Take the guess work out of security 

management. Built-in best practices help you 

stay aligned to security team priorities. 

Automated controls take complexity out of 

configuration. Stay focused on higher-value 

projects while PI takes care of the rest.

Reduce Risk

Automation ensures consistent policy 

implementation. Get the insight you need, fast. 

Security reporting makes audits easy, and 

dashboards monitor risk trends

Increased ROI

Improve productivity and user adoption with the 

latest collaboration tools. Security features 

baked in so you can rest easy and focus on 

driving maximum business results.



Benefits of PI
For

IT Director

For

Security Officer

Business

Owner

Minimize exposure risk 

Monitor critical access control and sensitive data over time with dynamic dashboards. Get fast insights 
with tenant-wide object- or user-based search. Easily identify exposure – such as content with anonymous 

links or Teams with shadow users. 

X

Business-centric security & compliance    

Save time and cut through the noise. Issues are prioritized based on your regional, regulatory, or 
organizational framework. Admins are directed to focus on critical issues first and empowered with batch 

controls for fast resolution. 

X

Drive secure adoption for increased ROI

Prove your outcomes and adoption in the Microsoft cloud with risk and activity trends. Time-based 
security dashboards demonstrate business impact of administrative actions and improvements across 

Teams, Groups, SharePoint, and OneDrive. Track your risk score to see how your Microsoft 365 security 

posture is changing. 

X X

Scale IT resources with automation & delegation

We build in best practices and automate controls to take the complexity out of configuration. Provide key 
insights to stakeholders, and limit responsibilities for power users or delegated administrators based on 

department, role, or region! You can stay focused on higher-value projects.

X X X

Organizations see more value from their M365 Collaboration Tools
PI provides a common framework to enable secure collaboration



Policies & Insights empowers organizations to find 

where sensitive cloud data exposure exists, track 

security risks, and automate policies to fix them.
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AvePoint PI & Microsoft 365

With PI, organizations can unleash user adoption and the power of Microsoft 365 sensitive information 

types and security controls, without becoming a security expert. PI guides admins towards appropriate 

controls with prioritized insights. Set robust controls from one place, that get enforced automatically.  

We aggregate sensitive 

information types and data from 
Microsoft’s own activity feed to 

keep you focused on what matters

With central access to critical 

configurations for guest access, 
sharing, and more – we make it 

easy to get the control you need

Prevent configuration drift with 

policies that get enforced 
automatically. We enable control, 
without impeding user adoption

TAP INTO VALUABLE M365 DATA 

TO PRIORITIZE INSIGHTS
PUT MICROSOFT SECURITY 

CONTROLS TO WORK

REDUCE IT WORKLOAD FOR 

ONGOING MANAGEMENT
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Break down security barriers to adoption with PI

Operationalized Security |  Secured Collaboration  |  Scaled Resources  |  Justified Investment 

Justification of IT 

investments and usage

Easily export security 

trends to prove risk 

reduction over time.

IT works smarter, not 

harder 

Automate enforcement 

of security rules based 

on organizational needs. 

Tailor policies to give 

freedom to users while 

reducing risk. 

Prioritize what’s 

sensitive

Prioritize sensitive 

information based on 

exposure. Easily analyze

permissions, access, links 

and external users.

Operationalize security

Aggregate and 

streamline Security and 

Compliance Center, 

permission and 

ownership, activity 

reports.

IT & Security teams’ path to enabling collaboration freedom. 


