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Records Management Redefined: Are you ready?

A deep dive into records management in the federal public sector
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Introducing our Presenters
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Agenda

9 – 9:30 Welcome and introductions

9:30 – 10:30 The evolution of records management

10:30 – 10:45 Break

10:45 – 12:00 What does this look like in the Federal 

space?

12:00 – 12:30 Lunch

12:30 – 2:00 Tackling the challenge



The evolution of records management



Everything went 
on a file
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Records Management
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• Files reigned supreme

• Everything in a register

• All stored in the same place



Document Management

• Everything ‘supposed’ to 
go on a file

• Network drives mimic 
physical process

Lower control Growing Information Volume



• Move to content 
management 
systems

• More control to the 
end user

Enterprise Content Management

Little control Seemingly limitless information





8.000.000.000.000.000.000.000

8 zetabytes of new data created 

in the last 2 years

More than what was created in the 

previous 5000 years. 



Enterprise Information Management

• Not just information in an eDRMS

• Still trying to follow physical processes

• The biggest challenge we face



What happens if we don’t get this right?



• I recently did 

• a LONG road trip

• across the UK. 
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I had a lot of time to listen to the radio



UK Contaminated Blood Scandal



Being able to prove what has happened to 
our information is important. 



Minutes of the Meeting



It’s time to think differently



BREAK



What does this mean for Federal recordkeeping?



Regulations 
don’t move as 
fast as 
technology does

This Photo by Unknown Author is licensed under CC BY-SA

http://mad2012.wikispaces.com/FIZZ+FUN+HOMEPAGE
https://creativecommons.org/licenses/by-sa/3.0/


• Implementing File Plans. RMAs shall provide the 
capability to:

• C2.2.1.1. Allow only authorized individuals to create, 
edit, and delete file plan components and their 
identifiers. Each component identifier shall be linked to 
its associated component and to its higher-level 
component identifier(s) (part 1222.50 of Reference (g) 
and section 3303 of title 44 USC (Reference (x))). Table 
C2.T.1. identifies mandatory file plan components. The 
Mandatory Data Collection section indicates that RMAs 
shall ensure population of the associated data structure 
with non-null values. For fields that are not in the 
Mandatory Data Collection section, the RMA shall 
behave in a predictable manner as a result of queries 
or other operations when the fields are not populated. 
The Mandatory Data Structure section indicates that 
the field must be present and available to the user 
either as read/write or as read only depending upon 
the kind of data being stored. The Mandatory Support 
section indicates that the RMA shall support capability 
without requiring knowledge of the underlying source 
code, data structure, or other implementation details. 
The file plan components should be organized into 
logical sets that, when populated, shall provide all the 
file plan references necessary to properly annotate (file) 
a record.

DOD 5015.02



ISO 16175

• Allow the user to be able to print out a 
summary list of selected records (for 
example, the contents of an aggregation), 
consisting of a user-specified subset of 
records management metadata elements 
(for example, Title, Author, Creation date) 
for each record.

• Record the date of closing of a volume in 
the volume’s records management 
metadata.



NARA’s modern approach to records 
management
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Federal Electronic Records Management Initiative 

Framework

Federal 

Integrated 

business 

framework

ERM business 

framework

Policy

Universal ERM 

Use Cases

Procurement

GSA Schedule 36 (SIN 

51600)
USSM/Shared Services
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What do we get out of it?
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MODERN records management

“All records must be 

associated with the 

approved records 

schedules that pertain to 

each record.”

Universal ERM

• Allow only authorized users to create retention schedule components

• Define an unconstrained number of phases within a retention 

schedule

• Define parallel and interdependent phases within a retention schedule

• Authorized individual to select ‘cut off’ as the trigger

• Calculate interim phases and final disposition

• Allow authorized individuals to define the cutoff criteria

• Schedule and reschedule records and/ or records folders

• Allow authorized users to define and name event dispositions

• Automatically calculate the complete lifecycle including intermediate 

phases 

• Reschedule dispositions during any phase of their if an authorized 

individual changes the disposition instructions 

• Recalculate the record lifecycle based on changes to any lifecycle 

date and set the filing status of the folder according to the business 

rules associated with the date changes 

DOD 5015.2
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Universal ERM

• Vendors must certify against the 

Universal ERM system 

requirements

• Agencies can purchase a certified 

system with confidence that it will 

meet the requirements NARA 

have mandated. 
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Electronic Messages: Use Cases

Outcome

How to get 

there

ERM

Use 

Cases
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Key Dates

2019

All permanent 

records are managed 

in an electronic 

format

2016

All emails are 

managed in an 

accessible electronic 

format

2022

NARA will not accept 

transfers of records in 

non electronic form



What does it look like for agencies now?





Federal Agency RM Annual Report 2017



Federal Agency RM Annual Report 2017



So why is this difficult?





But…
We recognize that self-reported data is not conclusive in 

determining whether agency staff and contractors are properly 

managing records in every case and every circumstance. Low 

risk does not indicate no risk. Scoring in the low risk category 

does not mean an agency is free of records management 

challenges or they will never experience lapses or failures when 

managing their records. We also find on closer review of records 

management programs through inspections and assessments that 

RMSA scores only provide a baseline for regulatory 

compliance and do not always correspond to quality in 

actual practice
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NARA Recommendations

Policy, procedures, training for electronic 

communication (chat, text messages, social 

media)

Continue to improve email 

management (scheduling and 

disposition) 

Continue to digitize 

non electronic 

records

Evaluate ability to 

transfer permanent 

records

Greater effort 

to transfer 

digital records

Agencies must 

schedule all records 

in accordance with 

36CFR1225



Lunch



Where do you start?



RM Principles

Definitions are changing

Information should be managed from the point of capture

Manage according to risk and value

Generic vs Specific

End users don’t want to be records managers
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Definitions are changing

VS

Content



How do we wrap our arms around everything?



Data Centric Mind-set
Old World

• “Catch everything before it leaks.”

New World

• “Data is born classified, labelled and 
protected”

44



Redefining Information Management

Captured or 

created

Managed

Continuously tagged 

and classified

Records Manager

Distributed by users Utilised Searched

Archive

Last Action

Final 

Disposition

Policy based actions

XferMove

Destroy



Automation



Risk vs Effort



Risky Business

High Value

High Risk

Long Term Storage

Low Value

Low Risk
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What is your line in the sand?What is your line in the sand?
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‘Rolling up’ a Disposition Authority

• Allows more flexibility for your file plan

• Each ‘bucket’ contains a very specific group of 

records

• Map classes to multiple terms at the highest level 

possible

• You only want to manage the exceptions!



User expectations are changing

43% said IT is still 

responsible when 

something goes 

wrong. 
66% of organisations

surveyed said they 

don’t involved IT 

when purchasing 

new systems or 

technologies. 





Remove the 

BURDEN



Democratisation of Technology
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The ‘illusion’ of freedom

Allowing users to work 

how they want to 

without knowing they 

are working how you 

want them to.



How does AvePoint help?
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Just want to get their work done

Work on multiple systems

Often don't know which classification to use

Don't want to be slowed down by mandatory fields

Cannot be experts on a multitude of systems

Must manage classification & disposition

Are called on to adapt to changing regulations

Require a source of truth for reporting and record integrity

Business Users Records Managers

Bridging the gap



Define Classification 

to Establish 

Taxonomy

Associate Outcomes 

and Actions With 

Classifications

Deploy Classifications 

and Outcomes to 

Relevant Locations

Automate 

Classification of 

Content for 

Business Users

Reporting and 

Auditing on Activity, 

Managed Records, 

and Disposition

Centralised definition of 

file classifications with 

the ability to easily 

restructure and sync to 

SharePoint or Office 365

Apply labels, but also 

move, quarantine, 

encrypt, lock, export or 

delete Records based 

on rules. 

Classification branches 

can be made available 

to appropriate

audiences according to 

rules.

Ensure accuracy while 

minimizing the 

burden on end users 

and simplifying 

business processes.

Monitor, audit and prove

compliance, while 

enabling approval 

processes over actions. 

Implement File 

Plan

Deploy across 

SharePoint and 

Office 365

Streamline User 

Experience

Maintain 

Compliance 

and Integrity



Records Management From Start to Finish

Captured

and Tagged

Managed

Continuously tagged 

and classified

Records Manager

Distributed by users Utilised Searched

Archive

Last Action

Final 

Disposition

Policy based actions

XferMove

Destroy

Taxonomy is 

Applied and 

Accurate 

Classification 

is Automatically

Enforced

Disposition is 

Automated and 

Records 

Managers Are 

Given Control Via 

Approvals

Reports Prove 

Processes, Track 

Activity and 

Provide Business 

Insights Via 

Dashboards.
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Keeping Records Simple For Everyone…

Technology should not dictate your process – it’s 

the other way around.



Demo

Let’s See It In Action!



• Define classifications

• Associate outcomes

• Deploy to relevant 
locations

Megan Bowen

Megan, the 
organisation’s records 
manager is setting up 
Cloud Records to 
manage content through 
its lifecycle





“Terms” = Classification Labels

• Centralized definition 
and updates for 
classifications

• Import/Export Terms

• Organizational or 
Functional 
classification 
strategies
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Associating terms with outcomes



Rules have highly configurable criteria
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Lifecycle actions 
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Rules can act on docs, folders, sites etc.



Configure and view deployment of file plans & settings



Maintain integrity of moved documents



Diego Siciliani

Wants to save his 
documents and not worry 
about records 
management processes. 
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Content is managed from the point of capture



Irvin Sayers

Irvin is the nominated 
owner of a group of records 
and decides whether they 
should be retained or 
disposed when their 
destruction time is reached. 

Manual Approval 
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Manual Review notification
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Manual Review Tasks & Escalation



Megan Bowen

Megan uses Cloud Records 
to monitor and manage 
content created in O365 

Ongoing monitoring & 
management



Maintain Integrity – Auditing & Reporting
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Upcoming action: Content due for disposal



Review Past Actions: Creation & Destruction





Maintain Integrity – Administrator Reporting
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Oversight of Content
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Disposal Holds



In summary



What can ‘I Love Lucy’ teach us?



What can I Love Lucy teach us?

We’re fighting a losing battle with 
volume

Users can’t ‘wrap the chocolates’

We need to use technology to 
automate

1

2

3



Gracias

Merci


