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We Are AvePoint

Leader in Microsoft 365 data management solutions

is headquartered in Jersey City, NJ,

with approximately 1,500 employees across 29 offices, 

14 countries, and five continents.

AVPT
NASDAQ

9M
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88
Countries
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AvePoint Inc.

5 Years  with AvePoint
Former Systems Administrator 
100+ of Cloud Customers

Senior Solutions Engineer

Michael Wit 
Michael.Wit@avepoint.com

www.linkedin.com/in/mike-wit

Let’s connect!

Jersey City, NJ

mailto:Michael.Wit@avepoint.com
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So What Are We Talking About Today?

How the “layers” of security in M365 fit together… and where they don’t!

• Securing Identity

• Securing Data

• Securing Workspaces

• Putting it all together…



Establishing “Identity” with Azure AD





Phase 1 
Collect Session Details 

Network Location & Device 
Identity 

Phase 2
Enforcement

If there's a policy that is configured to block access, with the 
block grant control, enforcement will stop here and the user will 
be blocked. The user will be prompted to complete more grant 
control requirements that weren't satisfied during phase 1

Conditional Access Overview









Additional Settings in Policies

































































Click to edit 
Master title style

Second level

What is Azure 
AD B2B and 
“External 
Identities”?

External access to 
SharePoint, 
Groups and Teams 
is “on by default” 
in M365 and “open
for business”



Click to edit 
Master title style

Second levelUnderstanding 
the Azure AD 
“Guest” Model

The foundation of 
external collaboration 

in Teams 



Contoso AADFabrikam AAD

Site A

Site B

“In the beginning…”

ME

v-ME



Contoso AADFabrikam AAD

Site A

Site 2

The Azure B2B Guest Model

ME

ME

“Guests”



Contoso AADFabrikam AAD

Site A

Site 2

ME

ME

“Guests”

The Azure B2B Guest Model
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Benefits of the AAD B2B approach?

• Home domain authenticates 
user 

• Guest domain can leverage AAD 
conditional access policies

• Centralized identity in guest 
means centralized reporting or 
memberships

Guest User & External Access 
eBook
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Configuring B2B settings in AAD…



Click to edit 
Master title style

Second level

Layered settings 
provide flexibility 
(and complexity)

https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist

AAD Settings

• Lots of options

O365 Security and 
Privacy Setting

• On/Off

Group Settings

• 2 Options

SharePoint setting

Teams Settings

• Many options

https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist
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O365 Tenant wide: Owners can invite new guests?
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O365 Groups: Owners can add guests?
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Microsoft Teams: Are guests allowed in Teams?
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Going Further – Microsoft Information Barriers

Leveraging our AAD properties and segments to create hard 

divisions that block sharing and communications within a tenant. 

This group… …can’t talk to this group… …because…

Investment Banking Research FINRA Regulations

Lawyer for Client A Lawyer for Client B Conflict of interest within a firm

Professional Services Off-shore Development Government contracts

US Weapons Developers Overseas Subsidiaries ITAR Compliance



Situation: Solution: Impact:

“We were pleased that the information barriers feature was already ‘baked in’ to Microsoft 365. 

By implementing information barriers we were able to successfully deploy Teams, OneDrive, and 

SharePoint Online.” 

The global, independent investment 

banking, capital markets and 

alternative asset management firm 

Jefferies wanted its employees to 

collaborate using Microsoft Teams, 

OneDrive, and SharePoint. It needed 

to be sure it complied with banking 

and investment regulations.

—Jitesh Mandalia, Senior Vice President, Jefferies 

The company adopted information 

barriers, which is included in its Microsoft 

365 E5 license, and was able to establish 

barriers between its investment banking 

and research divisions. Users across those 

divisions cannot digitally see or contact 

each other.

In deploying information barriers, 

Jefferies could quickly get employees 

collaborating using Teams, OneDrive, 

and SharePoint. Even while 

transitioning to the cloud-based 

platform while 98 percent of the 

company worked remotely, it had a 

successful quarter.

Customer:
Jefferies

Industry:
Banking & Capital Markets

Size:
3,900 employees

Country:
United States

Products and services:
Microsoft 365
Microsoft Teams
Microsoft OneDrive

Microsoft SharePoint
Microsoft 365 Information Barriers
Microsoft 365 Multi-Geo

Microsoft Information Protection

Microsoft Defender Antivirus

Read full story here

https://customers.microsoft.com/en-us/story/860641-jefferies-banking-capital-markets-m365
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Getting started with Information Barriers

Step 1 – Review Prerequisites 

Step 2 – Segment Users 

Step 3 – Create Barriers 

Step 4 – Apply Barriers

Step 5 – Configure for SPO & OD4B 

(Licensing, AAD Attributes, Teams Name Search 

Enabled, Audit On, Admin Consent)
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Create Segment using AAD Attributes
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Creating Policy 
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Don’t Forget Communication is two ways! 

US Users Non-US Users

Non-US UsersUS Users

You will need to create two policies
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Going Further – Microsoft Information Barriers

Leveraging our AAD properties and segments to create hard 

divisions that block sharing and communications within a tenant. 

This group… …can’t talk to this group… …because…

Investment Banking Research FINRA Regulations

Lawyer for Client A Lawyer for Client B Conflict of interest within a firm

Professional Services Off-shore Development Government contracts

US Weapons Developers Overseas Subsidiaries ITAR Compliance

But… what if this isn’t always true in a shared tenant?



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Right-sizing Governance – AvePoint Policies

For the sometimes scenarios – let’s combine the AAD 

classifications with our Teams and Groups Memberships!
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Right-Sizing Governance Controls
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Right-Sizing Governance Controls
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Building Blocks for Microsoft Policies 
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• Securing Identity

• Securing Data

• Securing Workspaces

• Putting it all together…



Where does this conversation fit in…

IT Governance
(Broad, organization-wide)

Application Governance
(Application-specific, aligns with IT Governance 

goals)

SharePoint OneDrive Office 365 Other 
Applicatio

ns

Data Governance
(Content-specific, aligns with IT Governance 

goals)

Retention/
Expiration

Records 
Mgmt

Classificatio
n

Data 
Protection

“ADG”

“AIP”



Out-of-box sensitive info types

Microsoft 365 includes hundreds of sensitive info types
For different countries, industries or by information type

Sensitive information comes in many forms
Financial data, Personally Identifiable Information (PII)

Examples
• Croatia Personal Identification (OIB) Number

• EU Debit Card Number

• EU Passport Number

• US Drivers License Number

• Social Security Number



Customer specific sensitive info types

Business intellectual property
Business plans, product designs, confidential projects

Employee or customer information
HR Information, resumés, employment records, salary information

Highly confidential information
Mergers and Acquisition, workforce reduction

Examples
• Employee or customer numbers Technology: RegEx

<EMP-nnnnn> 

<CUST-nnnnnn-NL>

• Specific keywords Technology: Static Keywords

<Project Enigma>

<Highly Confidential>

<Internal only>





Finding sensitive information in M365 (E3)

Notifications for internal or 

external sharing.



Create DLP Rules to Restrict Access or Encrypt

Notifications for end users can be 

customized with Tips 

Take Action





FINANCE 

CONFIDENTIAL

SENSITIVITY LABELS 
PERSIST WITH THE 
DOCUMENT

Document labeling – what is it? 

Metadata written into document files 

Travels with the document as it moves

In clear text so that other systems can read it

Can be used to apply a protection action or data 

governance action

Can be customized per the organization’s needs
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Creating “Sensitivity Labels” in the S&C Center 



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Building Your Sensitivity Labels
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Getting Labels on Content – Auto vs Manual 
Labeling

Manual Labeling

Requires Some user training

No data map or trainable classifiers needed

Encrypt Items 

Content Marking

Time-bomb Files (up to 100 days)



Sensitive data in a “free and open sharing” 
system?

Office 365 gives “Owners” 

significant privilege

Anyone can be an owner, but 

even members can share content

THE ANSWER: Right-sizing 

control based on risk
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Understanding 
the impact of 
Public/Private 
for Groups and 
Teams…
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Understanding 
the default 
sharing 
options for all 
SharePoint 
sites…



Roll-up access reports?

SharePoint’s Site Collection model is de-centralized by design…
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How do you manage security settings?

M365 Access Reviews and Admin Settings don’t tell the whole story.

Marco is exhausted.

Marco still does not have a 
top-down view.

He can't identify who has access 
to what information.

Not enough context to tailor 
policies for audiences and 

purpose.
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TAP INTO VALUABLE M365 DATA TO PRIORITIZE INSIGHTS

We aggregate sensitive information types and data from Microsoft’s 
own activity feed to keep you focused on what matters

PUT MICROSOFT SECURITY CONTROLS TO WORK

With central access to critical configurations for guest access, sharing, 
and more – we make it easy to get the control you need

REDUCE IT WORKLOAD FOR ONGOING MANAGEMENT

Prevent configuration drift with policies that get enforced 
automatically. We enable control, without impeding user adoption

Microsoft / Office 365

With PI, organizations can unleash user adoption and the power of 
Microsoft 365 sensitive information types and security controls, 
without becoming a security expert. PI guides admins towards 
appropriate controls with prioritized insights. Set robust controls 
from one place, that get enforced automatically. 



Drawing Your Attention to Higher Levels 





User-Level Insights Across our Tenants
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Customer success: City of Port St. Lucie

When we first ran Policies and Insights, it came up with thousands 
of links that were shared incorrectly. We hit a button and it basically 

fixed all the links and that risk was instantly mitigated.

Hannah Melton, Assistant Director IT

“

ENABLE REMOTE WORK IN COVID-19 RESPONSE

Migrated to Microsoft 365 with AvePoint within 12 hours. Leveraging AvePoint’s 
governance, security, and backup solutions, was able to drive adoption and minimize risk.

COMPLY WITH LOCAL REGULATIONS

Monitor access to sensitive documents, automatically remediate policy violations for 
guest access. Security dashboards provide actionable insights. Paired with AvePoint’s 
granular backup and restore, meet “Sunshine State” protection laws.

REDUCE MANUAL IT WORK TO ROLL-OUT & MANAGE TEAMS

Reduce Teams provisioning process by 600%, automatically fix links that are shared 
incorrectly, and prevent configuration drift with governance + PI capabilities. No more 
manual configuration and membership checks to validate access!
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• Securing Identity

• Securing Data

• Securing Workspaces

• Putting it all together…
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Top-down, and bottom-up… 
You can’t chase every document!

“Container level”
“Conte

nt 
level”

“Container level” “Content level”
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Container Level Labeling is Obtainable!  

Labeling at a Site/Group/Team 
require a lot less effort than 

looking into a millions of 
individual files. This can help 
establish baseline internal & 

external rules around sharing and 
access especially when paired 

with conditional access.



Create Labels and Select Groups & Sites



Team creation wizard

Creating the Sensitivity 

Labels in Security and 

Compliance Center

https://docs.microsoft.com/en-us/microsoft-
365/compliance/sensitivity-labels-teams-
groups-sites?view=o365-worldwide#using-
sensitivity-labels-for-microsoft-teams-
microsoft-365-groups-and-sharepoint-sites

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams-groups-sites?view=o365-worldwide#using-sensitivity-labels-for-microsoft-teams-microsoft-365-groups-and-sharepoint-sites


©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

SharePoint & Group Sites Experience 
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Putting it all together! 

Establishing data ownership

Workspace level classification

Collaboration asset inventory

Attestation/Recertification

Automated self-service requests

End-to-end lifecycle management
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What is sprawl?

Not a number…

… just more than you can effectively manage



Click to edit 
Master title style

Second level

Cutting through 
the noise…

Maintaining an 
inventory of your 
collaborative 
workspaces

This Photo by Unknown Author is licensed under CC BY-SA



Admins have an “inventory” of all M365 
collaborative workspaces



Admins have deep visibility into all built-in 
and organizational metadata



Admins can drill-down for all details of 
each workspace



Admins can drill-down for all details of each 
workspace



Admins can drill-down for all details of 
each workspace



ITAR/EAR 

Protected 

Workspace

General 

Purpose 

Workspace

CAS

Protected 

Workspace

Team Owner

EXPIRATION/

RETENTION

MEMBER SHARING 

SETTINGS

RECERTIFY

ACCESS

3 Months
after last accessed

3 Months
after last accessed

12 Months
after last accessed

Not Allowed Allowed Not Allowed

after

3 Months
after

6 Months
after

12 Months

“Policies” are defined and mapped to users, divisions, or purpose

Service Account Business User Service Account



Click to edit 
Master title style

Second level

How do you get 
there from here?

Managed 
provisioning or 
import of 
collaborative 
workspaces



Click to edit 
Master title style

Second level

How do you keep 
this information 
current over 
time?

Periodic review and 
confirmation of 
permissions, access, 
ownership and key 
governance 
attributes
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What can you do today?

Microsoft has some great 
out of the box score cards 

to understand your 
current posture.



Licensing: Greatest 

Hits from Microsoft
Breakdown of basic & 

advanced use cases by SKU

Quick reference: 

Manual = E3

Automated = E5

https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-

tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-guidance
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Next 
Steps! See Policies and Insights in action! 

How to videos available here…
https://youtu.be/kgbnQvl-sFc

Whitepaper: 
Implementing a Best Practice 
Approach to Risk-Based Data 
Protection and Cybersecurity
https://www.avepoint.com/resources/whitepaper-
form/4429

Request a demonstration of the 
AvePoint solutions discussed 
today!
https://www.avepoint.com/get-started

Michael.Wit@avepoint.com

www.linkedin.com/in/mike-wit

Feel Free to Reach out! 

Resources to dig in 
deeper on today’s topics…

https://youtu.be/kgbnQvl-sFc
https://www.avepoint.com/resources/whitepaper-form/4429
https://www.avepoint.com/get-started
mailto:Michael.Wit@avepoint.com
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