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Today’s Agenda
The reality…

Why we’re having this discussion

Why you may be confused…
And you should be! Understanding the 
fundamentals  of Guest Access in Teams 

The plot thickens…
What’s with external sharing in SPO and 
ODFB?

Managing guests at scale…
Operationalizing external sharing for your 
organization with AvePoint



Why are we 
here?



Discussion: 
Does anyone think this is a BAD idea?…
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Let’s face facts…

The Fear…
• By “letting them in”, you make it 

easy to over-share outside the org
• I don’t trust my users to be careful 

when sharing, especially externally!
• My security team will never go for it
• Once an external person is in, how 

do I get them out?

The Reality…
• You are already sharing externally… 

but how?
• Are you leaving it to your users to 

decide when and how?
• Once your data leaves your system, 

what control do you have?
• Do you know what your external 

users are doing with your data?



The Landscape 
of Office 365 

External Sharing
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External collaboration in O365 is like an onion…

There are many layers to 
deal with

And…

If you do it wrong, it can 
make you tear up!
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The Core: Azure 
AD B2B
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Watch this!

https://www.youtube.com/watch?v=JN5u6w_gyic
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How we’ve shared externally in the past…

Contoso Fabrikam
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And this is even more common…

Contoso Fabrikam
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“Guest Users” in Azure Active Directory

Contoso Fabrikam
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Conditional access for guest users
You can enforce conditional access polices on guests just like you 
would for any other user
Can also have policies specific to guests
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Configuring B2B settings in AAD…
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What’s this gonna cost me?

https://docs.microsoft.com/en-us/azure/active-directory/b2b/licensing-guidance



Demo: 
Configuring Azure AD for “Guest” access



The Outer Layers



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Things to know…



@JohnConnected

And also watch this!

https://www.youtube.com/watch?v=vaJRRSjBxxY
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Peeling it all apart…
AAD Settings
• Lots of options

O365 Security and 
Privacy Setting
• On/Off

Group Settings
• 2 Options

Teams Settings
• MUCHO options

https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist
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O365 Tenant wide: Owners can invite new guests?
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O365 Groups: Owners can add and/or invite guests?
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Microsoft Teams: Are guests allowed in Teams?
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Teams+Groups: Should this one be more restrictive?

https://docs.microsoft.com/en-us/microsoftteams/guest-access-powershell
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What guests in Teams can do…
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How it all fits together…
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Be careful with your “guest” and “external” terminology

https://docs.microsoft.com/en-us/microsoftteams/guest-experience
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Demo: 
Configuring Teams and Groups for Guest 
Access



SharePoint Online 
and ODFB…

a.k.a “the shallots”
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And you should probably also watch this!

https://www.youtube.com/watch?v=KvcYz3ERZSY
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Why are SharePoint and ODFB are a bit…different

Not built on AAD B2B
• They had external sharing before Azure 

B2B existed
• Looks like consolidation may be coming 

but it’s early days, some preview 
functionality

You are not seeing double
• Many of the same settings as the AAD 

model, but independent
• You can force more centralization if it fits 

your use cases by tying sharing to 
existing users in the directory

https://docs.microsoft.com/en-us/azure/active-
directory/b2b/o365-external-user
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SharePoint: Is “External Sharing” allowed?
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SharePoint: What are the global settings?
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SharePoint: Should this site be more restrictive?
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External user reporting for SPO and ODFB is at the 
site collection level





Demo: 
Configuring and exploring SPO/ODFB external 
sharing



Understanding Entitlement management & Access reviews

• Manage access to “packages” of Groups/Teams, 
Applications and Sites

• Request to access package can be subject to approval
• Access to the package syncs membership to the resources 

in the package
• Access review and revocation happens at the package level, 

and named reviewers
• Workflow for intake of requests for guests not already in 

directory
• Can remove guest from directly when access to last 

package is revoked

• Manage access to each group or application (not stand-
alone SharePoint Sites)

• Access review to the Group/application itself
• Reviewers can be Group Owners or named users
• No workflow for intake of requests for guests not already in 

directory (standard B2B invitation process)
• No workflow to remove guest from directory when 

removing from group/application



Are You Ready?
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So…

Key take-aways…
• Yes, there are many interfaces, but it makes sense when you understand 

the layers
• Don’t get duped by the duplication of settings in SPO/ODFB… they are 

redundant because they’re a different kind of onion
• There should be plenty of options and flexibility to support most orgs
• Remember, some settings may take a while to apply
• Consider “users already in the directory” for SPO/ODFB to keep things 

centralized
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Key considerations…

Who and where?
Do you need to collaborate externally? If so, what does that collaboration look like?

How do you want to onboard new external 
collaborators?

Controlled, subject to approval? Open to owner invites? Manual or automated?

How will you handle the lifecycle of guests?
Monitoring, reporting, need for access, off-boarding…. How will this happen?
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How can you manage all of this at scale with 
minimal burden on your IT/Operations teams?



Governing Guest access in Groups/Teams and 
External Sharing for SPO and ODFB with 
AvePoint
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AvePoint Cloud Governance Approach

Standardized Services
• Clear definition of ownership, business 

purpose, and guidelines
• Tailored by role and business units
• Approval process for new workspaces
• Terms of service and use (example: 

protected health information)

Policy Enforcement
• Apply proactive monitoring/enforcement of 

permissions and configuration policies
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DEPARTMENT DEPARTMENT DEPARTMENT

EXTERNAL
SHARING

EXPIRATION/
RETENTION

ALLOW THESE USERS
TO CREATE A TEAM

RECERTIFY
MEMBERS

6 Months
after last accessed

12 Months
after last accessed

9 Months
after last accessed

All requests through 
Central IT

All requests through
Department IT

Only Joe, Sally, and
Harold can create

after

3 Months
after

6 Months
after

12 Months

No external sharing External sharing allowed in: External sharing only allowed in:

X
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Governing external access through Policy
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Defining options available for request
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Conditional approval…
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Targeting Services & Policies Across Divisions
Tenant Wide General Services
• Available to all/most users
• Address general productivity, security, compliance needs

Address Unique Needs of Specific 
Departments or Divisions
• LOB specific configurations
• More/less control and restrictions
• Example – External sharing allowed

Specialized Services Smaller Groups
• Unique needs can be addressed
• Pilots of future services

(provisioning, lifecycle, policy, protection)

A
Services

Division

B
Services

Division

C
Services

Division

specialized Services
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Leveraging “Service Permissions” to map services 
to the right users…
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External sharing review by workspace owners 
during Renewal process…
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What about a managed process for 
provisioning, management and lifecycle of 
guests?
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Designing the “Guest User Request” service
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Admin monitoring of Guests

Existing guests can 
be imported for 
management as 
well!



Demo: 
End user self-service guest 
request and renewal



Managing External Sharing for SPO and ODFB
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Ongoing compliance for external access in SPO and 
ODFB with Policy Enforcer
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Policy Enforcer has external sharing rules for SPO/ODFB
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Report on external users across SPO and ODFB with 
Security Search
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Report on external sharing settings across SPO and 
ODFB with Report Center
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Key Policy Enforcer Updates

The moment Microsoft’s 
activity feed for Office 365 or 
Azure AD publishes changes, 
our tools can take corrective 
actions!

First Release Rules Value

Classification Protection Keep Group / Team owners from modifying native classifications

External Sharing Settings Govern Guest Access for individual Teams and Groups

Membership / Ownership 
Restriction Whitelist / Blacklist users by name or AD properties (role, title, geography, dept, etc.)

Outlook Group Visibility Controlling visibility of Groups / Teams upon creation to flag violations

Membership / Ownership Size Cap the size of Members / Owners by a specific number, preventing top-heavy groups

Privacy Restriction Prevent Groups / Teams from switching from Private to Public teams, affecting visibility

Access Request Settings For SharePoint / OneDrive to enforce how permissions are processed

Deletion Restriction Control SharePoint (libraries, sites) deletions to create a safer work environment

Permission Inheritance Monitor for broken inheritance and standardize how information is shared

External User Scans Identify external user access to SharePoint and OneDrive content

Site External Sharing Settings Control the SharePoint and OneDrive external sharing settings for each site

No “full scans” needed 
anymore, offline cache (after 
the initial sync) will always stay 
up to date from Microsoft’s 
own reports! 

Reusable filters help fill in 
where policies apply that can 
read Cloud Governance 
metadata, native 
classifications, etc. 



Gracias

Merci



www.AvePoint.com

Sales@AvePoint.com | +1 800.661.6588 


