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Debunking Myths
Studying the truth behind native Office 365 backup and recovery gaps
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Goal: Developing Scalable Backups

1. What are we protecting against? 

2. What are my native options? 

3. What should I really be worried 

about protecting?  

4. Creating a backup and recovery 

strategy that scales!



1. What are we protecting against? 
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More Common Data Loss Events…

User-Driven Errors
“I’ve misplaced a document… the URL I have doesn’t work anymore!”

“The document version I have is corrupted, all my changes are missing!”

“I accidentally deleted a planner task, I can’t find the history anymore!”

Admin-Driven Errors
“I’ve updated the apps on my site, but I need to roll back some changes.”

“I’ve broken the inheritance on my site, people can’t see my files anymore!”

“A user left the company 6 months ago, but we forgot their retention policy!”
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Regulations Mandate Backups!

Cybersecurity Maturity Model Certification (CMMC)

https://www.acq.osd.mil/cmmc/docs/CMMC_Version0.7_UpdatedCompiledDeliverable_20191209.pdf

https://www.acq.osd.mil/cmmc/docs/CMMC_Version0.7_UpdatedCompiledDeliverable_20191209.pdf
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Case Study: Ransomware

Walls Construction Protects Critical Data From 

Ransomware Attack With AvePoint Cloud Backup
Following their roll out of Office 365 and SharePoint Online, Walls experienced an 

incident with one of their members of staff being hit with a malicious ransomware 

attack. The staff member ’s OneDrive was replicated and then deleted, resulting in the 

complete loss of that user ’s data.

“With the amount of control that Office 365 brings to end users, it is not realistic for a 

company to completely monitor every deletion. So we had to have a way to very quickly 

and easily recover from something like this, and began evaluating Office 365 backup 

products…” https://www.avepoint.com/case-studies/walls-construction

https://www.avepoint.com/case-studies/walls-construction


2. What does my policy cover? 
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More Common Data Loss Events…

User-Driven Errors
“I’ve misplaced a document… the URL I have doesn’t work anymore!”

“The document version I have is corrupted, all my changes are missing!”

“I accidentally deleted a planner task, I can’t find the history anymore!”

Examples:
• Native versioning control in-client

• Native recycle bin settings in-browser

• Native “Files Restore” in Teams / OneDrive
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Example: Files Versioning / Recycle Bin
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Example: Files Restore for OneDrive
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Example: Files Restore for Teams
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Example: I’ve deleted a planner task…

No safety net for some user content:
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Admin-Driven Errors
“I’ve updated the apps on my site, but I need to roll back some changes.”

“I’ve broken the inheritance on my site, people can’t see my files anymore!”

“A user left the company 6 months ago, but we forgot their retention policy!”

More Common Data Loss Events…

Examples:
• Native second-level recycle bins

• Native restore requests

• Native soft-delete policies
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Example: Recovering from Soft-Delete
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Example: Project Cleanup Activities

Recovering from lost Project Sites 

https://www.epmpartners.com.au/blog/recover-deleted-project-collaboration-site-project-online/

https://www.epmpartners.com.au/blog/recover-deleted-project-collaboration-site-project-online/
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Native tools and coverage 

Out-of-the-box tools
• Version Control (minimum 100)

• Recycle Bin (93 days total)

• Deleted E-mail (14 days default – 30 max)

• Soft-delete Sites / Groups / Teams (30 days)

• Retention settings (legal holds)

• “Files Restore” – OneDrive / Sites / Teams 

• Restore from Microsoft Backup (14 days)

Scenario
❑ User Error, document corruption

❑ User Error, document deletion

❑ User Error, e-mail deletion

❑ Owner / Admin error, deletion

❑ Legal Retention Only

❑ Ransomware

❑ Corruption / Ransomware 
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3. What should I be worried about?
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Backup Data Must Be Offline!

Cybersecurity Maturity Model Certification (CMMC)

https://www.acq.osd.mil/cmmc/docs/CMMC_Version0.7_UpdatedCompiledDeliverable_20191209.pdf

https://www.acq.osd.mil/cmmc/docs/CMMC_Version0.7_UpdatedCompiledDeliverable_20191209.pdf
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Who has you covered? 
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Your responsibility for backup

Microsoft Protection
✓ Loss of service due to hardware or 

infrastructure failure

✓ Loss of service due to natural disaster 

or data center outage 

✓ Short-term user-error with recycle bin 

/ version history (including new 

OneDrive “Files Restore”)

✓ Short-term administrative error with 

soft-delete for Groups, Mailboxes or 

services-lead rollback

Customer Responsibility
❑ Loss of data due to departing 

employees and deactivated accounts

❑ Loss of data due to malicious insiders 

/ hacktivists deleting content

❑ Loss of data due to malware / 

ransomware  

❑ Recovery from prolonged outages

❑ Long-term accidental deletion 

coverage with selective rollback

*Forrester: “Backup Your SaaS Data – Because Most SaaS Providers Don’t”, Naveen Chhabra, December 2017

https://techcommunity.microsoft.com/t5/OneDrive-Blog/Announcing-New-OneDrive-for-Business-feature-Files-Restore/ba-p/147436
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When to review your insurance policy…

1. You’re actively using Project or Planner
-Mistakes here can be difficult to recover from! Project sites, Planner tasks, etc. 

2. You’re rolling out SharePoint / Teams / Groups with 

end-users as “Owners”
-Helpful files restore can potentially impact all user ’s content, open to all owners

-Permissions can be a slippery slope to manage for end-users!

3. You’re dealing with turn-over / clean-up but do not

actively place all employees on legal hold!
-Restore requests typically come AFTER soft-delete window has passed!
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4. Architecting a Backup Solution
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CLOUD PLATFORM
AvePoint Cloud Backup

Unlimited, automated backup for your Microsoft Cloud assets

Simple dashboard display gives immediate insight into what services are covered – and where you 

may be exposed. Whether you bring your own storage – or use AvePoint’s Azure storage – you 

retain full control over your protected content!

Granular restore, in or out of place

Visibility and control over protected content

Automatic backups, up to 4X per day, for Dynamics 365, Office 365 - SharePoint Online, OneDrive 

for Business, Exchange Online, Project Online, and Groups. Unlimited options give you flexibility to 

protect content as your organizational needs dictate. 

Search for and filter content for restore based on properties—including content type, owner, date 

created, file size, parent list name, parent folder name, email subject, date sent, and more. Restore 

granular content in place or out of place – even to your file system or export as a PST!
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CLOUD PLATFORM
Delegated controls to empower users

Work with security teams
• One backup SLA, but many ways to restore

• Divide by country, department, title, 

division, etc.

Identify service administrators
• Give Exchange teams access to e-mail

• Give SharePoint teams access to Groups / 

Teams

Delegate help-desk calls
• OneDrive and Mailbox request can go to 

lower-level help-desk administrators
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Backup Data Encryption is Required!

Cybersecurity Maturity Model Certification (CMMC)

https://www.acq.osd.mil/cmmc/docs/CMMC_Version0.7_UpdatedCompiledDeliverable_20191209.pdf

https://www.acq.osd.mil/cmmc/docs/CMMC_Version0.7_UpdatedCompiledDeliverable_20191209.pdf
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Only our cloud operations team can access the system, 

but they cannot access unencrypted data. Operations 

are audited too. The only option is 'invite support', 

where customer can grant temporary access to our 

support personnel to help troubleshooting. In that case, 

support only has access to application GUI, not the 

backend data.

Customer's data is encrypted with their 
unique key. No one can access customer's 
data, nor can AvePoint employees. 

Your data is your data...

If you use AvePoint 
Cloud Solutions to 
help manage your 
Office 365 
environment-Who 
has access to your 
Office 365 data?

How do you
ensure that there
is no unauthorized 
access?

FAQ
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CLIENT DATA

Yes, the customer’s backup data is always encrypted 

at rest and in motion. The customer can also own the 

encryption key by using their own Azure Key Vault 

(BYOK).

Is the data 
encrypted at rest 
and in motion in 
AvePoint's Back up 
solutions?

Can we hold the 
encryption keys?

Yes, the customer’s backup data is always 
encrypted at rest and in motion. 

FAQ



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Is the security 
program based on 
any standard or 
best practice and 
how often are your 
information security 
policies reviewed 
and updated?

INFOSEC

You can view the third-party certification on our website:

https://www.avepoint.com/company/privacy-and-

security/

Our ISMS policies and procedures are reviewed least 

annually. Additionally, internal audits are conducted 

annually, and AvePoint is subject to annual third-party 

surveillance audits to prove ongoing compliance. 

Yes. AvePoint is ISO 27001:2013 certified. 

FAQ

https://www.avepoint.com/company/privacy-and-security/
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… …

AvePoint Cloud Backup for Office365

Microsoft Teams Exchange Online SharePoint Online Planner

Team Chat

Team Channel

MS Teams 

Voice, Video, 

Meetings

User Mailboxes

Calendars

Group 

Conversations

Group 

Mailboxes

Planner

Task Comments

Sites, Lists, Libraries

User OneDrive

Group Files

Group Notebook

Team Files

Planner

Attachments

Plans

Buckets

Tasks

Team Planner

Office 365 Groups

Project OnlineExchange Public Folders

Primary Mailbox

Secondary Mailboxes

Project Online Sites

Power BI

Project for Web

Power Apps

Power Automate

Microsoft Teams

Team Channel

Team Files

Plans

Tasks

Team/Group

Channel Conversations

Team Mailbox
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Granular recovery of content
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Let’s Recap!
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Microsoft helps, but can’t cover everything…

User-Driven Errors
“I’ve misplaced a document… the URL I have doesn’t work anymore!”

“The document version I have is corrupted, all my changes are missing!”

“I accidentally deleted a planner task, I can’t find the history anymore!”

Admin-Driven Errors
“I’ve updated the apps on my site, but I need to roll back some changes.”

“I’ve broken the inheritance on my site, people can’t see my files anymore!”

“A user left the company 6 months ago, but we forgot the retention policy!”

ALL
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Your responsibility for backup

Microsoft Protection
✓ Loss of service due to hardware or 

infrastructure failure

✓ Loss of service due to natural disaster 

or data center outage 

✓ Short-term user-error with recycle bin 

/ version history (including new 

OneDrive “Files Restore”)

✓ Short-term administrative error with 

soft-delete for Groups, Mailboxes or 

services-lead rollback

Customer Responsibility
❑ Loss of data due to departing 

employees and deactivated accounts

❑ Loss of data due to malicious insiders 

/ hacktivists deleting content

❑ Loss of data due to malware / 

ransomware  

❑ Recovery from prolonged outages

❑ Long-term accidental deletion 

coverage with selective rollback

*Forrester: “Backup Your SaaS Data – Because Most SaaS Providers Don’t”, Naveen Chhabra, December 2017

https://techcommunity.microsoft.com/t5/OneDrive-Blog/Announcing-New-OneDrive-for-Business-feature-Files-Restore/ba-p/147436
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CLOUD PLATFORM
AvePoint Cloud Backup

Unlimited, automated backup for your Microsoft Cloud assets

Simple dashboard display gives immediate insight into what services are covered – and where you 

may be exposed. Whether you bring your own storage – or use AvePoint’s Azure storage – you 

retain full control over your protected content!

Granular restore, in or out of place

Visibility and control over protected content

Automatic backups, up to 4X per day, for Dynamics 365, Office 365 - SharePoint Online, OneDrive 

for Business, Exchange Online, Project Online, and Groups. Unlimited options give you flexibility to 

protect content as your organizational needs dictate. 

Search for and filter content for restore based on properties—including content type, owner, date 

created, file size, parent list name, parent folder name, email subject, date sent, and more. Restore 

granular content in place or out of place – even to your file system or export as a PST!
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Gracias

Merci
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https://www.avepoint.com/unlimited-cloud-backup-ebook/
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Resources Used on Today’s Meeting

• https://www.avepoint.com/blog/backup/

office-365-cloud-backup/

• https://www.avepoint.com/blog/backup/

on-prem-vs-cloud-office-365-backup/

• https://www.avepoint.com/blog/backup/

avepoint-unlimited-backup-offering/

• https://www.avepoint.com/ebook/office-

365-backup-handbook

• https://www.avepoint.com/blog/office-

365/office-365-throttling/

https://www.avepoint.com/blog/backup/office-365-cloud-backup/
https://www.avepoint.com/blog/backup/on-prem-vs-cloud-office-365-backup/
https://www.avepoint.com/blog/backup/avepoint-unlimited-backup-offering/
https://www.avepoint.com/ebook/office-365-backup-handbook
https://www.avepoint.com/blog/office-365/office-365-throttling/
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