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Introductions…

Microsoft Regional Director

Email: John.Peluso@AvePoint.com

Twitter: www.twitter.com/johnconnected

LinkedIn: https://www.linkedin.com/in/johnpeluso

Blog: https://www.avepoint.com/blog/author/john-
pelusoavepoint-com/

If all else fails: http://johnpeluso.me
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Today’s Agenda
What is MIP?

The vision and the tooling

Protecting your content…
Azure Information Protection (AIP)

Preserving your content…
Advanced Data Governance (ADG)

“Unified Labeling”?
What this actually means…
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Where does this conversation fit in…

IT Governance
(Broad, organization-wide)

Application Governance
(Application-specific, aligns with IT Governance goals)

SharePoint OneDrive Office 365 Other 
Applications

Data Governance
(Content-specific, aligns with IT Governance goals)

Retention/
Expiration

Records 
Mgmt

Classification Data 
Protection

“ADG”
“AIP”







Office 365 
Information Protection

Windows
Information Protection

Azure
Information Protection

What

Where

How



What

Where

How

Office 365 
Information Protection

Windows
Information Protection

Azure
Information Protection



MICROSOFT CLOUD APP SECURITY

Visibility into 15k+ cloud apps, data access & usage, 
potential abuse

AZURE SECURITY CENTER INFORMATION PROTECTION 

Classify & label sensitive structured data in Azure SQL, SQL 
Server and other Azure repositories

OFFICE APPS

Protect sensitive information while working in Excel, Word, 
PowerPoint, Outlook

AZURE INFORMATION PROTECTION

Classify, label & protect files – beyond Office 365, including 
on-premises & hybrid

OFFICE 365 DATA LOSS PREVENTION

Prevent data loss across Exchange Online, SharePoint Online, 
OneDrive for Business

SHAREPOINT & GROUPS

Protect files in libraries and lists

OFFICE 365 ADVANCED DATA GOVERNANCE

Apply retention and deletion policies to sensitive and 
important data in Office 365

ADOBE PDFs 
Natively view and protect PDFs on Adobe Acrobat Reader

WINDOWS INFORMATION PROTECTION

Separate personal vs. work data on Windows 10 devices, 
prevent work data from traveling to non-work locations

OFFICE 365 MESSAGE ENCRYPTION

Send encrypted emails in Office 365 to anyone  
inside or outside of the company

CONDITIONAL ACCESS

Control access to files based on policy, such as identity, machine 
configuration, geo location

Discover |  Classi fy |  Protect |  Monitor

SDK FOR PARTNER ECOSYSTEM & ISVs
Enable ISVs to consume labels, apply protection



Azure Information Protection (AIP)
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How we got here…

Active 
Directory RMS 

Azure RMS

Microsoft 
Acquires 

Secure Islands

AIP Unites 
Classification 

and Protection!
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The Plumbing…

https://docs.microsoft.com/en-us/azure/information-protection/how-does-it-work



FINANCE 

CONFIDENTIAL

SENSITIVITY LABELS 
PERSIST WITH THE 
DOCUMENT

Document labeling – what is it? 

Metadata written into document files 

Travels with the document as it moves

In clear text so that other systems can read it

Can be used to apply a protection action or data 
governance action

Can be customized per the organization’s needs







Demo: Creating and Publishing AIP labels



How else can 
content be labeled?
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AIP Scanner capabilities

Scans on-perm repositories: file shares, NAS or any other CIFS based 
repositories, or SharePoint Server

Discover data in the scanned repositories and match it against AIP policy 
(detect MCE sensitive info types, custom patterns and default label)

Labels and protects the discovered data per AIP policy

Create a report of discovered data, including the matched conditions for found 
patterns
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The bad news…
AIP is not currently well 
supported by SharePoint and 
ODFB

• Current state: https://docs.microsoft.com/en-
us/office365/securitycompliance/protect-
sharepoint-online-files-with-azure-
information-protection

• Better times ahead: 
https://techcommunity.microsoft.com/t5/Micr
osoft-SharePoint-Blog/Updates-to-
SharePoint-security-administration-and-
migration/ba-p/549585
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DEMO: 
Creating Azure Information Protection Labels



Advanced Data Governance (ADG)
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Understanding  O365 “Retention Labels”
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Understanding ADG “Labels” in O365
They are created centrally and “published”
Sets of labels can be published to O365 (Outlook, OneDrive and SharePoint)

They can be applied to Docs and Emails only
You don’t “label” an entire mailbox, Site or Group
Only one label can be applied per item

Can be auto-applied or manually applied
Options for “auto-apply” are based on DLP rules or keyword matching
Auto-applied labels require E5/M5/G5 license

Can be just tags or can also enforce retention
Retention can be based off date created/modified, label declaration or an event
Can be used for declaration of records
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Using Retention Policies
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“Retention Policies” in O365
Don’t confuse with “Labels”
Both Labels and Retention Policies can enforce retention and deletion based on Create/modified date, 
custom keywords/conditions or DLP Sensitive Types
Only Labels can base retention on “declaration date” (of the Label)
Labels can be automated (E/M/G5) or user-selectable but retention policies are pushed from an Admin 
only

Can comply with SEC 17a-4 requirements
Retention policies can be “locked” to restrict even admins from removing or weakening the retention 
period and conditions

Used to be known as “preservation policies”



DEMO: 
Creating, Monitoring and Managing 
Retention Labels



Unified Labeling (?)
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Two labels to rule them all…

Sensitivity Labels
• Leverages Azure Information 

Protection
• Protection travels with the doc
• Restricts who can open the doc, and 

what they can do with it
• Applied manually through Office 

clients
• Applied automatically using “sensitive 

information types”

Retention Labels
• Leverages SharePoint and Exchange 

features
• Only applies to content in O365
• Ensures content is retained for an 

appropriate time
• Applied Manually through SharePoint 

and Exchange interfaces
• Applied automatically using “sensitive 

information types”



LabelDiscover Classify

Sensitivity Retention
 Encryption
 Restrict Access
 Watermark
 Header/Footer

 Retention
 Deletion
 Records Management
 Archiving

 Sensitive data discovery
 Data at risk
 Policy violations

 Policy recommendations
 Proactive alerts

Comprehensive policies to protect and govern your most important data – throughout its lifecycle

Unified approach to discover, classify & label

Automatically apply policy-based actions

Proactive monitoring to identify risks

Broad coverage across locations

Apply label

Unified approach

Monitor
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Gracias

Merci
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