
Discussion Topics 

• FOIA Request Overview

• Key threshold questions

• Determining Risk Factors

• Responding to FOIA Requests

• Top tips for avoiding mis-steps

• How can Microsoft and 

AvePoint technology help you 

retrieve data for FOIA Requests 

and DSARs
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FOIA 
Request

A freedom of information 

request is a request to 
gain information, not 
about you

Question Freedom of Information Act Request

What data are you requesting? Information that is not yet publicly available.

Will it cost?
In some cases however there is no initial fee for the 

request.

When will I get a reply?
Will vary depending on the complexity of the request and 

any backlog of requests already pending.

Will I always get the information I 

want?

Not always. Some information can be withheld for a 

number of reasons. Mainly to protect the government, the 

public, or the agency.

Do I have to be a US citizen to make a 

request?
No. You can be any nationality.

Can I complain if I’m not happy with 

my response?
Yes. You can make a complaint to appellate court.

https://www.foia.gov/faq.html

https://www.foia.gov/faq.html
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Key 
threshold 
questions

Have I received a Freedom of Information Act 

Request?

For unfocussed requests where there are multiple 

repositories: Where do I search?

o Email (exchange)

o Document storage

o SharePoint

o Customer Relationship Management

o Invoices and billing

o Mailing lists

o Web site logs

o Payroll and benefits systems

o System access logs

o Door access systems

o CCTV

o Backup tapes

Is this request in the context of litigation?
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Determining Risk Factors

From an initial search, what 

do you know about the 
individual?

• Employee, Prior Employee 

or Interviewee?

• Have they made any 

FOIAR before?

What do you know about the 

request itself?

• What is their response to any 

request for better ID 
documentation?

• What is their response to a 

DSAR scope request?

• Does their FOIAR appear to 
follow a standards form 

template?

• And is this template 

available on the internet, if 
so where?

What do you know from your 

FOIAR dashboard?

• Are there any prior trends 

which can help you determine 

the risk factors for this FOIAR?

• Do requests to certain parts of 

your organisation take longer 

than usual?

• Is the information that is being 

retrieved from the request 

older than should be kept 

under your Document 

Retention Policy?

In contentious circumstances you may with to do this Risk Factor analysis

What do you know about 

the circumstances of the 
request?

• Is there any related or 

unrelated dispute or 

complaint

• What could be the 

motive behind this 

FOIAR?

1 2 3 4
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• Client records

• Employee records
• Previous project files

Dark Data is the Key Challenge

What you use…

What you need 

to keep…

• Current project files

• Current reference docs Dark Data
Security by Obscurity is Gone

• Migrations to the cloud eliminate blind-spots in 

your File Shares / legacy platforms

• Oversharing of information by users leads to 
risk of exposure / breaches without proper 

governance

Costs are Hiding in the Dark

• Risks for eDiscovery or subpoenas discovering 
data that should have been purged

• GDPR and other regulations force mapping 
and discovering sensitive data wherever it lives

• Users are hoarders, high cost of storage and 

maintenance for legacy data

What is this?

[Most collected] data 
is garbage… 72% of 

data collected has no 
relevance whatsoever*

Only 28% of data 
stored today 

represents any value 
to day-to-day 

business*
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Responding to FOIA Requests

• The agency will typically first search for the records and

• then review them to determine what can be disclosed

• While FOIA allows for many records to be released, there are also nine 

exemptions that protect certain types of information, such as personal privacy 

and law enforcement interests. 

• The length of time to respond to your request will vary depending on its 

complexity and any backlog of requests.

https://www.foia.gov/how-to.html

https://www.foia.gov/how-to.html
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FOIA Request Workflow Process

Review
Review/

Redact

Request Analysis Content Analysis

Search

FOIA Request

Export

Policy Decision

Ship to Requester

Exempt

Assign

Requester
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Example 

Request 
Sent to The 

International Trade 

Administration (ITA), 

U.S. Department of 

Commerce
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AvePoint  
Compliance  
Guardian &  
FOIA

Freedom of Information requests are an individual right under the U.S. 

Freedom of Information Act. Rights like these empower individuals to 

obtain the information that is public and receive information in the context

of non-data protection disputes with data controllers.

AvePoint Compliance Guardian can help organizations respond to FOIA  

requests by automating and streamlining the process from logging, 

tracking  and task management, through discovery, redaction/ pseudo-

anonymization  and extraction of the information (providing copy of the 

files to the data  controller/data subject).
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Automating  
the end-to-
end process 
(steps)

1. Logging FOIA request

2. Assign tasks for review and processing of data

3. Determine in-scope data repositories

4. Determine exemptions

5. Report and analyze

6. Delete/redact

7. Export
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ERM
Assign tasks for 

review and 

processing of data
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ERM

A team member is assigned to investigate the FOIA Request
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ERM
Determine in-scope 

data repositories
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Determine 
Exemptions

Tagging is key!
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Discovery+

Discovery+ Supported Systems

To respond Freedom 

of  Information Act  

Requests (FOIA) 

leveraging Search 

Indexes

• SharePoint Online

• Exchange Online
• SharePoint On-premise

• Exchange On-premise

• Microsoft Teams
• File Shares
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Filter out exemptions

Use contextual 

parameters to filter out 

exemptions that are not 

in scope of the request
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FOIA Request Exemptions

1. Related solely to internal rules and practices of the 
agency

2. Trade secrets or financial information

3. Inter/intra-agency communications

4. Medical files

5. Records for law enforcement purposes

6. Interference with existing investigation/lawsuit

7. Related to informant records maintained by criminal 
law

8. Records maintained by FBI for foreign intelligence

9. Geological and geophysical data
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Review

Assign report of 

returned documents 

to ensure accuracy of 

search and that no 

exemptions were 

missed.

Results can be reviewed indiv idually or

all together as one job/ f i le plan.

The FOIA Search is performed by  

Compliance Guardian and relevant  

data is captured and assigned for  

review via work f low
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Bulk
Incidents
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Two-Step 
Action 
(Redaction)

Review before taking 

action (redaction)
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Export

Results can be:

• Exported (FOIA)

• Redacted (exempt)

• Deleted 

Results can be 

reviewed individually or 

all together as one job/file plan.



FOIA Request 
Demo



Top tips for avoiding mis-steps

Audit trail

Auto redaction tools

Difficult questions like 

search depth

Process and Procedures 

are key

If you want to use legal or litigation 
privilege, then this decision should 

be made at the outset

• Ensure that you have detailed procedures that anyone can follow

• If possible, have procedures that are built into your workflow.

Can only be answered if you have appropriate search tools to show you what 

is readily available and if you have identified appropriate risk factors.

And you should all follow the correct process to ensure that privilege and 

confidentiality is maintained

Can be helpful but at law, the default should not be simple redaction of all 

third party personal data.  Some personal data should remain

All the work undertaken in doing DSARs and FOIRs should be subject to an 

audit trail.  This information if fed back into a DSAR/FOIR dashboard can 

provide invaluable information to ensure that future requests can be 

performed more efficiently.



Key Takeaway – What’s Important

Technology can 

help create a data 

trail to service FOIA 

Requests

Qualify FOIA Requests 
to ensure you are 
putting in the right 
effort 

Looking to 

improve your 

FOIA Request 

process?  

Let us help you
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FREE E-BOOK

https://www.avepoint.com/ebook/mitigating-risk-workbook

Mitigating Collaboration Risk 
Workbook

Learn how to build actionable plans to mitigate risk in 

Office 365 or any other collaboration workspace your 

organization uses

Get the free eBook by the link or scan 

the QR code

https://www.avepoint.com/ebook/mitigating-risk-workbook
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Join a 2 hour workshop 
with Dana Simberkoff! 

Respond to FOIA Request with a great 
internal user experience and improved  

satisfaction

• Review current DSARS & FOIA process & identify challenge and/or 
blockers.

• Explore current process vs where automation can enhance your data 
trail to service & respond to FOIA Requests.

• Putting it all Together: A conclusive report providing practical next 
steps and guidance for how to implement effective management 

and response to FOIA Requests.

Contact us:
marketing_uk@avepoint.com

Dana Simberkoff

CHIEF RISK, PRIVACY AND  
INFORMATION SECURITY
OFFICER,  AVEPOINT
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