A AvePoint

Drive Productivity with Microsoft Teams

Virtual Workshop Series: Manufacturing

: Unleash the Power of You

~ Accessible content is available upon request.




Your presenter...

Justin Walker

Sr. Solutions Engineer,
MCSA: Cloud Productivity

https://www.linkedin.com/in/justin-
walker-49116451/

A
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Recorded Session Disclaimer

Please note that we will be recording this Teams meeting. If you do not wish to be
recorded, you are certainly welcome to remain on the line, but we ask that you disable your

webcam and mute your microphone for the duration of the meeting. Your continued
participation without taking those steps will be deemed your consent to be recorded.
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What you told us during registration...

State of Adoption Challenges
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The art of the possible

Envisioning how Microsoft Teams can
fundamentally change the way your
teams collaborate, especially with
remote work and distributed teams

Striking the balance Getting started... or starting

Understand governance and again!

management of Microsoft Teams at  gyrategies for driving a sustainable

scale in your organization. Strike the adoption program for Microsoft

prc;per bala;rfwce betvye'en.colla]]cboratlon Teams and structuring your rollout
and control for provisioning, feature _ o

availability and compliance.

Please note that we will be recording this Teams meeting. |If you do not wish to be
recorded, you are certainly welcome to remain on the line, but we ask that you disable your

webcam and mute your microphone for the duration of the meeting. Your continued
participation without taking those steps will be deemed your consent to be recorded.
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What do YOU need?

- S

DISORIENTED %




The art of the possible...

Envisioning how Microsoft Teams can modernize your teamwork



Discussion:

What are the top two
redsons your
organization s
(nterested in
Microsoft Teams?

What (s the biggest
dissatisfaction with
the way you
collaborate today?




“Team | Work”

J

Share Files

Plan meetings
andevents

. Alex Wilber Ben Walters

&}l}:{g ‘ L|dia HG"UWE}" %@ Henrietta Mue”er
Send and
receive emails

Track tasks

Irvin Sayers Miriam Graham

S

g Chatsand
T conversations
Social

engagement



Understanding
"Office 365
Groups”

Who work together With “appropriate”
as a group or team

transparency

A defined
collection
of people

Equipped with
tools to help them
collaborate

Internally and
externally




Equipped with tools...

Office 365

£ Search

All of your apps

WoOom v

S ° I - B

g X%

Calendar
Schedule and share meeting and event times, and automatically get reminders.

Delve
Get personal insights and relevant information based on who you work with and the content you work on.

Dynamics 365
Break down the silos between your business processes and applications with Microsoft Dynamics 365.

Excel
Do more with the tool you already know. Discover and connect to data, model and analyze it, and visualize insights.

Flow
Create workflows between your apps, files, and data to automate time-consuming tasks so you can focus on what's next.

Forms
Create surveys, quizzes, and polls in minutes. Send them to anyone and easily see results in real time.

OneDrive
Store your files in one place, share them with others, and get to them from any device connected to the Internet.

OneNote
Capture notes by typing, drawing, or writing. OneNote lets you organize and reuse your notes across all of your devices.

Outlook
Use business-class email through a rich and familiar Outlook experience you can access from your desktop or a web browser.

People

Organize your contact info for all your friends, family, colleagues, and acquaintances in one place. It's faster than ever to keep in touch.

Planner
Create new plans, organize and assign tasks, share files, chat about what you're working on, and get progress updates with Planner.

PowerApps
Build mobile and web apps with the data your organization already uses.

PowerPoint
Take your presentation to the next level. Design like a professional.

Add-In Install Office

Learn more —
Learn more —>
Learn more —
Learn more —
Learn more —
Learn more —
Learn more —
Learn more —
Learn more —
Learn more —
Learn more —
Learn more —

Learn more —




What all O365 Groups have in common...

SharePoint stores the files for collab and compliance

Leverage all SharePoint’s doc management functionality
Protection, compliance, DLP

Fxchange mailbox stores the conversations for
compliance

Conversations spool to Exchange for retention, hold and eDiscovery

Additional Office 365 services support the group

Planner for task management
Stream for video sharing

A
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"Flavors” of Office 365 Groups

“Outlook” “Yammer
| f\ - fe\‘
Group Communities”
Conversations Conversations Conversations
happen in happen in happen in
emails channels and Yammer
persistent posts*

chat

*Yammer is not currently in GCC environments A
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L ook familiar?

Office
applications

Content
and
authoring

Microsoft
Teams

,Eversyg?oll Chats, Calls
Pps & Meetings
Services

Bots and
Connectors

“Team | Work”

Plan meetings
and events

J

Share Files

Alex Wilber Ben Walters

Marketing Assistant VP Sales

Bi,k Lidia Holloway Henrietta Mueller :\/./
Product Manager ¥ Marketing Assistant teee
Track tasks

Send and
receive emails

Irvin Sayers P} Miriam Graham

Director / VP Marketing

=)

Chats and
conversations

Social
engagement

A
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The Ha S| C ”Sh 2 p e// Channel: General TABS= Resources to

* (TAB) Conversations Support the Channel

~
£ . il
O a Tea m P . gaAk?)) (?(I):;erence task Planner

CHANNEL = Focus area
& “attention” boundary

Channel: After Hours Channel: Logistics

* (TAB) Conversations

* (TAB) Files

* (TAB) Logistics doc

* (TAB) Rooming worksheet

» (TAB) Conversations
 (TAB) Files
* (TAB) OpenTable Site

Conference
Team

TEAM = Security boundary,
0365 Group membership

Channel: Marketing

m Channel: Meeting
Communication

Management

« (TAB) C ti .
. ETAB; Fi<|)ensversa S » (TAB) Conversations

- (TAB) Fil
« (TAB) Photos DocLib (TAB) Files

. . * (TAB) Meeting OneNote ®
« (TAB) H
(TAB) Hootsuite site - (TAB) Meeting worksheet A
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The "nub” ... in action!

The TEAM  The Team's CHANNELS Channel TABS
/ / /

ravores US-PubSec > Knowledge Channel #* -

q US-PubSec
Conversations  Files AP Wiki AP University  L&L Planner Resources 1more™~ —+

General
July 26, 2018

¢ @

FED Sales i
B 7/26 1:13 PM Edited
Knowledge Channel ‘ fe= . e I e, .
Following Group Emails in Outlook
Hey US-Federal,
Marketing Events (1)
Quick reminder, be sure to "follow" the US-Federal Group in Outlook so you receive emails sent to the distro in your inbox.
You can find instructions HERE or take a look at the screenshot below. Taylor will be sending out important messages via these
See more
Partner Program ?_.: GO Pl B
- aQ SI‘E-.D'I.:J\.\" R P Qw.‘& A

FE mEE | ——
. L
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"Conversations” are at the heart of Team collaboration

P8 Contoso Health > Contoso Health Main Campus # -

Conversations  Files Huddle Planner

« Persistent and threaded

* Full editing canvas for links,
urgency, font and more

« Attach or link files from
desktop, Team or OneDrive

 Additional “message actions’
leveraging Microsoft and 3"
party applications

:‘ Patti Fernandez 5/13 734 PV
it 1
e | IMPORTANT!

The dashboard is showing that the patient infection rates are starting to climb post surgery. Can we meet on this sometime
today?

= Lynne Robbins 2/13 7:34 Pl
Yes - We should definitely meet and come up with a plan to get ahead of this. | will be in the office soon.

&’ Reply

Nestor Wilke 2/13 7:35 PIM
| saw this at the Healthcare summit, really great stuff here:

ﬂ; Berkeley Lean-Healthcare-Design-Forum-Jan262017-Final.pptx

2 replies from Jordan and Nestor
& Reply
I
a- Lynne Robbins 3 7:35 PN \‘ 2
Wednesday Construction Notice
Wednesday there will be maintenance in the main lobby from 3-4. Plan accordingly.

Enrico Cattaneo /12 7:35 PV
S Thanks for the heads up! «&

&' Reply

Start a new conversation. Type @ to mention someone.

@

B 7 U & v A WA Paragraph I, < > : ! 99 aee i

A
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The Difference between Channel Conversations and Chats

Team Conversations Chats

« Threaded « Not threaded

 Visible to all Team  Visible only to those in the chat
members/owners . Uploaded files go into the

» Uploaded files go into the OneDrive of the posterand are
SharePoint folder for the Channel shared with current chat

- Conversation history goes into participants automatically
the Team mailbox for compliance « Chat history goes into the
needs (hidden) participants mailboxes for

- Notifications will be sent to those compliance needs (hidden)
following the Channel + those  Notifications will be sent to
who are @mentioned participants

A
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Teams

Notifications...

Microsoft Teams 4
Teams Y
Your teams

Product Launch aee

Search or type a command

General Posts Files Wiki News -+

General 4* vos

Features In Development 2

Al RaI R S—EEETTIOTE T OT|

e

Launch Campaign X

Contoso News s

Grp_Mktg_My Cool Marketing e

g MOD Administrator has added Miriw

S OD Administrator has created channel Launch Cam

General

Grp_Mktg_AvePointlsAwesome

General
Follow- Up Actions

Matt Compliments
Grp_Mktg_test team 0422

Grp_Mktg_AP Gov Wg,

General
Follow up actions

Post-Mortem

Grp_Mktg_Test Team 0820 aes

Join or create a team @

Channel notification settings

Product Launch > General

All new posts
Notify me every time there is a new post in this channel

Channel mentions
Notify me each time this channel is mentioned

Reset to default

Off v
Banner and feed %

MOD Administrator 11/13 7:11 AM
Anyone else hangry?
thinking pizza at our working lunch...

2 replies from you and Miriam

<« Reply

Start a new conversation. Type @ to mention someone.

Ao ¢ @ [ B O @ -



Having trouble getting users to store files where
they belong?

.. what if you could have proper file storage without changing behavior?

Start a new Attach a

message file




Teams “Files” are really SharePoint files...

4 ﬂ BGLeads
Private group

-+ New ~ 1T Upload ~ ¢ Quickedit £a Sync EE Exportto Excel o

\
A BGleads cee
General Documents
BG Virtual Stand-up O Name v Modified
BT BG Virtual Stand-up July 16
BG-Dev Workshop 2018
BT BG-Dev Workshop May 2018 C... April 24
GTM-Sales BT Field Feedback March 15
BT  General November 17, 2017
Product Strate
Project Tasks BT GTM-Sales August 14, 2017
S P 20 'I 9 BT Product Strategy August 14, 2017
. i BT  Project Tasks 6 days ago
Technical Partnerships
B SP2019 July 3
2 more ¢ ha ne | > BT  Technical Partnerships August 14, 2017 ..
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Tabs: Docs and applications in your Team channels...
General Posts Files Wiki News @

ot

e

ﬂ
Ane ky

et

Add more people

Megan Bowen joined the team.

Add a tab X

Turn your favorite apps and files into tabs at the top of the channel bearch Q

Tabs for your team

IIEENII

oooooo Jira Cloud Planner

a1 [el=]~

Power BI

More tabs

a 0 A '
aP Beesy
) B
Aktivlearn AMION aulaPlaneta BA Insight Beesy

3 Manage apps

*Note: GCC
environments
and private
channels may
have reduced Tab
selection

A




"Mission-ready” scenarios for Teams

Tax Assessor Public Works
Keep the team up to date on assessment Plan and manage projects to ensure
rulings. minimum impact to constituents.
Community Outreach Information Technology
Plan events and marketing information. Drive centralized IT transformation and
Compile feedback and hold reviews with change management IT deployment,
stakeholders. across bureaus and components

o8
Libraries Legislative Branch
Organize schedules and plan events to Collaborate on bills with colleagues and
increase library usage. external stakeholders.

ulle

-

_IR vz

Get guidance on these and other scenarios in the FastTrack Productivity Library

Risk Management

Aggregate and report on data while
conducting risk reviews

e’

Law Enforcement

Post enforcement policy changes and
report on trends and statistics.

©Q

Department of Education

Develop and share educational policies.

A



https://fasttrack.microsoft.com/

e Navigating Teams and Channels
e Creating and participating in
conversations

[)EEFTW(): e Using and managing notifications and

"A day in the life” mentions
with Microsoft | oreeng e

e Creating channels

7%?C7f715 e Document sharing and co-authoring 1in

Channels




iJJ The case for

Share Files “Private Channels”

——\

Ben Walters
P Sales Track tasks

- / Project X
Track tasks h ‘(
i
€ Lidia Holloway [l et Henrletta Mueller
&8 Product Manager m-f Marketin
/

Sendand
receive emails ) f/ \1\
c]_] h ] Irvin Sayers Mmam Graham|
! ' Directc , /P Marketing
== N\
Chatsand < /jj
conversations —
Conversatlons
v

Plan meetings
Management and events
Social

engagement

Share Files

Plan meetings
andevents

Y O
IYI/ Cor%:tions !]J

Share Files

. Alex Wilber




Connect across all levels

Give employees a platform to share opinions and best practices.
Sam uses her tablet to share a customer complaint on Yammer.

Arjun sees the post in his activity feed and suggests a fix for the
customer’s problem.

Sam sends Arjun Praise for the helpful suggestion and shares his post with
Mark over Teams.

Mark shares Arjun’s advice with all his technicians by posting a link in
the factory technicians Teams channel.

A
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Channel "members” and “owners” in private channels

. , Private Channel
A subset of the overall team, P rivate

* Owners
* Members

so PC members/owners
must be Team members

« PC owners do not have to be
Team owners

« External guests can be
members but not PC
Owners

Team/0365 Group

* Owners
* Members

A
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The Sha pe Of a Team Channel: General

 (TAB) Conversations

With p rivate C h a n n e | S g:\k?)) ([I:(iliierence task Planner

a

PRIVATE CHANNEL N Channel: Management Channel: Logistics
Focus/attention AND e N 2 - (TAB) Conversations
security boundary - (1A% Conversations - (TAB) Files

* (TAB) Files

» (TAB) Management OneNote > () (HeElisies e

* (TAB) Rooming worksheet
Conference

Team
TEAM = security boundary,

0365 Group membership
ChcanneI: M.arI:fetmg Channel: Meeting
ommunication Management
- (TAB) C ti .
STANDARD CHANNELS = e + (TAB) Conversations
Focus area & “attention”  (TAB) Photos DocLib " (TAB) Files.
 (TAB) Hootsuite site Y Gatlnfe] QiR bits ®
boundary . * (TAB) Meeting worksheet
©AvePoint, Inc. All rights reserved. Cor TAB) LinkedIn Z1 AvePoint, Inc.



Where does private channel content “live”?

Conversations Files
« Conversations live in the Team  Files stored in a new, automatically
channel provisioned SharePoint site
- Protected by Teams via access to the collection dedicated to the channel
channel « Naming convention to help trace
. “spool” into the mailboxes of private channel site to it's parent Team
channel members for eDiscovery « Special template for the channel-
specific site collection
(TeamChannel#0)

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Does this mean | have to worry about all those new SPO sites?

Teams handles most of the work...

« Teams ensures SPO site members/owners kept in sync with

the PC owners/members
Teams PC member/owner change to SPO= immediate
SPO member/owner changes reverted within 4 hours to Team PC settings

« Teams will also ensure the SPO site for the PC lives and dies
with the PC

PC deletion triggers SP site deletion, restoration of PC = restore of site
Teams triggers restoration of sites if deleted before PC

But SharePoint is still SharePoint...

- Management of explicit SPO permissions outside of SPO
member/owner groups is on you.

« PC site collections are not visible in the SPO admin center
but are discoverable through PowerShell and APIs

A
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e Creating private channels

Demo:

e Private channels and SharePoint

WO/’/(U’?g le-h e Limiting private channels 1n your team
Private Channels




While Teams excels at collaboration within the team...

Email is often the way to Mitigating the email to Teams
converse outside of the Team handoff

* Teams do not show in the GAL by  « Consider Guest Access is appropriate

default, so you cant use them like @  « Enable Teams to show in GAL via
distro list on CC PowerShell
. |ﬂtema| conversations based on Set-UnifiedGroup -Identity “TeamName” -

, ) ) HiddenFromAddresslListsEnabled $false
email received tend to stay in the ) .
. . e Educate users on the "Email a
inbox instead of Teams

Channel” feature

A
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Meeting needs are changing

Our customer'’s employees are more
mobile, increasing remote collaboration

72% of employees will be working remotely by 2020
56% of meetings have at least one remote attendee
1/3 of meetings are 100% virtual in nature

38% of remote attendees join via mobile

u Video is becoming the norm




Unpre d attend | .
R gae GReCES Distractions

No context shared

Are teams getting the most out of meetings?

Lack of follow-through after the meeting

Remote attendees don’t feel included




anaging your meeting lite in Teams...

280 Microsoft Teams

'.__ Calendar

a Eﬂ Today < > March 2020 - April 2020

a8 AM

9 AM

10 AM

11 AM

12 PM

1PM

2 PM

3 PM

30 31

Manday Tuesday

§ Company All Hands

E Mark 8 Project Team / Go to Market Plan Lee' & O3
5 UX Sync

s Mark & Project Team / Design Pradeep Gupta & O

7

TW&bste.Re:uew............
s Mark 8 Project Team / Digital Assets Web

E Lynne Robbins

} 80

§ Social Media Campaign

E Mark & Project Team / Go to Market Plan Lidiz & O

s Core Web Team Sync
E Mark & Project Team / Digital Assets Web Prac B O

§ Market Plan Review §Or‘|line Marketing
SMarkS Project Tez @ & EOnIl’ne Sales and Mai £

5 Mark 8 Project Sync
E Mark & Project Team / Research and Developr 2 O

Search or type a command @

4 Meet now -+ New meeting .

SchedU|e neW meetin%SWorkweek ~

01 02 03

Wednesday Thursday Friday
¥ 5
3 UX Sync 3 UK Sync
s Mark & Project Team / Design Pradeep Gupta 2 O E Mark 8 Project Team / Design Pradeep Gupta B O
3 Wehsita B

Join current meetings

W
s Mark 8 Project Team / Digital Assets Web
3 Lynne Robbins

H

5

N

E Social Media Campaign ESociaI Media Campaign

E Mark 8 Project Team / Go to Market Plan Lidia & O s Mark 8 Project Team / Go to Market Plan Lidia & O
s Core Web Team Sync E Core Web Team Sync

E Mark & Project Team / Digital Assets Web Prac 2 O E Mark 8 Project Team / Digital Assets Web Prac B O

General sync-up
MOD Administrator

§ Market Plan Review
E Mark & Project Team / Go to Market Plan Grac 8 &




Initiating quick and easy ad-hoc meetings...

Search or type a command

et _

Miriam Graham : e -
®0
M e et N O W @ MPORTANT: n Monthly Reports Posts Files Wiki + rg
Regional sales managers, please update your regional reports with your month end -
sales numbers by the 10th! Thank you! & Reply

¢+ Reply

» Evolve naturally from a
new or active
conversation

e Can have Videol aUd|O R —
and screen share

- Easy to invite those i B - - ;

Pradeep Gupta
The sales data model has been updated. You should see updates to your dashboard
in the next hour.

Pradeep Gupta

e The Data Team has added a new Quota page to your team's Power Bl report (found
on the Sales Repert tab of this channel). This is live data pulled in from your regiong
sales reports in this channel's files,

People

. MOD Administrator
fro I I l t h e a Ct I Ve Mﬂ. Crganizer @ to mention someone.
nvite others from conversation (1) B Qe =

conversation as well as
others from the team

e Pradeep Gupta

Suggestions (5)

Invite people to join you 1% Lidia Holloway

@ Johanna Lorenz

0004 oA Chyistie Cline

©AvePoint, Inc. All rig
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Reviewing past meetings: Channel Meetings

Ad hoc or scheduled channel

n Monthly Reports Posts Files Wiki + ® Org

meetings are just another part S ——
of the ongoing conversation...

Pradeep Gupta £/1/19 415 AM
e{;} The Data Team has added a new Quota page to your team's Power Bl report (found
) on the Sales Report tab of this channel). This is live data pulled in from your regional
sales reports in this channel's files.

« Appears in-line with the
conversation thread P

- Includes all chat messages and files
and notes shared during the & Mostng nce 5
meeting

- If recorded, recording and
transcription available for all team =i Sortanen coner o Tpe @ o menion someone
. e Y COBBE & B 9 - =
members to review

< Reply

im e i@ D&
|7y n

A
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Reviewing past meetings: Non-channel meetings

Use the Calendar to access

: @

past meetings... e -
» Includes all chat messages and Q fffffff

files and notes shared during A

the meeting -
- If recorded, recording and gfﬁf:im

transcription available for all @ 1=

team members to review &

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




leams Meetings & Live Events

Scale Structure
M365 Live Events Upto High
25k One Way
QL
-
O
-
V)
Scale
Up to
Teams 250 (300)
M eeti n g S Structure
Low
Collaborative
Scale



DemO e Using “Meet Now”
”A day ll’? i‘he [lfe” e Scheduling a meeting

W[Z'/’] M[C/"OSO]CI_ e Following up on past meetings
leams




Striking the Balance Between Collab and Control

Right-sizing governance for Microsoft Teams



Discussion:

Name your
organizations TOP
T'WQO governance
and mandagement
concerns for Teams

and/or Office 365




What Microsoft
S saying about
leams
governance




Good governance
precedes great
adoption.

Frictionless self-service with
robust IT manageability is an
attainable goal.

So are satisfied users.




Control governance before day one

Who can

Create

Create site
(SharePoint)

Create team
(Teams)

| | Create shared
library (OneDrive)

.

J/

Ve

Create group
(Outlook)

~N

Naming
conventions

Prefix-suffix
|| naming policies,
fixed strings or

user attributes
g J

-

|| Custom blocked
words

Configure

guest access

Ve

|| Manage who can

add guest users

-

N

-

Turn sharing
option on or off

-

J/

a
Turn on or off

guest access to
group files and
OneNote

Configure

—1 external sharing

for SharePoint

Configure

expiry

Set expiration
duration

Choose which

—1 Groups policy will

apply to

-

J/

Set policies

— Retention

— eDiscovery

Data Loss
Prevention

Use of

templates

Teams templates

SharePoint site
designs

Themes

Monitoring

Teams Admin
Center

SharePoint
Admin Center

|| Office 365 admin
center

Office 365

— adoption content

pack

J

—| Groups report

~N




Let's keep it simple...

For collaborative workspaces in O365, customers want to govern:

How are availability,
compliance and
changes over time are
managed

A
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How do |
retain/expire/dispose of
Teams as appropriate

How are Teams
requested, approved
and created




Consideration 1

+  Sprawl
»  Duplication
How leams are + Appropriateness

Born

« (Convention
 (Cataloging

A
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Two (ish) options for group/team creation

- Use native self- - IT creates Teams
service and Groups for
provisioning users

- Trust that users - More control
know best what but less agile and
they need creates IT burden

()]
O
>
| -
()]
0
o=
()]
(V)]
kS,
C
©
(@)
| -
O

BuluoISINOId UBALI(-] |

A
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When considering native selt-service...

mpact on L

Desire/need

You should be thinking about:

ser experience and business agility
to mandate options and settings

What can/can't be adjusted afterwards




Beware of the “they'll figure it out” mindset...

Too often, unassisted provisioning can actually hurt adoption

Create whatever, whenever

Each user has their own ideas of how

Teams should be used
Users are part of more and more

Teams without clear direction
Frustration as it gets harder to keep up on

osts and find your data

Users revert to the old ways of
collaborating

Teams adoption dwindles A

©AvePoint, Inc. All rights reserved. Confidential and proprietary informau < /f AvePoint, Inc.




But don't repeat the mistakes of the past...

' It self-service is disabled...

« You MUST have an alternate strategy

 Legacy, overly manual provisioning processes
will also kill Teams adoption and burden your
operations teams

Automation can provide the “middle way”
« Automation can create sustainable, alternative

provisioning workflows

« Powershell, Power Apps, Power Automate
and/or 3" party applications are options

A
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Microsoft's native tooling to help govern Teams provisioning...

Restricting selt-service Usage Guidelines
creation Link to acceptable use policy etc.
Can restrict creation to select group of users Dyﬂa mic Membershi o,
Set group VISIDI] |’[y Set group membership by AAD attribute
Options for public/private, hidden Nam] ng ru les

membership/group

“"Classification”

Set one ‘classification” per group and have it
displayed on Group page

Prefix/Suffix, blocked words

https.//blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017 !0
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https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

You CAN limit who can create Groups- affects all Group flavors

Plan and Office 365 Group Creation Disabled

Your organization’s global admin has turned off the ability to create new
Plans and Office 365 Groups.

Sorry, the ability to create groups has been turned off by

the person who manages your email.




Classification and Privacy...

Search or type a command

Favorites Richland Hammer Time > General - | s s |

Product Launch

[ = | Conversations  Files Task Plan -+
i Contoso News

®

g -
Teams Wicked Add more people Create more channels

Richland Hammer Time
MOD Administrator 10/24 12:26 PM

General .
Tab conversation has begun.

Other Channel
.c‘ﬁq Task Plan

& Reply

MOD Administrator 10/24 12:26 PM
Hey @Adele Hello

& Reply

MOD Administrator 10/24 12:28 PM

This doc needs attention
Hey @Adele..

G Project tracker1.ods

Start a new conversation. Type @ to mention someone.

Join or create a team e Ay @ © [ o«



Private or Public- What's the impact?

Create your team

Collaborate closely with a group of people inside your organization based on project, initiative, or
common interest. Watch a quick overview

See your organization's guidelines.

Team name

Description

Privacy

Private - Only team owners can add members

Private - Only team owners can add members
Public - Anyone in your organization can join

Org-wide - Everyone in your organization will be automatically added

Cancel




Understanding “Public” content visibility

“

Search or type a command

L

a ; .
el E Contoso News > General - alls

Product Launch
(= |

Conversations  Files Wiki GAO -+

m Contoso News MEIe die SUITE UINYs W yew yulny...
HH General
Teams
" B wicked ‘:
Ak Richland Hammer Time ‘ . L
t] General e ::: X Office 365 see i IS ?
b Other Channel
O
et More
# EDIT LINKS Search this site

Add n

People and Groups  [Contoso News Members o

& MoD Admir

G . . . -
roups New - Actions = Settiggs - View: Detail View =
MOD Ad Contoso News -
0 Tab con Members (0} MName About me Title Department
Contoso News Contoso News
Visitors

Everyone except external users
Contoso News
Owners

@ More...

Get app




Group “Classification”

Create your team

Collaborate closely with a group of people inside your organization based on project, initiative, or
common interest. Watch a quick overview

See your organization's guidelines.

Team name

Description

Privacy

Private - Only team owners can add
Classification allows organization to protect data
based on our policies and standards.

Classification

Pretty Safe Pretty Safe - You know like iffy but still safe

WickedlyPrivate - Probably don't show anyone

Toxic - Don't you DARE!

Create a team using an existing team a

Create a team from an existing Office 365 group

Cancel




Sensitivity Labels for teams, groups and sites

Office 365 Security & Compliance o & 7 Cl’ ed f[ﬂg Z—h e S erns l.tl.\/l.ty
Edit sensitiviy label Labels in Security and

Home
§ s Site and group settings Compliance Center
| Select the settings you want to take effect when this label is applied to an Office 365 group or SharePoint site. Note that
@ Encryption the settings aren't applied to files, so they don't impact downloaded copies of files. Learn more about site and group
Permissions | protection
@ Content marking
Classification | Site and group settings
@ Endpoint data loss prevention aO
Sensitivity labels |
Privacy of Office 365 group-connected team sites
Retention labels Site and group settings
| Private - only members can access the site
Sensitive info types . X
- Auto-labeling for Office apps External users access
Data loss prevention D Let Office 365 group owners add people outside the organization to th What kind of team will this be?

Review your settings

L]

Records managemen t

Unmanaged devices Sensitivity Learn more

@ Allow full access from desktop apps, mobile apps, and the web Internal Workspace @

O Allow limited, web only access Tearns with this sensitivity must be private.
Information governance

O Block access Privacy

N Private

] People need permissin to join

Team creation wizard

https://docs microsoft.com/en-
us/microsoftteams/sensitivity-labels

©AvePoint, Inc. All rights reserved. Confidential and prop
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Using the native "naming policy” for Teams and Groups...

Set the naming policy and custom blocked words

1. Now you can set the prefixes and suffixes. Run the following commands in Azure AD PowerShell:

$Setting["PrefixSuffixNamingRequirement™] = “Grp_[Department]_[GroupName] [Coumtry]

2. Now set the custom blocked words that you want to restrict by typing below. Add your own custom

words that you want:

Limited Prefix/Suffix options

= Fixed text

= AAD properties of the
requestor

$Setting["CustomBlockedWordsList™]="Payroll,CEQ,HR"

3. Save the settings for the new policy to be effective by typing:

Set-AzureADDirectorySetting -Id (Get-AzureADDirectorySetting | where -Propeq
"Group.Unified” -EQ).id -DirectorySetting $Setting

©AvePoint, Inc. Al

= Dept, Company, Office,
State/Province,
Country/Region, Title

Create your team

Collaborate closely with 2 group of people inside your crganization based on propect, initiative, or
commgn interest. Here's a helpful video

{1} The name can't contain HE

Team name

Requires clean AAD

HR

= AAD properties must be
current and complete

GRP HR Sales & Marketing ()

“Blocked” words
= MSFT list
= “Custom list”

A

Private - Only tearm cwrers can add membens




Using the native “Dynamic Membership’ for Teams anc

Groups...

Azure Active Directory admin center

Group

* Group name @

| My Cool Dynamic Group vy |

Group description @

* Membership type @

Dynamic User “ |

Dynamic user members @ S

Add dynamic query

Dynamic membership rules

Add dynamic membership rule
EHuT T Advanced rule

Add users where

department

Equals

Coo Peu::-ple|

Dynamic membership rules

Add dynamic membership rule

WEEN oo

Advanced rule @

{user.department -eq "Cool People”)

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Based on AAD Attributes

= AAD properties drive
membership

= Not based on Security
Group Membership
Requires clean AAD

= AAD properties must be
current and complete




‘AzureADDirectorySetting” Template allows restriction
of self-service group/team creation

Also allows definition of several other options

EX Administrator: Windows PowerShell

C:\windows\system32> Get-AzurefADDirectorySetting

DisplayName Templateld Values

Ir
L= -

PS C:\windows‘\system32> (Get-AzureADDirectorySetting ed777fcb-0844-4ebd-adca-fcdc282dach?) .Values

MName Value

CustomBlockedWordsList

EnableHSStJﬁdaFdBlnckedHGFd5 false

ClassificationDescriptions

DefaultClassification

PrefixSuffixNamingRequirement

AllowGuestsToBeGroupOwner False

AllowGuestsTolAccessGroups True

GuestUsageGuidelinesUrl

GroupCreationAllowedGroupld  319c9@a7-67ad-4bcd-83ad-759508d5dad5s

AllowTolAddGuests True P
UsageGuidelinesUrl A
Classificationlist

EnableGroupCreation



https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide

Also consider...

Additional PROVISIONING ideas from the field

* Guidance to the user for what < Setting guest access/external

to use and when setting per team
* User/Division-level workflows < Metaadata collection for
» Teams "Templates" cataloging your collab
* Approval when necessary workspaces

» More flexible naming policies * Named data owners

A
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Considerations 2

« Day to day administration of

leams
. »  Monitor for Group Usage ana
0”90'.”9 Adoption
Operations . Ensure users aren’t doing

what they shouldn't

« You're old friend hasn't gone
anywhere...

A
©AvePoint, Inc . All rights reserve d. Confidential and propr ietary information of AvePo int, Inc.




Microsoft native tooling to help govern Teams management...

Teams Admin Center

Day to day management of the Teams service with
policies and settings

Usage Reporting

Track and monitor usage and adoption

Audit Reporting

Report on user activity within Microsoft Teams

https.//blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017 !0
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https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

The Teams Admin Center...

o3 Contoso = Microsoft Teams & Skype for Business Admin Center ¢o® 2 (s

Dashboard \ Manage teams \ X1050 Launch Team

Dashboard £ Edit
Teams X1050 Launch Team
Manage teams Privacy
E = Public
% Devices
X1050 Launch Team Mail
&) Locations X I_ X1050LaunchTeam@teamw
orkdemob.onmicrosoft.com
00
cg Users
Meetings
E] Messaging policies
. .
> Vi .
& Voie Channels Settings
Analytics & reports
Org-wide settings
—|— Add team members X Remove 5 Team members /O Search
Display name User name Title Location Role
Q Angela Donohue AngelaD@teamworkdemob.onmicroso...  Sr Product Marketing Manager - Member e
@ Christian Schacht ChristianS@teamworkdemob.onmicros...  Sr Product Marketing Manager = Member N7
‘ Heidi Gloudem... HeidiG@teamworkdemob.onmicrosoft.... - - Owner e
ﬂ Jeff Teper JeffT@teamworkdemob.onmicrosoft.co... - = Member ~

=d — — - ——— - - — —
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onitoring for adoption and usage

Select a report v

Office 365

Activations

7 days 30 days 90 days

Active users

Office 365 groups activity
Exchange

Email activity B Exchange ® OneDrive

Email app usage

Mailbox usage
OneDrive

OneDrive activity

OneDrive usage

Help

180 days

SharePoint ® Skype for Business ® Yammer B Microsoft Teams

SharePoint
SharePoint activity 1/3/2018
o ~ ~ ~ s ~ Exch : 0 N A A
SharePoint site usage *e arlwgel T
OneDrive: 0 11912018
Skype for Business @ SharePoint:
Yammer: 0

Skype for Business activity Microsoft Teams: 0

Skype for Business peer-to-peer activity

Skype for Business conference organizer activity OneDrive files
Skype for Business conference participant activity . 2 99

Skype for Business device usage
Yammer

Yammer activity

W storage used

Yammer device usage 502.36MB

Yammer groups activity 502.36MB 400
Microsoft Teams 502.35MB 350
Microsoft Teams user activity 502.35MB 300
Microsoft Teams device usage 502.34MB 250
502.34MB 200

v 502.33MB 150

E}Sharepoint files
3.3K

Skype for Business

0.4% 4 activity

B viewed or edited M Files synced
Shared internally
W Shared externally

Looks like no one is using this product
yet

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




onitoring for adoption and usage

Select a report v

Office 365

Activations

7 days 30 days 90 days

Active users

Office 365 groups activity
Exchange

Email activity B Exchange ® OneDrive

Email app usage

Mailbox usage
OneDrive

OneDrive activity

OneDrive usage

Help

180 days

SharePoint ® Skype for Business ® Yammer B Microsoft Teams

SharePoint
SharePoint activity 1/3/2018
o ~ ~ ~ s ~ Exch : 0 N A A
SharePoint site usage *e arlwgel T
OneDrive: 0 11912018
Skype for Business @ SharePoint:
Yammer: 0

Skype for Business activity Microsoft Teams: 0

Skype for Business peer-to-peer activity

Skype for Business conference organizer activity OneDrive files
Skype for Business conference participant activity . 2 99

Skype for Business device usage
Yammer

Yammer activity

W storage used

Yammer device usage 502.36MB

Yammer groups activity 502.36MB 400
Microsoft Teams 502.35MB 350
Microsoft Teams user activity 502.35MB 300
Microsoft Teams device usage 502.34MB 250
502.34MB 200

v 502.33MB 150

E}Sharepoint files
3.3K

Skype for Business

0.4% 4 activity

B viewed or edited M Files synced
Shared internally
W Shared externally

Looks like no one is using this product
yet
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Monitoring for adoption and usage

Office 365

Admin center

# B X B

g K S © o© o

Home > Usage > Microsoft Teams user activity

Microsoft Teams user activity v Help

7 days 30 days 90 days 180 days
Activity  Users
Number of activities by type
1.2 4
1
0.8 4
0.6 -
0.4 4
0.2
0
1/14/2018 111512018 1/16/2018 117/2018 1/18/2018
B Channel messages ® Chat messages ® Calls ® Meetings
Details
Username = Lastactivity date (UTC) =  Channel messages =  Chat messages = Calls

Monday, September 25,

admin@odemo.me 2017 0 0
AdeleV@odemo.me Tuesday, August 22, 2017 0 0
PradeepG@odemo.me 0 0
b LidiaH@odemo.me 0 0
ChristieC@odemo.me 0 0
HenriettaM@odemo.me 0 0
Jonis@odemo.me 0 0

1/19/2018

Data as of: 1/20/2018 (UTQ)

 Export

1/20/2018

¥ Export

Meetings
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O

Audit reporting for Teams...

Office 365 Security & Compliance

Permissions

Classifications

Data loss prevention

Data governance

Threat management

Search & investigation

Content search

Audit log search

eDiscovery

O O [0  MOD Administrator @

Home > Audit log search

Audit log search
Need to find out if a user deleted a document or if an admin reset someone's password? Search the Office 365 audit log to find out what the users and admins in your organization have been doing. You'll be

able to find activity related to email, groups, documents, permissions, directory services, and much more. Learn more about searching the audit log

Search Results

Aclivities Date ~ IP address User Activity Item Detail

Show results for all activities ~

Run a search to view results

x Clear all to show results for all activities

teams

Microsoft Teams activities
User signed in to Teams /

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Limited detail currently
= User sign-ins
= No “Team” centric pivots
= Check "Group” activities
for more actions
Non-admins allowed

= Set permissions in Sec &
Compliance center




Your old friend still needs to be dealt with...

SharePomt




e Exploring the Teams Admin Center

[)EEFYWC): e Managing Teams

(:)f?é]()[f}é] e Configuring Meeting and Messaging
management of
leams

Policies

e Setting App Permissions and Policies




Teams “policies & settings”

Policies

« A collection of configuration settings
« Applied to some or all users
« Examples: messaging policy, meeting policy, voice policy, etc.

Settings

A collection of configuration settings.
« Generally grouped by modality.
« Per tenant only.
Examples: guest, federation, audio conferencing, etc.

A
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Powershel
eXPerts Ca
get me
Permissions
Reports. But,
hey don't tell
me the whole
Story...

N

A B c D E F G

Path [+ ]Title/Name | *|Level | ~|Usemame | ~ | Display Name |+ | E-mail | ~| Account Type
F o ST £l T PE e :

hitp:/fintranet/demolSales/Shared Documents/North East Invoices/Migration and Tagaging. pptx |Migration and Tagging.pptx Itemn i:0#.wlave'\mary.preston Mary Preston mary.preston@ave.com User
http:/iintranet/demolSales/Shared Documents/North East Invoices/Migration and Tagging. pptx Migration and Tagging.pptx Itern i:0#.wlave'susan.adams Susan Adams susan.adams@ave.com User
http:/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration and Tagging. pptx Migration and Tagging.pptx Itemn i:0#.wlave\simon.chen Simon Chen User
hitp:/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration and Tagging. pptx Migration and Tagging.pptx Itemn i:0#.wlave'ben.miller Ben Miller User
hitp:/iintranet/demo/Sales/Shared Documents/North East Invoices/Migration and Tagging.pptx Migration and Tagging.pptx Item i:0#.wlave\chris.turner Chris Turner User
hitp:/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration and Tagging.pptx Migration and Tagging.pptx Item i:0#.wlavewojciech.gajda YWojciech Gajda Wojciech.Gajda@ave.com User
hitp:/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration and Tagging pptx Migration and Tagging pptx ltam i:0# wlaveljulie mccoy Julie McCoy julie.mccoy@ave com User
http:/lintranet/demo/Sales/Shared Documents/North East Invoices/Migration and Tagging pptx Migration and Tagging pptx Itam i:0# wlave\jericho.ren Jericho Ren User
http:/intranet/demo/HR/Shared Documents/GA Slide_pptx GA Slide pptx Itam i:0# wlave'warren villanueva ‘Warren Villanueva warren.villanueva@ave.com User
http:/fintranet/demo/HR/Shared Documents/GA Slide.pptx GA Slide.pptx Itemn i:0#.w|ave\brian.goldstein Brian Goldstein Brian.Goldstein@ave.com User
http:/fintranet/demo/HR/Shared Documents/GA Slide.pptx GA Slide.pptx Itemn HR Owners HR Owners SharePoint Group
http:/iintranet/demo/HR/Shared Documents/GA Slide.pptx GA Slide.pptx Itern i:0#.wlave'susan.adams Susan Adams susan.adams@ave.com User
http:/fintranet/demo/HR/Shared Documents/GA Slide.pptx GA Slide.pptx Itemn i:0#.wlavelaura.callahan Laura Callahan User
hitp:/fintranet/demo/HR/Shared Documents/GA Slide.pptx GA Slide.pptx Itemn i:0#.wlave'ben.miller Ben Miller User
hitp:/iintranet/demo/HR/Shared Documents/GA Slide.pptx GA Slide.pptx Item i:0%.wlavelray hill Ray Hill ray.hill@ave.com User
hitp:/fintranet/demo/HR/Shared Documents/GA Slide.pptx GA Slide.pptx Item i:0#.wlave'\frank wilson Frank Wilson User
hitp-/fintranet/demo/HR/Shared Documents/GA Slide pptx GA Slide pptx ltam i:0# wlave\daniel attardi Daniel Attardi Daniel Attardi@ave.com User
http:/intranet/demo/HR/Shared Documents/GA Slide_pptx GA Slide pptx Itam i:0# wlave\jericho.ren Jericho Ren User
http:/fintranet/demo/C-SDemo/_catalogsiusers User Information List List i:0#.wlave\daniel attardi Daniel Attardi Daniel. Attardi@ave.com User
http:/fintranet/demo/InformationTechnology/Project Documents/GASubSiteDirectory. wsp GASubSiteDirectory.wsp Itemn i:0#.wlave'warren.villanueva Warren Villanueva warren.villanueva@ave.com User
http:/iintranet/demo/InformationTechnology/Project Documents/GASubSiteDirectory. wsp GASubSiteDirectory.wsp Itern c:0(.sltrue Everyone Domain Group
http:/fintranet/demo/InformationTechnology/Project Documents/GASubSiteDirectory. wsp GASubSiteDirectory.wsp Itemn i:0#.wlave'da_admin DA_Admin User
hitp:/fintranet/demo/InformationTechnology/Project Documents/GASubSiteDirectory. wsp GASubSiteDirectory.wsp Itemn i:0#.wint authority\system NT AUTHORITY\system User
hitp:/lextranet/sites/HR/Lists/ TaxonomyHiddenList TaxonomyHiddenList List c.0(sltrue Everyone Domain Group
hitp:/fintranet/demo/InformationTechnology/Project Documents/AvePeint File Share Navigater vs Connect AvePoint File Share Navigator vs C ltem i:0#.wlave'warren.villanueva Warren Villanueva warren.villanueva@ave.com User
hitp-/fintranet/demo/InformationTechnology/Project Documents/AvePoint File Share Navigator vs Connect AvePoint File Share Navigator vs C ltem c:0( sltrue Everyone Domain Group
http:/iintranet/demol/InformationTechnology/Project Decuments/AvePoint File Share Navigator vs Connect AvePaint File Share Navigator vs C ltem i:0# wlave'da_admin DA_Admin User
http:/intranet/demol/InformationTechnology/Project Documents/AvePoint File Share Navigator vs Connect AvePaint File Share Navigator vs C ltem i:0# wint authority\system NT AUTHORITY\system User
http:/lave2013prodwie:7777/sites/Powell_Industries/Lists/TaxonomyHiddenList TaxonomyHiddenList List c:0(.sltrue Everyone Domain Group
http:/fintranet/demo/Archivelistlitems Archivelistlitems Site i:0#.wlave'warren.villanueva Warren Villanueva warren.villanueva@ave.com User
http:/iintranet/demo/Archivelistlitems Archivelistlitems Site Excel Services Viewers Excel Services Viewers SharePoint Group
http:/fintranet/demo/Archivelistlitems Archivelistlitems Site Archivelistliterns Owners Archivelistliterns Owners SharePoint Group
hitp:/fintranet/demo/ArchiveLlistlitems Archivelistlitems Site Archivelistliterns Visitors Archivelistliterns Visitors SharePoint Group
hitp:/iintranet/demo/ArchiveListlitems ArchivelListlitems Site Archivelistlitems Members Archivelistlitems Members SharePoint Group
hitp:/fintranet/demo/InformationTechnology/Notification Pages Notification List List i:0#.wlave'warren.villanueva Warren Villanueva warren.villanueva@ave.com User
hitp:/fintranet/demo/InformationTechnology/Notification Pages Notification List List i:0# wlave'ben.miller Ben Miller Ben Miller@ave com User
http:/intranet/demol/InformationTechnology/Notification Pages Naotification List List InformationTechnology Owners InformationTechnology Owners SharePoint Group

hitn-lintranatidamallnfarmatinn Tachnnlam K atifirotinn Danas
1

M ntificatinn | ict

Iict

i-N# wlavalhnira wauna

Rrrs Wawna

How do | prioritize? Anything
sensitive in the files and sites?
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Labels give
some
insight...

Sensitivity Is
indexed in E3.
Scripting gets you
access. But any

action requires
ES

DLP policy matches

Show data for All policy matches ¥ | Break down by Services ¥ ..

40

20
°

11/03

1104

1108

1106

"oy 11708

Y Filters

Totd O Exchange SharePoint O OneDrive for Business

1o

/‘>

Date Rule Itemn Last modified by Sensitive Information Sensitive Information count Severity Action
2016-11-03T02:56:04 High Volume of Content.., 2015 Employee Roster.xlsx sarad@contos,.. Credit Card Number 7 Low GenerateincidentReport
2016-11-03702:56:05 High Volume of Content... 2016-Q1 Expense Accoun... sarad@contos... Credit Card Number 3 Low NotifyUser
2016-11-03702:56:06 High Volume of Content... 2016-Q2 Expense ACCOun... sarad@contos... Credit Card Number 4 Low

2016-11-03702:56:07 High Volume of Content.., 2016-Q3 Expense Accoun.,, admin@conto.., Credit Card Number 2 Low SetAuditSeveritylow
2016-11-03702:56:08 High Volume of Content... Company Picnic.xdsx janed@conto... Credit Card Number 21 High NotifyUser
2016-11-03702:56:09 High Volume of Content... Expenses-QR1-2016.pptx janed@conto... Credit Card Number 14 High

2016-11-03702:56:10 High Volume of Content... New item Order Form 20... janed@conto... Credit Card Number 8 High SetAuditSeveritylow
2016-11-03T02:56:13 High Volume of Content... New item Order Form 20... janed@conto... Credit Card Number 12 High GenerateincidentReport
2016-11-03702:56:14 High Volume of Content... New item Order Form 20, janed@conto... Credit Card Number 18 High NotfyUser

.. but must aggregate with permissions for a
better picture. And, has it been accessed?
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- Retention and Sensitivity Labels

L ock files
based on
sensitivity.

Home = Retention labels

Labels Label policies

‘When published, labels appear in your users’ apps. such as Outlook, SharePoint, and OneDrive. When a label is applied to email or docs (automatically or by the user), the content is retained based on the settings
labels that retain content for a certain time or ones that simply delste content when it reaches a certain age. Learn more about retention labels

Permissions a
~+ Create a label ‘ 52 Publish labels ‘ < Auto-apply 2 label ‘ ‘ () Refresh ‘ Search
Classification
|:| Name Created by Retention period Last modified ™
Sensitivity labels
|:| Pll Retention Policy Megan Bowen 7 years September 11, 2019
Retention labels
o |:| Confidential Megan Bowen 7 years September 11, 2019
Sensitive info types
° .
: |:| Product Retired Megan Bowen 10 years September 11, 2019
Data loss prevention
|:| Private Megan Bowen 5 years September 11, 2019
Records management
° .
|:| Public Megan Bowen 5 years September 11, 2019
Information governance
|:| Employee Records Megan Bowen Forever September 11, 2019
: 3 E ! Supervision
O |:| Medical Records Retention Policy Megan Bowen 7 years September 11, 2019
S Threat management |:| Personal Financial PII Megan Bowen 3 years September 11, 2019

Mail flow

Data privacy
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Finding sensitive information in M365 (E3

DLP Policy Rule One

Name Conditions Exceptions Actions User notifications User overrides Incident reports Options

We'll apply this policy to content that matches these conditions.
Content contains X
Any of these ¥

Sensitive info type Instance count Match accuracy

min max min max

U.S. Bank Account Number 1 any 75 100 X
U.S. Driver's License Number 1 any 75 100 X
U.5. Individual Taxpayer |dentification Number (ITIN) 1 any 75 100 X
IS, Social Security Number (S5M) 1 any 75 100 X

Add -

b Add group

‘

Content is shared

only with people inside my organization ¥

_ - - e, Teams chat qr channel message, or shared in a SharePoint or OneDrive document.
only with people inside my organization

with people outside my organization

 Add a condition ~

Notifications for internal or
external sharinc

DLP Policies allow for
notifications, as well as
visibility into where sensitive
content exists.

DLP policy matches

Use data loss prevention (DLP) policies to help identify and protect your organization's sensitive information. For example you can set up policies to
help make sure information in email and docs isn't shared with the wrong people.

t-Create schedule T Explore & Request report IE View details table ¥ Filters
Show data for Al policies Vv Break downby Services Vv
. Total O Exchange SharePoint () OneDrive for Business
600
A Iy A
A insiay vy 20,300
Totst 318 A
200 #* Exchange 0
SharePoint 96
+ OneDrive for Business: 222
O O © o o Qe -0
0529 0%/3¢ osn 06,01 0602 06/03 % 04
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Audit log search

] Need to find out if a user deleted a document or if an admin reset someone’s password? Search the Office 365 audit log to find out what the users and admins in your organization have been doing. You'll

be able to find activity related to email, groups, documents, permissions, directory services, and much more. Learn more about searching the audit log

° (] °
A| |d |t aCthlty Search S Clear Results 150 results found (More items available, scroll down to see more)

Activities Date ¥ IP address User Activity Item Save loaded results
. Show results for all activities 2018-06-20 09:21:36 j User signed in to Tea... Windows (27/1.0.0.20.. Downloadgll results
0
| Start date 2018-06-20 09:14:13 ¢ User signed into Tea... windows (27/1.0.0.20...
2018-06-15 = 00:00 T
O 2018-06-20 08:51:38 236 j Accessed file Allltems.aspx Accessed from “Share...
e aV|Or aS —
= 2018-06-20 08:51:14 236 E . Userloggedin 00000002-0000-00040...,
2018-06-21 00:00 v
d 2018-06-20 08:46:23 .5 ¢ SearchQueryPerformed  5a404152-b318-4993..
Users
O C C u rre o o o .

Show results for all users 2018-06-20 08:44:24 236 j Accessed file FreshPaint-7-2016.03.... Accessed from "Docu...

File, folder, or site (D

2018-06-20 08:44:23 236 j Accessed file FreshPaint-6-2015.12.... Accessed from “Docu...
Add all or part of a file name, folder name,
or URL.
2018-06-20 08:31:37 236 j UserLoggedin 00000002-0000-0000...
= 2018-06-20 08:31:26 236 j UserLoggedin 0f698dd4-f011-4d23-..
2018-06-20 08:31:25 236 i UserLoggedin 00000002-0000-0ff1-...
+ New alert policy
2018-06-20 08:31:25 236 j UserLoggedin Unknown
2018-06-20 08:31:20 236 j UserLoggedin 00000002-0000-0000...
2018-06-20 08:27:59 236 j Accessed file Allltems.aspx Accessed from "Share._.

..but that's a lot of logs to sort through!
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Who has access...Sharing is easy!

A

Anonymous Links (external too!)‘ﬁ‘

he would you e this fink to worlcfor Usual |y disa bled, but hlg h risk if it's not!
. Anyone with the link ® /] 1l
@ People in AvePoint with the E\/eryOne exce pt eXterna |

link

Super common in migration environments (it's just easier!)

Implicit permissions from big groups

Just who is in “PMRequest” anyway?
Explicit people hiding in the wings

Broken inheritance is the norm in Office Apps + Teams!

A
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Also consider...

Additional MANAGEMENT ideas from the field

* Catalog/Inventory reporting
* Recertification and renewal

* Setting and enforcing Policies
at the workspace level

* "Right-sized" governance
packages for specific needs
and divisions

* Offline retention
* Additional Team and item

evel recovery options
Delegated administration

tools and reporting

A
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Consideration 3

Retention,
Expiration ana ° OW G
Disposition . OW C

O
O

« How do | know when a
Group should be expirec

/1

get rid of it “safely
make sure

information management
nolicies are enforced?

A
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Microsoft native tooling to help govern Teams lifecycle...

Team "Archiving”

Removes Team from user’s lists of active Teams
Puts Team conversations and files into “read only”
Can be reversed by a Team owner

Soft Delete

Recover deleted Teams and Groups

Group Expiration

Require owners to confirm their Group is still active and relevant periodically

Retention and expiration of content

Records management and content compliance policies

A
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Understanding “archived” Teams

Microsoft Teams Search or type a command

Favorites

. test123

Want an even faster, more collaborative experience? Download the desktop app.

oo+

Manage teams g8 Create a team

Product Launch

Teams @ TestTeam Search teams Q

B contoso News ~ Active (6)

Name Description Membership People Type
Exec Chatter
) ) @ Big Wigs A casual forum for senior leadership. Owner s 9 & * ..
Big Wigs .o
General m Contoso News Company News Channel ... everything you need to know ... ~ Owner 23 24 @ *
My Other Channel
Exec Chatter Exec Chatter Owner 25 2 & * ...
. Product Launch A collaboration area for the Product Launch team. Owner &35 11 [s=:) * oo
Test Team Test Team Owner B Manage team sos
Want to archive "DC Posse"? test123 rect123 o~ B Add channel ﬂj
o+
This will freeze all team activity, but you'll still able to add or remove members and < Add members
update roles. Go to Manage teams to restore the team. Archived (1) 9t Leave the team
Name Description Membership ¢ Edit team
D Make the sharepoint site read-only for teamkémbers :
ﬂ DC Posse DC Posse Owner o Get link to team
= Archive Team

[ Delete the team

+

88 Join or create a team ol
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Group expiration helps prune old Teams

Dashboard
= All services
% FAVORITES
B Azure Active Directory

& users

& Enterprise applications

T ———————— 9/10/2017

Azure Active Directory admin center T 0

lan.Anderson@avepoint...
AVEPOINT ATS DEV <

& Dashboard > AvePoint ATS Dev > Groups

£33 Groups | Expiration X
AvePaint ATS Dev - Azure Active Directory
« E| save X Discard o=
& Al groups Action Required: Renew your Office 365 group

Renewal notifications are emailed to group ewners 30 days, 15 days, and one day prior
emails. If a group is not renewed, it is deleted along with its associated content from sou

£8 Deleted groups

X Diagnose and solve problems o msonlineservicesteam@microsoftonline.com & 9 Replyall |V
Group lifetime (in days) * @ 180 N
Yesterday, 3:20 PM

Settings v

9 Email contact for groups with no owners *| administrator@avepointats-dev.com MOD Administrator v
@ General 0]

Expiration irati i
& exp ;r::lljlliex@plrat\on for these Microsoft 365 All Selected m Your Office 365 group 'test’ expires in 30 day(s)
& Naming policy
Activity
S8 privileged access groups (Praview)
I= Access reviews
Audit logs
test

o4 Bulk operation results

Troubleshooting + Support

& New support request
skl

A If you don't renew, the group and its related content from Teams, Planner, Yammer, Sharepoint, Outlook, etc. will be deleted on

Microsoft Corporation, One Microsoft Way, Redmond WA, 98052 | Privacy Statement
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"Soft Delete” allows whole-hog recovery of
deleted O365 Groups

© admin@odemo.me ©

Azure Active Directory admin center
CONTOSO
« Dashboard > Contoso > Groups - Deleted groups
[E] Dashboard O Groups - Deleted groups X
Contoso - Azure Active Directory
= All services
« li] Delete permanently || Restore group ) Refresh == Columns
J FAVORITES 2 All groups
». Azure Active Directory 25 Deleted groups
e o This experience is exclusive to Office 365 groups. 30 days after original deletion, groups are permanently deleted.
7y e #{ Diagnose and solve problems
EEE Enterprise applications .
Settings |/O Search groups
3 General Name Membership Type Deletion date Permanent deletion date
€23 Expiration I Test Team US Assigned 2/25/2020, 11:38:45 PM 3/27/2020, 12:38:45 AM

e Naming policy

Activity

— Access reviews

Audit logs

<= Bulk operation results (Preview)
Troubleshooting + Support

2 New support request
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What about retention of content within Teams, Groups
and Sites?

0365 ‘Advanced Data Governance” can handle retention/expiration

*  Email \ 0365 Information

/ * T11chats p . |
%o *  Group chats rotection tools
T l. — — * Channel messages

= eDiscovery
Microsoft Chat 0365

* Compliance content
search
* Archive

/ » Retention
* Audit Logs

* |egal Hold
Teams service substrate

= SharePoint Files

=  OneNote @
= OneDrive for Business




Teams

o q Channel
Conversations

Chat

_’_] Conversation
— Attachments

_ / ? Private/Group
Conversations

L _| Conversation

=|" Attachments

L

Calls

Voicemalil

@ Recordings

Meetings

[ ? Meeting
Conversations

:] Meeting
= Attachments *.

L @8, Meeting
‘ Recordings ’>
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Anatomy of
Key
Informationin
Teams




Teams

- q Channel
Conversations

Chat

;] Conversation
= Attachments

/ } Private/Group
Conversations

L _| Conversation

=|" Attachments

L

Calls

Voicemalil

@ Recordings

Meetings

£ ? Meeting
Conversations

=—] Meeting
= Attachments *

A . Meeting
L Recordings ’>
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Conversationsare journaled
in Outlook

This can be searched and
addressed in the Compliance
Center

But document and file
and attachment content
is split across different
sites in SharePoint and
OneDrive

How can we manage all
the content generated
from here?




o q Channel G
. .
;.; Conversations
Teams ;] Conversation * ., What about Private
=|' Attachments Channels?

/ } Private/Group

a Conversations
Chat _'_] Conversation
=|" Attachments

@ Voicemail
‘ I Recordings
Calls .
4 ? Meeting
Conversations
;] Meeting
g = Attachments

Meetings A . Meeting
AN Recordings
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Using Retention Policies for Teams

Office 365 Security & Compliance

Create a policy to retain what you . . . .
want and get rid of what you Decide if you want to retain content, delete it, or both
don't.

)
L

Do you want to retain content?

. Name your policy @ Yes, | want to retain it (7)

| For this long.. ¥ | 7 H years

Settings

Retain the content based on| when it was Create a policy to retain what you

want and get rid of what you Choose locations

@ Choose locations

Do you want us to delete it after this time?
O Yes @ No

. Review your settings O Ne, just delete content that's older than 0] . Name your policy

@ ﬂi Office 365 groups

. Settings

Need more options?
@ Choose locations

O Use advanced retention settings ®

@ @ Skype for Business

Review your settings

@ EE Exchange public folders

@@ EB Teams channel messages All None

Choose teams Exclude teams

-3 Eﬁ Teams chats All None

Choose users Exclude users

©AvePoint, Inc. All rights reserved. Co

Cancel




Understanding O365 “Retention Labels”

Office 365 Security & Compliance

Create a label to help users classify i
their content. Label settin gs

Name your label

When this label is applied to content...
File plan descriptors
@ Retain the content o

@ Label settings | Forthislong... v || 7 H years . )
|& Share @ Copylink & Download [i] Delete o Flow ~ -3 Pintotop [§ Moveto [} Copyto ¢ Rename - 1selected X ¥ @
What do you want to do after this time? ~
Review your settings O Delete the content automatically. (7) | Test Doc.rtf
O Trigger a disposition review. (7 DOCU me ntS s
@ Nothing. Leave the content as is. 0]
) . *
O Don't retain the content. Just delete it if it's D Name Modified Modified By Sign-off status Name
Test Doc.rtf
BT  General September 25, 2017 MOD Administrator
Apply label
Retain or delete the content based on| when it BT HBIStuff September 11 MOD Administrator
High Business Impact (HBI) }iv
B8 My Other Channel September 25, 2017 MOD Administrator None -
Label classification Clear the label
[ Use label to classify content as a "Record” G D 2018-01-24_17-11-17.png April 16 MOD Administrator
High Business Impact (HBI)
(] & Test Doc.rtf August 23, 2017 Adele Vance Retain for 7 years

Low Business Impact (LBI)

B Medium Business Impact (MBI)

Retain for 3 years

My New Label

Test Label 2
Retain for 22 years
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Also consider...

Additional LIFECYCLE ideas from the field

* Periodic renewal/recertification

* Managed de-provisioning workflows
* Offline archiving

* Data export

A
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Getting Started... or Starting Again!

Driving sustainable adoption of Microsoft Teams and Office 365



Discussion:

Name your
organizations TOP
[TWO concerns or
blockers for Teams
adoption




Tune into the messages coming from the mother
ship and get insight to ...

How Microsoft is THINKING

« User Voice: https://office365.uservoice.com/

What Microsoft (and others) are SAYING

Ignite On-Demand Sessions: https://myignite.techcommunity.microsoft.com/videos
Tech Community https://techcommunity.microsoft.com/

Microsoft 365 Roadmap (https://www.microsoft.com/en-us/microsoft-
365/roadmap?rtc=18&filters=)

What Microsoft is DOING

0365 Message Center: https://admin.microsoft.com/AdminPortal/Home#/MessageCenter

A
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https://office365.uservoice.com/
https://myignite.techcommunity.microsoft.com/videos
https://techcommunity.microsoft.com/
https://www.microsoft.com/en-us/microsoft-365/roadmap?rtc=1&filters=
https://admin.microsoft.com/AdminPortal/Home

X O > 0 B

GET TO KNOW the Message Center!

Home

Users

Groups

Billing

Customize navigation

+ Show all

https://docs.microsoft.com/en-us/office365/admin/manage/message-

Microsoft 365 admin center

Contoso

Message center

Each message gives you a high-level overview of a planned change and how it may affect your users, and links out to m

All active messages  High importance  Unread messages  Dismissed messages

1 Dismiss

£ Mark as unread |2 Share

Message title

New Feature: Add participants to Teams Meeting chat

Fluid Framework Preview

New Feature: Sensitivity Labels for Teams

New Feature: Private Channels

New Feature: Microsoft Teams - Meet Now

center?WT.mc_id=365AdminCSH&view=0365-worldwide

New Feature: Private Channels

MC194794, Stay Informed, Published date: Nov 4, 2019

@ =B 4 &
We'll soon begin rolling out private channels in Teams that allow focused private
collaboration within a team.

* We'll be gradually rolling out this feature beginning November 6, 2019.
o We'll complete the rollout by the end of November.

This message is associated with Microsoft 365 Roadmap ID 50588.

Admin roles that don't have access to the Message center

¢ Compliance administrator

* Conditional access administrator

¢ Customer LockBox access approver
¢ Device administrators

e Directory readers

e Directory synchronization accounts
e Directory writers

® Intune service administrator

* Privileged role administrator

® Reports reader
T —

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Edit Message center preferences

Which messages do you want to see in Message center?

N Services

B3 Microsoft Exchange mmj o
Kaizala | g

® Skype for Business -I On
Microsoft Flow maj o
Flow in Microsoft 365 -I On

B Microsoft Tearns -I On

D Mobile Device Management for Office 365 -I On

More

' Labels

Not Labeled maj o

Data Privacy mj o

Would you like to receive email communication?

Choose whether you'd like us to email you a weekly digest or notify you
when a major update or data privacy breach message is published

Send a weekly email digest of my messages -I On
Send me emails for major updates | g
Send me emails for data privacy messages mj o

Primary email address

admin@odemo.me

Other email addresses

john.peluso@avepaint.com

Please enter up to 2 email addresses, separated by a semicolon

Note: We may occasionally notify you about important updates that aren't
covered by these settings




Setting up your “pilot” groups...

Recommendations

« > 300 user orgs should consider
having only a subset of users on
“targeted” release

 Target for “target” should be IT
AND power users across depts

 Use this group for 0365, Desktop
and Application evaluation

f AvePoint, Inc.
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Equipping your pilot groups

Contoso

e Technology steps

(ORefresh @ Reset password % Assigntogroup [7] Manage product licenses S Manage roles (@ Manage email aliases Change photo

a

Display name Username Licenses

.
@  Adele Vance H AdeleV@M365x758837. OnMicrosaft.com Office 365 ES, Enterprise Mobility + Security ES Account  Devices  Licensesand Apps  Mail  OneDrive [ ) Set re | ea Se rl l l g p re e re I I ‘ e S
Alex Wilber t AmW@MIGST58837.0nMicrosaft.com Office 365 ES, Enterprise Mobilty + Security S
Select location *
Allan Deyoung AllanD@M3E5x758537. OnMicrosoft.com Office 365 ES, Enterprise Mobilty + Security ES United States R [ ] e l I Se r— eve a p p a ‘ ( e SS
Bianca Pisani BiancaP@M365x758837.onmecrosoft.com Unlicensed
Brian Johnson (TAILSPIN) ¢ Brian)@M365KT5BE37.onmicrosot.com Unlicensed Licenses (5) ~ .
Cameron White : CameronW@M3E5x75883 onmicrosoft.com Unlicensed B enterprize Mobiliey + Securlty &5
2 of 26 licenses available:
istie Cli wistieCQ 7S 7 o s, i y + Secur Mi Free
Christie Cline ChristieC@M365x758837 OnMicrosoft. com Office 365 ES, Enterpnse Mobility + Security ES I:I 9998 of 10000 licenses availsble
Conf Room Adams Adams@M365x758837.onmicrosoft.com Unlicensed [] offceseses

24 of 25 licenses available

o « Establish communication/feedback

‘Windows 10 Enterprise E3

g

Conf Room Crystal H Crystal@M365x758637.onmicrosoft.com Unlicensed 23 of 25 licenses available . .
SN B — - strate gy ( [eams Is a pe rfect vehicl e)
~
Conf Room Rainier Rainier@M365x758837.onmicrosoft com Unlicensed Apps (39) . .
S— - Establish an education Strategy
Conf Room Stevens i Stevens@MB365x758837.onmicrosoft.com Unlicensed
All licenses A

Debra Berger : DebraB@M365x758837.OnMicrosaft.com Office 365 E5, Enterprise Mobility + Security 5 . . .
Audio Conferencing
Office 365 ES I r I I
Delia Dennis DeliaD@M365x758837.onmicrosoft.com Unlicensed

Azure Active Directory Premium P1

Enterprise Mobility + Security £5

i B DiegaS@M365x758837.0nM fts Office 365 ES, Entery Mobility + Se ES
Diego Siciliani liega! N nMicrosaft.com ice S, Enterprise Mobility + Security n Azure Active Directory Premium P2
Enterprise Mobility + Security £5

Emily Braun EmityB@M365x758837 OnMicrosoft.com Office 365 ES, Enterprise Mobility + Security E5

‘Azure Advanced Threat Protection

https://www.microsoft.com/en-us/microsoft-
365/success/champions
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https://www.microsoft.com/en-us/microsoft-365/success/champions

.0 .9
A Best-Practice LA G20

A p p Foac h tO Q Employee External
Information

| o

L |
. 7,) Intranet Portal My Profile |
AFC h IteCtU re a nd — * Latest news and events  Contact Info :
) * Latest policies, procedures, and forms "« Profile Pic |
KﬂOWl ed g e S » Access to Telephone Directory and Search - Expertise |
. o * Links to other LOB systems |
Management in i
Office 365 | "";"* ______
|
» LR
|
Ll |
. |
Don't try and organize > |
your information by g Team Space Project Space Communities Personal Space | E);tranTt ShPace
. * Distinct group of * Dynamic Group ¢ Suited for mass * Save and share | ° Securely share
department"' think [a'a] users, * Spanning collaboration personal ' and collaborate
. . |
about the lnformatlon <L collaborating and different org initiatives documents | W'trt‘, external
. — storing common hierarchies * Large group of * Files and | parties
type lnStead. —d info « Exist only during users, cross dept information not : * Audited and
(@) * Generally part of life of project or discipline necessarily for a | controlled
O organizational * Typically follows a * Persistent team I
teams structure knowledge » Ad-hoc sharing :
collection :
______ }_____________r_____________|‘_____________1________L________r_____
Z Records and Archiving
< * Classify, Tag (metadata), and Manage as Records
E * Lifecycle and Retention Management
o * Audit, Discovery, and Compliance

A
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Project (INTERNAL) [

]
e Pre-set Channels and Tab TEMPLATE DEFINITION: Recommended for internal-
11 1 . department or ad-hoc Projects with a small-to-
el | I ates recommendations are great medium audience who require pre-configured default
Project channels with real-time chat and meetings.

for helping contextualize

a re mOre Teams for business users,

but these only get you so

tha N JUSt far as a "template”.
Cha N ne|S a ﬂd - The AvePoint approach

accounts for the

CO nﬂg U I'aJ[IO ﬂ . Operational Governance

and lifecycle to ensure N No external
"templates” are not ONLY SHARING sharing

provisioned correctly (and T 6 Month
A template framework that compliant with IT policy) but RETENTION after Iastoarc]cessfd

includes the site components, also managed
WHO CAN All requests through
CREATE Central IT

and the lifecycle components.

A
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Make it easy
to choose the
ight template

Users can make self-service
requests from available
workspace templates that
are relevant to them

Workspaces can come pre-
configured with channels,
tabs, and bots

*.« l[eams

Template

[ ]
[ Project (INTERNAL) Hﬁ —

.

.

.
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PR oot
308
0..
.."..
L ] . . . . .
L . ~ . .
Channels
General —_—
PMP Material —>
Documentation ———————»
Live Meeting — >
Discussions

Conversation Home Start a request Workspaces
—————————

New request > New Microsoft Team

Step 1. Request information

Request summary *

| need a new Team created for the DTA conference

Notes to approvers

Tabs
Conversations,  Files,  Planner
Conversations, Files,  Project Templates
Conversations,  Files,  Deliverable Templates
Conversations, Files,  Meeting Notes

A




S0 what's the next step?

Resources and opportunities to continue this journey



Bringing all of this back to your teams...

Microsoft Resources AvePoint Guidance

+ Adoption guidance: « Take this workshop to your
https://aka.ms/TeamsAdoption 0 rg an izatiO N |

« 0365 Champions program:

https://aka.ms/O365Champions - AvePoint can tallOr a 1:1

workshop for your key
stakeholders

» Building a Champions program

In your organization:
https://go.microsoft.com/fwlink/?linkid =854665 e Contact your AvePoint Account

Representative

A
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https://aka.ms/TeamsAdoption
https://aka.ms/O365Champions
https://go.microsoft.com/fwlink/?linkid=854665
https://techcommunity.microsoft.com/t5/microsoft-teams-blog/what-s-new-in-microsoft-teams-august-2020/ba-p/1619717

Packaged Solution Offerings from AvePoint

I AvePoint's packaged solution offerings around Teams governance and adoption will give your IT team the tools they need to

maintain operational oversight in Office 365, while enabling your business users to quickly and securely collaborate using the
\/\/a nt m O re full Office 365 stack.

St ru Ct U re d R le Define and clarify governance in the context of Teams and help identify goals of Teams in the
e organization.
10}
&

0 T * 1-day on-site tailored workshop
gu idance and L ey
Workshop * Best practice recommendations and follow-ups

advice?

In additional to the Teams Governance Workshop, AvePoint will help provide a Starter Teams
Governance Policy Outline along with a Best Practices Assessment.

. * 3-day on-site tailored worksho » Best practices assessment
Teams Best Practices y > >

Assessment » Current state discovery = Starter Teams governance policy outline

Build on the recommendations from the Teams Governance Workshop and Best Practices
Assessment to implement a Governance Pilot for key business units by trialing Cloud Governance
and automated templates.

* 5-day on-site tailored engagement & 40-day governed Teams pilot

* Best practices assessment
Teams ) * Strategic roadmap, IA planning, and starter governance policies
Governed Pilot * Functional design for pilot of governance and templates

* Governed Teams Adoption Pilot
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Let's keep it simple...

For collaborative workspaces in O365, customers want to govern:

How are availability,
compliance and
changes over time are
managed

A
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How do |
retain/expire/dispose of
Teams as appropriate

How are Teams
requested, approved
and created




Consideration 1

+  Sprawl
»  Duplication
How leams are + Appropriateness

Born

« (Convention
 (Cataloging

A
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Two (ish) options for group/team creation

- Use native self- - IT creates Teams
service and Groups for
provisioning users

- Trust that users - More control
know best what but less agile and
they need creates IT burden

()]
O
>
| -
()]
0
o=
()]
(V)]
kS,
C
©
(@)
| -
O

BuluoISINOId UBALI(-] |

A
©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Beware of the “they'll figure it out” mindset...

Too often, unassisted provisioning can actually hurt adoption

Create whatever, whenever

Each user has their own ideas of how

Teams should be used
Users are part of more and more

Teams without clear direction
Frustration as it gets harder to keep up on

osts and find your data

Users revert to the old ways of
collaborating

Teams adoption dwindles A
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When considering native selt-service...

mpact on L

Desire/need

You should be thinking about:

ser experience and business agility
to mandate options and settings

What can/can't be adjusted afterwards




Microsoft's native tooling to help govern Teams provisioning...

Restricting selt-service Usage Guidelines
creation Link to acceptable use policy etc.
Can restrict creation to select group of users Dyﬂa mic Membershi o,
Set group VISIDI] |’[y Set group membership by AAD attribute
Options for public/private, hidden Nam] ng ru les

membership/group

“"Classification”

Set one ‘classification” per group and have it
displayed on Group page

Prefix/Suffix, blocked words

https.//blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017 !0
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https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

You CAN limit who can create Groups- affects all Group flavors

Plan and Office 365 Group Creation Disabled

Your organization’s global admin has turned off the ability to create new
Plans and Office 365 Groups.

Sorry, the ability to create groups has been turned off by

the person who manages your email.




Classification and Privacy...

Favorites

Product Launch

m Contoso News

Wicked

Richland Hammer Time

General

Other Channel

Maore

Search or type a command

Richland Hammer Time > General - Private | Toxic
Conversations  Files Task Plan
T .y
Add more people Create more channels Open

@ MOD Administrator 10/24 12:26 PM
° Tab conversation has begun.

-‘ﬁq Task Plan

& Reply

MOD Administrator 10/24 12:26 PM
Hey @Adele Hello

(]
& Reply
@ MOD Administrater 10/24 12:28 PM
% | This doc needs attention
Hey @Adele..

EI Project tracker1.ods coc

of AvePoint, Inc.




Private or Public- What's the impact?

Create your team

Collaborate closely with a group of people inside your organization based on project, initiative, or
common interest. Watch a quick overview

See your organization's guidelines.

Team name

Description

Privacy

Private - Only team owners can add members

Private - Only team owners can add members
Public - Anyone in your organization can join

Org-wide - Everyone in your organization will be automatically added

Cancel




Understanding “Public” content visibility

“

Search or type a command

L

a ; .
el E Contoso News > General - alls

Product Launch
(= |

Conversations  Files Wiki GAO -+

m Contoso News MEIe die SUITE UINYs W yew yulny...
HH General
Teams
" B wicked ‘:
Ak Richland Hammer Time ‘ . L
t] General e ::: X Office 365 see i IS ?
b Other Channel
O
et More
# EDIT LINKS Search this site

Add n

People and Groups  [Contoso News Members o

& MoD Admir

G . . . -
roups New - Actions = Settiggs - View: Detail View =
MOD Ad Contoso News -
0 Tab con Members (0} MName About me Title Department
Contoso News Contoso News
Visitors

Everyone except external users
Contoso News
Owners

@ More...

Get app




Group “Classification”

Create your team

Collaborate closely with a group of people inside your organization based on project, initiative, or
common interest. Watch a quick overview

See your organization's guidelines.

Team name

Description

Privacy

Private - Only team owners can add
Classification allows organization to protect data
based on our policies and standards.

Classification

Pretty Safe Pretty Safe - You know like iffy but still safe

WickedlyPrivate - Probably don't show anyone

Toxic - Don't you DARE!

Create a team using an existing team a

Create a team from an existing Office 365 group

Cancel




Understanding Classification- Today

Can be applied to Sites and Groups

Set at “container’ level where Labels are at item level for docs and emails

Currently requires application via PowerShell

PowerShell used by an admin to create and apply classifications
Can be selected by user if self-service site collection provisioning is enabled in SharePoint
Microsoft signaling same for O365 Groups in future

Does not drive any action currently

Currently no impact on retention or expiration

A
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Sensitivity Labels for teams, groups and sites

Office 365 Security & Compliance o & 7 Cl’ ed f[ﬂg Z—h e S erns l.tl.\/l.ty
Edit sensitiviy label Labels in Security and

Home
§ s Site and group settings Compliance Center
| Select the settings you want to take effect when this label is applied to an Office 365 group or SharePoint site. Note that
@ Encryption the settings aren't applied to files, so they don't impact downloaded copies of files. Learn more about site and group
Permissions | protection
@ Content marking
Classification | Site and group settings
@ Endpoint data loss prevention aO
Sensitivity labels |
Privacy of Office 365 group-connected team sites
Retention labels Site and group settings
| Private - only members can access the site
Sensitive info types . X
- Auto-labeling for Office apps External users access
Data loss prevention D Let Office 365 group owners add people outside the organization to th What kind of team will this be?

Review your settings

L]

Records managemen t

Unmanaged devices Sensitivity Learn more

@ Allow full access from desktop apps, mobile apps, and the web Internal Workspace @

O Allow limited, web only access Tearns with this sensitivity must be private.
Information governance

O Block access Privacy

N Private

] People need permissin to join

Team creation wizard

https://docs microsoft.com/en-
us/microsoftteams/sensitivity-labels

©AvePoint, Inc. All rights reserved. Confidential and prop


https://docs.microsoft.com/en-us/microsoftteams/sensitivity-labels

Using the native "naming policy” for Teams and Groups...

Set the naming policy and custom blocked words

1. Now you can set the prefixes and suffixes. Run the following commands in Azure AD PowerShell:

$Setting["PrefixSuffixNamingRequirement™] = “Grp_[Department]_[GroupName] [Coumtry]

2. Now set the custom blocked words that you want to restrict by typing below. Add your own custom

words that you want:

Limited Prefix/Suffix options

= Fixed text

= AAD properties of the
requestor

$Setting["CustomBlockedWordsList™]="Payroll,CEQ,HR"

3. Save the settings for the new policy to be effective by typing:

Set-AzureADDirectorySetting -Id (Get-AzureADDirectorySetting | where -Propeq
"Group.Unified” -EQ).id -DirectorySetting $Setting

©AvePoint, Inc. Al

= Dept, Company, Office,
State/Province,
Country/Region, Title

Create your team

Collaborate closely with 2 group of people inside your crganization based on propect, initiative, or
commgn interest. Here's a helpful video

{1} The name can't contain HE

Team name

Requires clean AAD

HR

= AAD properties must be
current and complete

GRP HR Sales & Marketing ()

“Blocked” words
= MSFT list
= “Custom list”

A

Private - Only tearm cwrers can add membens




Using the native “Dynamic Membership’ for Teams anc

Groups...

Azure Active Directory admin center

Group

* Group name @

| My Cool Dynamic Group vy |

Group description @

* Membership type @

Dynamic User “ |

Dynamic user members @ S

Add dynamic query

Dynamic membership rules

Add dynamic membership rule
EHuT T Advanced rule

Add users where

department

Equals

Coo Peu::-ple|

Dynamic membership rules

Add dynamic membership rule

WEEN oo

Advanced rule @

{user.department -eq "Cool People”)

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Based on AAD Attributes

= AAD properties drive
membership

= Not based on Security
Group Membership
Requires clean AAD

= AAD properties must be
current and complete




e Limiting self-service 0365 Group

[)EEFYWC): Creation in PowerShell
C;C)VQ?/Y7[[7§] e Additional Group creation settings in
provisioning of
Office 365 Groups

Azure AD

e« The impact of these settings to users




‘AzureADDirectorySetting” Template allows restriction
of self-service group/team creation

Also allows definition of several other options

EX Administrator: Windows PowerShell

C:\windows\system32> Get-AzurefADDirectorySetting

DisplayName Templateld Values

Ir
L= -

PS C:\windows‘\system32> (Get-AzureADDirectorySetting ed777fcb-0844-4ebd-adca-fcdc282dach?) .Values

MName Value

CustomBlockedWordsList

EnableHSStJﬁdaFdBlnckedHGFd5 false

ClassificationDescriptions

DefaultClassification

PrefixSuffixNamingRequirement

AllowGuestsToBeGroupOwner False

AllowGuestsTolAccessGroups True

GuestUsageGuidelinesUrl

GroupCreationAllowedGroupld  319c9@a7-67ad-4bcd-83ad-759508d5dad5s

AllowTolAddGuests True P
UsageGuidelinesUrl A
Classificationlist

EnableGroupCreation



https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide

Also consider...

Additional PROVISIONING ideas from the field

* Guidance to the user for what < Setting guest access/external

to use and when setting per team
* User/Division-level workflows < Metaadata collection for
» Teams "Templates" cataloging your collab
* Approval when necessary workspaces

» More flexible naming policies * Named data owners

A
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Considerations 2

« Day to day administration of

leams
. »  Monitor for Group Usage ana
0”90'.”9 Adoption
Operations . Ensure users aren’t doing

what they shouldn't

« You're old friend hasn't gone
anywhere...

A
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Microsoft native tooling to help govern Teams management...

Teams Admin Center

Day to day management of the Teams service with
policies and settings

Usage Reporting

Track and monitor usage and adoption

Audit Reporting

Report on user activity within Microsoft Teams

https.//blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017 !0
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https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

Teams admin roles...

Manage the Microsoft Teams service.

T Service Admi
calfls SEVICE ACITIN Manage and create Office 365 Groups

Teams Comm Admin  Manage calling and meetings features within Microsoft Teams

leans Com”f‘ Troubleshoot comms issues within Teams by using advanced tools
Support Engineer
Teams Comm

. Troubleshoot comms issues within Teams by using basic tools
Support Specialist

A
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The Teams Admin Center...

o3 Contoso = Microsoft Teams & Skype for Business Admin Center ¢o® 2 (s

Dashboard \ Manage teams \ X1050 Launch Team

Dashboard £ Edit
Teams X1050 Launch Team
Manage teams Privacy
E = Public
% Devices
X1050 Launch Team Mail
&) Locations X I_ X1050LaunchTeam@teamw
orkdemob.onmicrosoft.com
00
cg Users
Meetings
E] Messaging policies
. .
> Vi .
& Voie Channels Settings
Analytics & reports
Org-wide settings
—|— Add team members X Remove 5 Team members /O Search
Display name User name Title Location Role
Q Angela Donohue AngelaD@teamworkdemob.onmicroso...  Sr Product Marketing Manager - Member e
@ Christian Schacht ChristianS@teamworkdemob.onmicros...  Sr Product Marketing Manager = Member N7
‘ Heidi Gloudem... HeidiG@teamworkdemob.onmicrosoft.... - - Owner e
ﬂ Jeff Teper JeffT@teamworkdemob.onmicrosoft.co... - = Member ~

=d — — - ——— - - — —
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Teams “policies & settings”

Policies

« A collection of configuration settings
« Applied to some or all users
« Examples: messaging policy, meeting policy, voice policy, etc.

Settings

A collection of configuration settings.
« Generally grouped by modality.
« Per tenant only.
Examples: guest, federation, audio conferencing, etc.

A
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onitoring for adoption and usage

Select a report v

Office 365

Activations

7 days 30 days 90 days

Active users

Office 365 groups activity
Exchange

Email activity B Exchange ® OneDrive

Email app usage

Mailbox usage
OneDrive

OneDrive activity

OneDrive usage

Help

180 days

SharePoint ® Skype for Business ® Yammer B Microsoft Teams

SharePoint
SharePoint activity 1/3/2018
o ~ ~ ~ s ~ Exch : 0 N A A
SharePoint site usage *e arlwgel T
OneDrive: 0 11912018
Skype for Business @ SharePoint:
Yammer: 0

Skype for Business activity Microsoft Teams: 0

Skype for Business peer-to-peer activity

Skype for Business conference organizer activity OneDrive files
Skype for Business conference participant activity . 2 99

Skype for Business device usage
Yammer

Yammer activity

W storage used

Yammer device usage 502.36MB

Yammer groups activity 502.36MB 400
Microsoft Teams 502.35MB 350
Microsoft Teams user activity 502.35MB 300
Microsoft Teams device usage 502.34MB 250
502.34MB 200

v 502.33MB 150

E}Sharepoint files
3.3K

Skype for Business

0.4% 4 activity

B viewed or edited M Files synced
Shared internally
W Shared externally

Looks like no one is using this product
yet
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onitoring for adoption and usage

Select a report v

Office 365

Activations

7 days 30 days 90 days

Active users

Office 365 groups activity
Exchange

Email activity B Exchange ® OneDrive

Email app usage

Mailbox usage
OneDrive

OneDrive activity

OneDrive usage

Help

180 days

SharePoint ® Skype for Business ® Yammer B Microsoft Teams

SharePoint
SharePoint activity 1/3/2018
o ~ ~ ~ s ~ Exch : 0 N A A
SharePoint site usage *e arlwgel T
OneDrive: 0 11912018
Skype for Business @ SharePoint:
Yammer: 0

Skype for Business activity Microsoft Teams: 0

Skype for Business peer-to-peer activity

Skype for Business conference organizer activity OneDrive files
Skype for Business conference participant activity . 2 99

Skype for Business device usage
Yammer

Yammer activity

W storage used

Yammer device usage 502.36MB

Yammer groups activity 502.36MB 400
Microsoft Teams 502.35MB 350
Microsoft Teams user activity 502.35MB 300
Microsoft Teams device usage 502.34MB 250
502.34MB 200

v 502.33MB 150

E}Sharepoint files
3.3K

Skype for Business

0.4% 4 activity

B viewed or edited M Files synced
Shared internally
W Shared externally

Looks like no one is using this product
yet
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Monitoring for adoption and usage

Office 365

Admin center

# B X B

g K S © o© o

Home > Usage > Microsoft Teams user activity

Microsoft Teams user activity v Help

7 days 30 days 90 days 180 days
Activity  Users
Number of activities by type
1.2 4
1
0.8 4
0.6 -
0.4 4
0.2
0
1/14/2018 111512018 1/16/2018 117/2018 1/18/2018
B Channel messages ® Chat messages ® Calls ® Meetings
Details
Username = Lastactivity date (UTC) =  Channel messages =  Chat messages = Calls

Monday, September 25,

admin@odemo.me 2017 0 0
AdeleV@odemo.me Tuesday, August 22, 2017 0 0
PradeepG@odemo.me 0 0
b LidiaH@odemo.me 0 0
ChristieC@odemo.me 0 0
HenriettaM@odemo.me 0 0
Jonis@odemo.me 0 0

1/19/2018

Data as of: 1/20/2018 (UTQ)

 Export

1/20/2018

¥ Export

Meetings
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O

Audit reporting for Teams...

Office 365 Security & Compliance

Permissions

Classifications

Data loss prevention

Data governance

Threat management

Search & investigation

Content search

Audit log search

eDiscovery

O O [0  MOD Administrator @

Home > Audit log search

Audit log search
Need to find out if a user deleted a document or if an admin reset someone's password? Search the Office 365 audit log to find out what the users and admins in your organization have been doing. You'll be

able to find activity related to email, groups, documents, permissions, directory services, and much more. Learn more about searching the audit log

Search Results

Aclivities Date ~ IP address User Activity Item Detail

Show results for all activities ~

Run a search to view results

x Clear all to show results for all activities

teams

Microsoft Teams activities
User signed in to Teams /

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Limited detail currently
= User sign-ins
= No “Team” centric pivots
= Check "Group” activities
for more actions
Non-admins allowed

= Set permissions in Sec &
Compliance center




Your old friend still needs to be dealt with...

SharePomt




[)EEFYWC): e Teams Admin Center
(:)f?é]()[f?ﬁ] « Monitoring Team and Group Usage
management of
leams

e Office 365 audit reporting




Also consider...

Additional MANAGEMENT ideas from the field

* Catalog/Inventory reporting
* Recertification and renewal

* Setting and enforcing Policies
at the workspace level

* "Right-sized" governance
packages for specific needs
and divisions

* Offline retention
* Additional Team and item

evel recovery options
Delegated administration

tools and reporting

A
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Consideration 3

Retention,
Expiration ana ° OW G
Disposition . OW C

O
O

« How do | know when a
Group should be expirec

/1

get rid of it “safely
make sure

information management
nolicies are enforced?

A
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Microsoft native tooling to help govern Teams lifecycle...

Team "Archiving”

Removes Team from user’s lists of active Teams
Puts Team conversations and files into “read only”
Can be reversed by a Team owner

Soft Delete

Recover deleted Teams and Groups

Group Expiration

Require owners to confirm their Group is still active and relevant periodically

Retention and expiration of content

Records management and content compliance policies

A
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Understanding “archived” Teams

Microsoft Teams Search or type a command

Favorites

. test123

Want an even faster, more collaborative experience? Download the desktop app.

oo+

Manage teams g8 Create a team

Product Launch

Teams @ TestTeam Search teams Q

B contoso News ~ Active (6)

Name Description Membership People Type
Exec Chatter
) ) @ Big Wigs A casual forum for senior leadership. Owner s 9 & * ..
Big Wigs .o
General m Contoso News Company News Channel ... everything you need to know ... ~ Owner 23 24 @ *
My Other Channel
Exec Chatter Exec Chatter Owner 25 2 & * ...
. Product Launch A collaboration area for the Product Launch team. Owner &35 11 [s=:) * oo
Test Team Test Team Owner B Manage team sos
Want to archive "DC Posse"? test123 rect123 o~ B Add channel ﬂj
o+
This will freeze all team activity, but you'll still able to add or remove members and < Add members
update roles. Go to Manage teams to restore the team. Archived (1) 9t Leave the team
Name Description Membership ¢ Edit team
D Make the sharepoint site read-only for teamkémbers :
ﬂ DC Posse DC Posse Owner o Get link to team
= Archive Team

[ Delete the team

+

88 Join or create a team ol
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roup expiration helps prune old Teams

contoso > Users and groups >

Expiration (preview)

Action Required: Renew your Office 365 group

L Search (Ctri+/) Hsave X Discarc
msonlineservicesteam@microsoftonline.com & 9 Replyall |V
Yesterday, 3:20 PM
MANAGE Renewal notifications are sent via email to group ownel MOD Administrator ¥
day prior to group expiration. Failure to renew will resu
L+ General Office 365 group and its content from Teams, P\anner: i
Outloak, etc. If group owners do not have Exchange Lic
this feature. Your Office 365 group 'test’ expires in 30 day(s)
'n' Expiration (preview)
Group lifetime (in days) @ Custom v 31
ACTIVITY
. * For groups with no owners, notify @ Admin@odemc¢
ﬁ Audit logs
Enable expiration for these Office 365 groups @ All Selec
test

TROUBLESHOOTING + SUPPORT

X Troubleshoot Select Office 365 groups u

I3l Alex Dept Planning Go to group

N Alex Team YamJam

"‘] New support request

s test A If you don't renew, the group and its related content from Teams, Planner, Yammer, Sharepoint, Outlook, etc. will be deleted on
9/10/2017

One Microsoft Way, Redmond WA, 98052
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"Soft Delete” allows full recovery of deleted O365
Groups

Azure Active Directory admin center ‘
CONTOSO

© admin@odemo.me ©

« Dashboard > Contoso > Groups - Deleted groups

[E] Dashboard O Groups - Deleted groups X
Contoso - Azure Active Directory
= All services
« li] Delete permanently || Restore group ) Refresh == Columns
J FAVORITES 2 All groups
». Azure Active Directory 25 Deleted groups
@ o This experience is exclusive to Office 365 groups. 30 days after original deletion, groups are permanently deleted.
&h Users # Diagnose and solve problems
iif Enterprise applications .
Settings |/O Search groups
3 General Name Membership Type Deletion date Permanent deletion date
€23 Expiration I Test Team US Assigned 2/25/2020, 11:38:45 PM 3/27/2020, 12:38:45 AM

e Naming policy

Activity

— Access reviews

Audit logs

<= Bulk operation results (Preview)
Troubleshooting + Support

2 New support request
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What about retention of content within Teams, Groups
and Sites?

0365 ‘Advanced Data Governance” can handle retention/expiration

*  Email \ 0365 Information

/ * T11chats p . |
%o *  Group chats rotection tools
T l. — — * Channel messages

= eDiscovery
Microsoft Chat 0365

* Compliance content
search
* Archive

/ » Retention
* Audit Logs

* |egal Hold
Teams service substrate

= SharePoint Files

=  OneNote @
= OneDrive for Business




sing Retention Policies for Teams

Office 365 Security & Compliance

Create a policy to retain what you
want and get rid of what you

don't.

‘ Name your policy

Settings

' Choose locations

@ Review your settings

Decide if you want to retain content, delete it, or both

Do you want to retain content? (O

@ Yes, | want to retain it ©)

‘ For this long... Y || 7 H years

Create a policy to retain what you
want and get rid of what you

Do you want us to delete it after this time? §

O Yes @ No

(O No, just delete content that's older than ® @ settings

Choose locations

Retain the content based on

. Name your policy

@ ﬂi Office 365 groups

Choose locations

1 years v

@ Skype for Business

® Review your settings

Need more options?

O Use advanced retention settings ® ﬂg Exchange public folders

ES Teams channel messages

Eﬁ Teams chats

©AvePoint, Inc. All rights reserved. Co

Cancel

All

Choose teams

All

Choose users

None

Exclude teams

None

Exclude users




e Archiving Teams

[)EErT](): e Setting Group expiration
LlfeCyCle CH’?C/ ”end e Retention policies and labels in the
of life” for Teams

Security and Compliance Center




Also consider...

Additional LIFECYCLE ideas from the field

* Periodic renewal/recertification

* Managed decommissioning workflows
* Offline archiving

* Data export

A
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Act 3: Adoption, Adoption, Adoption!

Driving sustainable adoption of Microsoft Teams and Office 365



Discussion:

Name your
organizations TOP
[TWO concerns or
blockers for Teams
adoption




Managing the
pace of change
in Office 365

Keep up on what's coming and
build an ongoing pilot program
for new functionality




Microsoft releases O365 features in “rings”

08 oA @ @

Feature teams Office 365 Microsoft Targeted Worldwide
| team } release standard release

| !

i
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Address skill gaps

Preparing employees requires manufactures to improve
access to information by:

A Efficiently managing workflows
Empower teams to track critical objectives and milestones.
— Centralizing resources

Improve access to critical training and reference materials.

/ Streamlining training
Establish more efficient and effective training processes.
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Efﬁoentoyr manage workflows

ack critical obj

Empower teams t tives and milestones

Ahmed receives the schematics for a new product the factory needs
to produce.

He uses his tablet to share the schematics Excel document with Jane over
Teams.

Jane leverages the schematics information from the Excel document to
develop production targets in her Planner on Teams. She shares
milestones with Ahmed and Lily in their Teams channel.

To meet the identified milestones, Lily uses Tasks in Teams to assign next
steps to Jeff and Johnny.

Jeff and Johnny use Tasks on their mobile devices to track their progress
throughout the day.
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Centralize resources

Improve access to critical training and reference materials

Jeffis covering for a coworker and doesn’t know how to start a key
piece of equipment.

He quickly uses his mobile device to locate the startup checklist in
SharePointand a relevant Stream training video all from his Teams app.

Jeff reviews the training materials and reaches out to Lily with Teams
Walkie Talkie to ask her a few questions.

Lily quickly responds to his message and sends a GIF for encouragement.
Jeff successfully starts the equipment and sends Lily a ‘thank you’ sticker
for her help.

A
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Tune into the messages coming from Microsoft to
get insight to ...

How Microsoft is THINKING

User Voice: https://office365.uservoice.com/

What Microsoft (and others) are SAYING

« Ignite On-Demand Sessions: https://myignite.techcommunity.microsoft.com/videos
. Tech Community https://techcommunity.microsoft.com/

Microsoft 365 Roadmap (https://www.microsoft.com/en-us/microsoft-
365/roadmap?rtc=18&filters=)

What Microsoft is DOING

. 0365 Message Center: https://admin.microsoft.com/AdminPortal/Home#/MessageCenter

A
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https://office365.uservoice.com/
https://myignite.techcommunity.microsoft.com/videos
https://techcommunity.microsoft.com/
https://www.microsoft.com/en-us/microsoft-365/roadmap?rtc=1&filters=
https://admin.microsoft.com/AdminPortal/Home

X O > 0 B

GET TO KNOW the Message Center!

Home

Users

Groups

Billing

Customize navigation

+ Show all

https://docs.microsoft.com/en-us/office365/admin/manage/message-

Microsoft 365 admin center

Contoso

Message center

Each message gives you a high-level overview of a planned change and how it may affect your users, and links out to m

All active messages  High importance  Unread messages  Dismissed messages

1 Dismiss

£ Mark as unread |2 Share

Message title

New Feature: Add participants to Teams Meeting chat

Fluid Framework Preview

New Feature: Sensitivity Labels for Teams

New Feature: Private Channels

New Feature: Microsoft Teams - Meet Now

center?WT.mc_id=365AdminCSH&view=0365-worldwide

New Feature: Private Channels

MC194794, Stay Informed, Published date: Nov 4, 2019

@ =B 4 &
We'll soon begin rolling out private channels in Teams that allow focused private
collaboration within a team.

* We'll be gradually rolling out this feature beginning November 6, 2019.
o We'll complete the rollout by the end of November.

This message is associated with Microsoft 365 Roadmap ID 50588.

Admin roles that don't have access to the Message center

¢ Compliance administrator

* Conditional access administrator

¢ Customer LockBox access approver
¢ Device administrators

e Directory readers

e Directory synchronization accounts
e Directory writers

® Intune service administrator

* Privileged role administrator

® Reports reader
T —
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Edit Message center preferences

Which messages do you want to see in Message center?

N Services

B3 Microsoft Exchange mmj o
Kaizala | g

® Skype for Business -I On
Microsoft Flow maj o
Flow in Microsoft 365 -I On

B Microsoft Tearns -I On

D Mobile Device Management for Office 365 -I On

More

' Labels

Not Labeled maj o

Data Privacy mj o

Would you like to receive email communication?

Choose whether you'd like us to email you a weekly digest or notify you
when a major update or data privacy breach message is published

Send a weekly email digest of my messages -I On
Send me emails for major updates | g
Send me emails for data privacy messages mj o

Primary email address

admin@odemo.me

Other email addresses

john.peluso@avepaint.com

Please enter up to 2 email addresses, separated by a semicolon

Note: We may occasionally notify you about important updates that aren't
covered by these settings




Setting up your “pilot” groups...

Recommendations

« > 300 user orgs should consider
having only a subset of users on
“targeted” release

 Target for “target” should be IT
AND power users across depts

 Use this group for 0365, Desktop
and Application evaluation

f AvePoint, Inc.
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Equipping your pilot groups

Contoso

e Technology steps

(ORefresh @ Reset password % Assigntogroup [7] Manage product licenses S Manage roles (@ Manage email aliases Change photo

a

Display name Username Licenses

.
@  Adele Vance H AdeleV@M365x758837. OnMicrosaft.com Office 365 ES, Enterprise Mobility + Security ES Account  Devices  Licensesand Apps  Mail  OneDrive [ ) Set re | ea Se rl l l g p re e re I I ‘ e S
Alex Wilber t AmW@MIGST58837.0nMicrosaft.com Office 365 ES, Enterprise Mobilty + Security S
Select location *
Allan Deyoung AllanD@M3E5x758537. OnMicrosoft.com Office 365 ES, Enterprise Mobilty + Security ES United States R [ ] e l I Se r— eve a p p a ‘ ( e SS
Bianca Pisani BiancaP@M365x758837.onmecrosoft.com Unlicensed
Brian Johnson (TAILSPIN) ¢ Brian)@M365KT5BE37.onmicrosot.com Unlicensed Licenses (5) ~ .
Cameron White : CameronW@M3E5x75883 onmicrosoft.com Unlicensed B enterprize Mobiliey + Securlty &5
2 of 26 licenses available:
istie Cli wistieCQ 7S 7 o s, i y + Secur Mi Free
Christie Cline ChristieC@M365x758837 OnMicrosoft. com Office 365 ES, Enterpnse Mobility + Security ES I:I 9998 of 10000 licenses availsble
Conf Room Adams Adams@M365x758837.onmicrosoft.com Unlicensed [] offceseses

24 of 25 licenses available

o « Establish communication/feedback

‘Windows 10 Enterprise E3

g

Conf Room Crystal H Crystal@M365x758637.onmicrosoft.com Unlicensed 23 of 25 licenses available . .
SN B — - strate gy ( [eams Is a pe rfect vehicl e)
~
Conf Room Rainier Rainier@M365x758837.onmicrosoft com Unlicensed Apps (39) . .
S— - Establish an education Strategy
Conf Room Stevens i Stevens@MB365x758837.onmicrosoft.com Unlicensed
All licenses A

Debra Berger : DebraB@M365x758837.OnMicrosaft.com Office 365 E5, Enterprise Mobility + Security 5 . . .
Audio Conferencing
Office 365 ES I r I I
Delia Dennis DeliaD@M365x758837.onmicrosoft.com Unlicensed

Azure Active Directory Premium P1

Enterprise Mobility + Security £5

i B DiegaS@M365x758837.0nM fts Office 365 ES, Entery Mobility + Se ES
Diego Siciliani liega! N nMicrosaft.com ice S, Enterprise Mobility + Security n Azure Active Directory Premium P2
Enterprise Mobility + Security £5

Emily Braun EmityB@M365x758837 OnMicrosoft.com Office 365 ES, Enterprise Mobility + Security E5

‘Azure Advanced Threat Protection

https://www.microsoft.com/en-us/microsoft-
365/success/champions
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https://www.microsoft.com/en-us/microsoft-365/success/champions

Additional workload-level controls

Microsoft 365 admi

Contoso Preview on
@ Home . .
Services & add-ins
A users ~
Active users + Deploy Add-In 0 Search T Filter =
Guest users Azure multi-factor authentication Manage your settings for Azure multi-factor authentication
Deleted users
Bookings Turn Bookings on ar off for your organization and leam haw to get licenses for your users
A Groups ~
Calendar Let people share their calendars with external users
Groups
Shared mailboxes Cortana Tum Cortana access on or off for your entire organization
Resources S Directory Synchronization Sym s to the cloud using Active Directory
Billing e ¥  Dynamics 365 Al for Sales - Analytics Manage and u
Support v Dynamics 365 Al for Sales - Connection Graph ~ Manage and ug a
Home .
Q)
Sharing ¢
| 5 settings ~ Dynamics CRM Manage your o
B sites ~ Use these settings to control sharing at the organization level in SharePoint and OneDrive.
| services & add-ins Integrated Apps Manage your Ir
Security & priva Active sites
G BE wmail Set up auditing
Organization profile Deleted sites .
' ) 1o External sharing
Partner relationships @ Microsoft Azure Information Protection Update your se
= Policies ~ Content can be shared with:
8 SharePoint % OneDrive
| sharing
A trol Most permissive Anyone
Ceessicon P Users can share files and folders using links that don't require sign-in.
B Settings New and existing guests

Guests must sign in or provide a verification code.

% Advanced ~

Existing guests

Only users already in your organization's directory
L) API management

Only people in your organization

Least permissive No external sharing allowed.
B Classic SharePoint admin ce..
You can further restrict sharing for each individual site and OneDrive. Learn how

° °
a d | | I | | | S e t tl | I S ® oreonesimnesne Advanced settings for external sharing ~
Limit external sharing by domain
Data migration D I g by

I:‘ Guests must sign in using the same account to which sharing invitations are sent

o

D Allow guests to share items they don't own

File and folder links
Choose the type of link that's selected by default when users share files and folders in SharePoint and OneDrive.
©AvePoint, Inc. All rights reserved. Confidential and

@ Specific people (only the people the user specifies)

O Only people in your organization




anning a Teams pilot? Microsoft has done a LOT

f the work for you...
Adoption guidance:

Use Teams to roll out Teams:

Building Champions program: Adopt Microsoft Teams

u're a small business, or if yol o roll out Teams starting with chat, teams & channels, and meetings, use our pre:
ned to get you up and running quickly. If you're a large organization with a hybrid or on-premises Skype for Busi configuration, or if you want to roll out voice

features (such as Office 365 calling plans or phone system), you can start with our started guidance, but you'll need the additional guidance below, under Deeper

adoption guidance.

O 3 6 5 C h a m p | O n S p rog r_a m ° Quick start il Introduction to teams and channels Plan your first teams

® Empower your champions T‘ Training & certification f Tools and Downloads

Deeper adoption guidance

|_ e a r a d e a r C e r -t . Adoption pla an be simple to complex, depending on your environment. For larg ale deployments, step through the guidance below to ensure your organization

has a smooth t ition to Teams.

Experiment
your champions program
ind teams and channels a quick start Optimize nd reporting

our first tea fi g Drive a nd implement t

—|— . . —|—
ra | | g fO r | | e a | | | ) gess e io 0 arly adopters and gather Schedule service health rev
.

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.


https://aka.ms/TeamsAdoption
https://docs.microsoft.com/en-us/microsoftteams/teams-adoption-your-first-teams
https://go.microsoft.com/fwlink/?linkid=854665
https://aka.ms/O365Champions
https://aka.ms/AdoptionCert
https://www.edx.org/course/enabling-teamwork-microsoft-teams-3

e Keeping up on the pace of change 1in
Office 365
e Enabling access to Teams and features

for pilot teams

Demo:
A practical pilot
strategy for Teams

e Using Teams to roll out Teams



https://docs.microsoft.com/en-us/microsoftteams/teams-adoption-your-first-teams

What we're

all realizing
about Teams
adoption...

"Empty” deployments are trouble

May see some early adoption spikes but soon drops off and
hard to get users back

Need “gravity” to get sustained
active usage

With “Daily Active Usage” as a goal, Teams needs to be hosting
real business processes, not general collaboration

Many need help re-structuring the
way they work

The more they see Teams as the way to make their work easier,
faster and more effective, the more they will use it



"Business Ready” templates...

Project Management

Manage your project team, streamline
meeting communications, collaborate on
budgets, deliverables, and feedback.

iz

Human Resources

Manage team request, recruitment,
performance reviews, and training across

departments.

928

Sales

Get an overview of your Sales team’s
activities. Collaborate and deliver proposals
with input from different stakeholders.

Manage sales planning and training.

Legal

Have a place for legal team members to
raise questions and ask advice, store key
documents, manage Legal Matters, and

more.

Marketing

Plan and deliver marketing campaigns and

go-to-market activities with participatio
from internal and external stakeholders.
Plan events and manage event
communications and logistics.

n

2

Get guidance on these and other scenarios in the FastTrack Productivity Library

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.
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https://fasttrack.microsoft.com/

/]

Keep the team up to date on assessment
rulings.

2

Plan events and marketing information.
Compile feedback and hold reviews with

stakeholders.

Organize time clock scheduling and plan
notifications driving workers to
information portals or What's New
distributions.

i

Mission-ready” templates

Plan and manage projects to ensure
minimum impact to constituents.

W

Drive centralized IT transformation and
change management IT deployment,
across bureaus and components
Collaborate on bills with colleagues and
external stakeholders.

Aggregate and report on data while
conducting risk reviews

s

Post enforcement policy changes and
report on trends and statistics.

©Q

Develop and share educational policies.

28

Get guidance on these and other scenarios in the FastTrack Productivity Library



https://fasttrack.microsoft.com/

.0 .9
A Best-Practice LA G20

A p p Foac h tO Q Employee External
Information

| o

L |
. 7,) Intranet Portal My Profile |
AFC h IteCtU re a nd — * Latest news and events  Contact Info :
) * Latest policies, procedures, and forms "« Profile Pic |
KﬂOWl ed g e S » Access to Telephone Directory and Search - Expertise |
. o * Links to other LOB systems |
Management in i
Office 365 | "";"* ______
|
» LR
|
Ll |
. |
Don't try and organize > |
your information by g Team Space Project Space Communities Personal Space | E);tranTt ShPace
. * Distinct group of * Dynamic Group ¢ Suited for mass * Save and share | ° Securely share
department"' think [a'a] users, * Spanning collaboration personal ' and collaborate
. . |
about the lnformatlon <L collaborating and different org initiatives documents | W'trt‘, external
. — storing common hierarchies * Large group of * Files and | parties
type lnStead. —d info « Exist only during users, cross dept information not : * Audited and
(@) * Generally part of life of project or discipline necessarily for a | controlled
O organizational * Typically follows a * Persistent team I
teams structure knowledge » Ad-hoc sharing :
collection :
______ }_____________r_____________|‘_____________1________L________r_____
Z Records and Archiving
< * Classify, Tag (metadata), and Manage as Records
E * Lifecycle and Retention Management
o * Audit, Discovery, and Compliance

A
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2 EOY Charity Event

* External Sharing: On

PY * Recertification / Reporting: On

* * * URL: /sites/PROJ_EOYCharityEvent
090 i

°
AN
Team Space

* Distinct group of
users,
collaborating and
storing common
info

* Generally part of
organizational
teams

Backup: All
External Users: No
Recert: Annual
Reporting: Ad-hoc
+

Default Labels
Metadata Presets

Project Space

* Dynamic Group

* Spanning
different org
hierarchies

* Exist only during
life of project

* Typically follows a
structure

Backup: All
External Users: No
Recert: Annual
Reporting: Ad-hoc
+

Default Labels
Metadata Presets

;.

Extranet Space

* Securely share
and collaborate
with external
parties

» Audited and
controlled

Backup: All
External Users: Yes
Recert: 6 Months
Reporting: Annual

+
Default Labels
Metadata Presets

Bringing It Together

W | ABELLED

TAGGED

Create External Project Space

ee grou

Megan Bowen x

KX ©




Make it easy
to choose the
ight template

Users can make self-service
requests from available
workspace templates that
are relevant to them

Workspaces can come pre-
configured with channels,
tabs, and bots

*.« l[eams

Template

[ ]
[ Project (INTERNAL) Hﬁ —

.

.

.

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

PR oot
308
0..
.."..
L ] . . . . .
L . ~ . .
Channels
General —_—
PMP Material —>
Documentation ———————»
Live Meeting — >
Discussions

Conversation Home Start a request Workspaces
—————————

New request > New Microsoft Team

Step 1. Request information

Request summary *

| need a new Team created for the DTA conference

Notes to approvers

Tabs
Conversations,  Files,  Planner
Conversations, Files,  Project Templates
Conversations,  Files,  Deliverable Templates
Conversations, Files,  Meeting Notes

A




Project (INTERNAL) [

]
e Pre-set Channels and Tab TEMPLATE DEFINITION: Recommended for internal-
11 1 . department or ad-hoc Projects with a small-to-
el | I ates recommendations are great medium audience who require pre-configured default
Project channels with real-time chat and meetings.

for helping contextualize

a re mOre Teams for business users,

but these only get you so

tha N JUSt far as a "template”.
Cha N ne|S a ﬂd - The AvePoint approach

accounts for the

CO nﬂg U I'aJ[IO ﬂ . Operational Governance

and lifecycle to ensure N No external
"templates” are not ONLY SHARING sharing

provisioned correctly (and T 6 Month
A template framework that compliant with IT policy) but RETENTION after Iastoarc]cessfd

includes the site components, also managed
WHO CAN All requests through
CREATE Central IT

and the lifecycle components.

A
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Decision Trees Map the Business to the Templates

Helps with adoption making it easy for

users, and helps clarity IT Governance

I would like a new Contact IT to decide
best action

space for sharing or

working together

Does a similar site ) ves

existalready? J

No

Working
Is this for your Team

Is this mainly for publishing/sharing
Dept content likea landing page, or
more for Dept collaborationand
discussion.

(

Is this related
directly to your Dept
orisitaad-hoc

\, Organizational '
Dept Related

M» Dept Home :)

Collab ve
Dept Team 3

External -
Dept Ad Hoc External Bflg5

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Part of the main Intranet navigation, this SharePoint
site provides a Dept with a landing area to publish
policies, info, and announcements for sharing with a
wide audience.

The Dept Team is using Microsoft Teams to enable
one of the CUSTOMER Business Units to have an area
to collaborate in real-time. The defining feature of
this audience is that it is directly to a Dept

Similar to the Dept Ad-Hoc team spaces, this area
allows EXTERNAL GUEST USERS (such as partners
or vendors) to collaborate together with employees in
a shared space, with tighter approval and

A




DemO e Guiding users to the right choices

Maklmg [Z' easy ]CO/’ e Leveraging business ready templates
users to do the right
thing




Microsoft Teams

4 Search or type a command

‘1

Activity

Calendar

&J

Files

@ MyHub Chat Home Start arequest Workspaces Requests About

New request > New Workspace Request

Are you working on a project with more or less than 5,000 people involved?

Less than 5,000 Users ~

Do you already have access to a workspace for the collaboration required?

No v

Do you require chat based functionality to communicate with your team? Or is
email functionality more appropriate for communication?

Chat Based |s Needed v

Do you need to work with individuals that don't work for our company? These
individuals may be contractors or other outside laborers.

Select one v

Outside Access Required
Internal Only

Outside Access Required @

©AvePoint, Inc. All rights reserved. (

Questionnaire Management

Workspace Re.. k1

E Save As Draft E_‘ Save and Activate ) Cancel

Please drag your desired questions and services from the left pane onto the workspace to configure the question order and logical
branches in the right pane. You can view the step-by-step guide for reference.

o

Are you working on a project with
more or less than 5,000 people
involved?

Do you already have access to a
workspace for the collaboration
required?

Does your project require custom
development to display information?

W Services

o
(®) Add End Points Automatically

Change Management(2)

Change Site ownership

Change SharePoint Quota

Create(15)

X

'E:‘ Start

h | ®

Are you working on a project with |

/
/ More than 5,000 Users
(x) Less than 5,000 Users

Do you need to share one file? Or ¢ J a ®
: 7 ; |Do you already have access to a wo T

/lneed to shafg one file
E_& /

£ | 1fyou requir - /1 need to share many files
> ® | & | Please consi - / Chat Based Is Needed
Does your project require custom d I /

;’\‘es No )
' . &)
Do you require chat based function ]

Email Collaboration Is Preferred
a %

/

< / %)

v K %) |D0 you need to work with individua -
es (%) = ;
4 N . Do you need to work with individua - ] g [
x) . /
Is your primary purpose to col\abc\fr\-: [ N\ ““Internal Only /Outside Access Re:
ves No. X v ®
' A \ e N | Create External Private Group
14 & \
A ~ InternafOnIy N\
Modern Team Site -‘ \ N X N
No | A X N ) Outside Access Required
Create Internal Private Group, \
= o) \ \
Publishing Site \ Y @
Create External Team W
b |

(x)

Create Private Team




A’
Activity

Chat

Teams

@

MyHub

Calendar

l

Files

Microsoft Teams 4 Search or type a command

@ MyHub Chat Home Startarequest Workspaces Requests About

New request > Create Private Team

Step 1. Request information

Request summary *

Need a workspace for the new clinical trial

Notes to approvers

Please approve ASAP!

Team template A
(O Create a team from scratch

(®) Create a team from an existing team

Select one v

~ Select one

' . Clinical Trial
Board Meeting

- Clinical Trial @

- Employee Onboarding
Performance Review

" Quarterly Conference

. Retail Store Construction




aee Microsoft Teams “ Search or type a command

1
"' @ MyHub Chat Home Start a request Workspaces Requests About

Activity

Chat

New request > Create Private Team
s
Teams

Step 2. Basic settings

()

MyHub Primary team contact

E lan Anderson

Calendar
Secondary team contact *

l D rayHin x

Files
Team owners *

° lan Anderson X

Team members ©

How to add team members? Manually @

Manually

Dynamically
Team policy
Team policy

Private Team Policy v

B

Apps .
@ Cancel Back Next

Help




Microsoft Teams

11
Activity

Chat

@ MyHub Chat Home Start arequest Workspaces Requests About

New request > Create Private Team

HH
Teams .
% Step 3. Advanced settings
@
MyHub Metadata
m Purpose *
Calendar ‘ Project Management v ‘
i
Files Region *

[us /]

.es
Access Level

Internal

Object Type

Team

Critical Business Application * ()

O Yes
® No

Team name and ID ©

Team name *

‘ Trial0151629 _us

Team description

Cancel Back

Search or type a command




Microsoft Teams Search or type a command

@ MyHub Chat Home Startarequest Workspaces Requests About O @&

Ehe X Cancel request (= Sign out

i 2 Search in Requests

@
e Summary Service Modified | Assigned to ™ Status
2 E % Need a workspace for the new clinic...  Create Private Team 2020-02-27 08:58:45 In progress
Calenaar
a Request for Private Team - Stephen Create Internal Private Group 2020-02-27 04:24:51 Completed
les
IT DevOps for wordpress Create Private Team 2020-02-27 03:49:26 Completed
LR
IT Team DevOps internal project Create Private Team 2020-02-24 07:56:48 Completed
New Matter Create Private Team 2020-02-24 06:46:18 Completed
Need Team for Audit Create External Team 2020-02-24 06:45:18 Completed
aaaa Create Private Team 2020-02-24 02:53:53 Completed
a% Modern Site Request Modern Site Creation 2020-02-21 07:45:42 Cancelled
zlken lken klz ¢,.m z,.x m,.zcx Create External Team 2020-02-20 10:25:03 lan Anderson @ Rejected
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S0 what's the next step?

Resources and opportunities to continue this journey



Empower your Firstline Workforce§§

.

Learn more about Microsoft 365 and check out the demo to
- see Modern Workplace solutions in action.

Learn more about Microsoft’s vision for intelligent
manufacturing:

* Videos and articles

| N

e Customer stories
e Events & webcasts
« Social channels

Get started today:
= « See what's possible with a Value Discovery Workshop.
» Get onboarding and adoption assistance with FastTrack.

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, |


https://www.microsoft.com/en-us/microsoft-365/enterprise/home
https://www.microsoft.com/en-us/microsoft-365/enterprise/firstline
https://www.microsoft.com/en-us/enterprise/manufacturing/discrete-manufacturing
https://transform.office.com/
http://fasttrack.microsoft.com/

Bringing all of this back to your teams...

Microsoft Resources AvePoint Guidance

+ Adoption guidance: « Take this workshop to your
https://aka.ms/TeamsAdoption 0 rg an izatiO N |

« 0365 Champions program:

https://aka.ms/O365Champions - AvePoint can tallOr a 1:1

workshop for your key
stakeholders

» Building a Champions program

In your organization:
https://go.microsoft.com/fwlink/?linkid =854665 e Contact your AvePoint Account

Representative

A
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https://aka.ms/TeamsAdoption
https://aka.ms/O365Champions
https://go.microsoft.com/fwlink/?linkid=854665

Packaged Solution Offerings from AvePoint

I AvePoint's packaged solution offerings around Teams governance and adoption will give your IT team the tools they need to

maintain operational oversight in Office 365, while enabling your business users to quickly and securely collaborate using the
\/\/a nt m O re full Office 365 stack.

St ru Ct U re d R le Define and clarify governance in the context of Teams and help identify goals of Teams in the
e organization.
10}
&

0 T * 1-day on-site tailored workshop
gu idance and L ey
Workshop * Best practice recommendations and follow-ups

advice?

In additional to the Teams Governance Workshop, AvePoint will help provide a Starter Teams
Governance Policy Outline along with a Best Practices Assessment.

. * 3-day on-site tailored worksho » Best practices assessment
Teams Best Practices y > >

Assessment » Current state discovery = Starter Teams governance policy outline

Build on the recommendations from the Teams Governance Workshop and Best Practices
Assessment to implement a Governance Pilot for key business units by trialing Cloud Governance
and automated templates.

* 5-day on-site tailored engagement & 40-day governed Teams pilot

* Best practices assessment
Teams ) * Strategic roadmap, IA planning, and starter governance policies
Governed Pilot * Functional design for pilot of governance and templates

* Governed Teams Adoption Pilot
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(#’shif’rhappens

Accelerate
Tech Intensity

IN YOUR MODERN WORKPLACE

? Conrad Hotel, Washington, D.C. ® June 25-26, 2020

D> Contact your AvePoint rep to get 100% off your registration. This is now a
Remote Worker Event.
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