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Drive Productivity with Microsoft Teams

Virtual Workshop Series: Manufacturing
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Your presenter…

Justin Walker

Sr. Solutions Engineer, 

MCSA: Cloud Productivity

https://www.linkedin.com/in/justin-

walker-49116451/

https://www.linkedin.com/in/justin-walker-49116451/
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Recorded Session Disclaimer

Please note that we will be recording this Teams meeting. If you do not wish to be 

recorded, you are certainly welcome to remain on the line, but we ask that you disable your 

webcam and mute your microphone for the duration of the meeting. Your continued 

participation without taking those steps will be deemed your consent to be recorded.
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What you told us during registration…
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The art of the possible

Envisioning how Microsoft Teams can 

fundamentally change the way your 
teams collaborate, especially with 

remote work and distributed teams

Striking the balance

Understand governance and 

management of Microsoft Teams at 
scale in your organization. Strike the 

proper balance between collaboration 

and control for provisioning, feature 

availability and compliance.

Getting started… or starting 

again!

Strategies for driving a sustainable 

adoption program for Microsoft 

Teams and structuring your rollout 

activities

Please note that we will be recording this Teams meeting. If you do not wish to be 

recorded, you are certainly welcome to remain on the line, but we ask that you disable your 

webcam and mute your microphone for the duration of the meeting. Your continued 

participation without taking those steps will be deemed your consent to be recorded.
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What do YOU need?



The art of the possible…

Envisioning how Microsoft Teams can modernize your teamwork



Discussion:

What are the top two 
reasons your 
organization is 
interested in 
Microsoft Teams?

What is the biggest 
dissatisfaction with 
the way you 
collaborate today?



Send and 

receive emails

Chats and 

conversations

Share Files

Plan meetings 
and events

Track tasks

Social 

engagement

“Team | Work”



Understanding 
“Office 365 

Groups”

Who work together 

as a group or team

With “appropriate” 

transparency

Equipped with 

tools to help them 
collaborate

Internally and 

externally

A defined 

collection 
of people
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Equipped with tools…
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What all O365 Groups have in common…

SharePoint stores the files for collab and compliance
Leverage all SharePoint’s doc management functionality

Protection, compliance, DLP 

Exchange mailbox stores the conversations for 

compliance
Conversations spool to Exchange for retention, hold and eDiscovery

Additional Office 365 services support the group
Planner for task management

Stream for video sharing 

…
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“Flavors” of Office 365 Groups

“Team” “Yammer

Communities”

“Outlook” 

Group

*Yammer is not currently in GCC environments
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Look familiar?

Microsoft 

Teams

Office 

applications

Content 

and 

authoring 

Chats, Calls 

& Meetings

Bots and 

Connectors 

Everyday 

Apps and 

Services

People
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The basic “shape” 
of a Team…

Conference 

Team

Channel: General

• (TAB) Conversations

• (TAB) Files

• (Tab) Conference task Planner

Channel: Logistics

• (TAB) Conversations

• (TAB) Files

• (TAB) Logistics doc 

• (TAB) Rooming worksheet

Channel: Meeting 

Management

• (TAB) Conversations

• (TAB) Files

• (TAB) Meeting OneNote

• (TAB) Meeting  worksheet

Channel: Marketing 

Communication

• (TAB) Conversations

• (TAB) Files

• (TAB) Photos DocLib

• (TAB) Hootsuite site

• (TAB) LinkedIn

Channel: After Hours

• (TAB) Conversations

• (TAB) Files

• (TAB) OpenTable Site

TEAM = Security boundary, 

O365 Group membership

CHANNEL = Focus area 

& “attention” boundary

TABS= Resources to 

support the Channel
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The “hub” … in action!
The TEAM The Team’s CHANNELS Channel TABS
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“Conversations” are at the heart of Team collaboration

• Persistent and threaded

• Full editing canvas for links, 

urgency, font and more

• Attach or link files from 

desktop, Team or OneDrive

• Additional “message actions” 

leveraging Microsoft and 3rd

party applications
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The Difference between Channel Conversations and Chats

Team Conversations
• Threaded

• Visible to all Team 

members/owners

• Uploaded files go into the 

SharePoint folder for the Channel

• Conversation history goes into 

the Team mailbox for compliance 

needs (hidden)

• Notifications will be sent to those 

following the Channel + those 

who are @mentioned

Chats
• Not threaded

• Visible only to those in the chat

• Uploaded files go into the 

OneDrive of the poster and are 

shared with current chat 

participants automatically

• Chat history goes into the 

participants mailboxes for 

compliance needs (hidden)

• Notifications will be sent to 

participants



@JohnConnected

Notifications…
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Having trouble getting users to store files where 
they belong?

Start a new 

message

Attach a 

file
Send it

… what if you could have proper file storage without changing behavior?
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Teams “Files” are really SharePoint files…
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Tabs: Docs and applications in your Team channels…

*Note: GCC 

environments 

and private 

channels may 

have reduced Tab 

selection
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“Mission-ready” scenarios for Teams

Get guidance on these and other scenarios in the FastTrack Productivity Library

Information Technology

Drive centralized IT transformation and 
change management IT deployment, 
across bureaus and components

Law Enforcement

Post enforcement policy changes and 
report on trends and statistics.

Risk Management

Aggregate and report on data while 
conducting risk reviews

Community Outreach

Plan events and marketing information. 
Compile feedback and hold reviews with 
stakeholders.

Tax Assessor 

Keep the team up to date on assessment 
rulings.

Public Works

Plan and manage projects to ensure 
minimum impact to constituents.

Libraries

Organize schedules and plan events to 
increase library usage.

Legislative Branch

Collaborate on bills with colleagues and 

external stakeholders.

Department of Education

Develop and share educational policies.

https://fasttrack.microsoft.com/


Demo:
“A day in the life” 
with Microsoft 
Teams

• Navigating Teams and Channels

• Creating and participating in 

conversations

• Using and managing notifications and 

@mentions

• Creating Teams

• Creating channels

• Document sharing and co-authoring in 

Channels



Send and 

receive emails

Chats and 

conversations

Share Files

Plan meetings 
and events

Track tasks

Social 

engagement

The case for 

“Private Channels”

Management

Project X

Conversations

Share Files
Track tasks

Conversations

Share Files

Plan meetings 
and events



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Connect across all levels
Give employees a platform to share opinions and best practices.

Sam uses her tablet to share a customer complaint on Yammer.

Arjun sees the post in his activity feed and suggests a fix for the 

customer’s problem.

Sam sends Arjun Praise for the helpful suggestion and shares his post with 

Mark over Teams.

Mark shares Arjun’s advice with all his technicians by posting a link in 

the factory technicians Teams channel.
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Channel “members” and “owners” in private channels

• A subset of the overall team, 

so PC members/owners 

must be Team members

• PC owners do not have to be 

Team owners

• External guests can be 

members but not PC 

Owners

Private Channel

• Owners

• Members

Team/O365 Group

• Owners

• Members

New security boundary
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The shape of a Team 
with private channels

Conference 

Team

Channel: General

• (TAB) Conversations

• (TAB) Files

• (Tab) Conference task Planner

Channel: Logistics

• (TAB) Conversations

• (TAB) Files

• (TAB) Logistics doc 

• (TAB) Rooming worksheet

Channel: Meeting 

Management

• (TAB) Conversations

• (TAB) Files

• (TAB) Meeting OneNote

• (TAB) Meeting  worksheet

Channel: Marketing 

Communication

• (TAB) Conversations

• (TAB) Files

• (TAB) Photos DocLib

• (TAB) Hootsuite site

• (TAB) LinkedIn

Channel: Management

• (TAB) Conversations

• (TAB) Files

• (TAB) Management OneNote

TEAM = security boundary, 

O365 Group membership

PRIVATE CHANNEL = 

Focus/attention AND 

security boundary

STANDARD CHANNELS = 

Focus area & “attention” 

boundary
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Where does private channel content “live”?

Conversations
• Conversations live in the Team 

channel

• Protected by Teams via access to the 

channel

• “spool” into the mailboxes of private 

channel members for eDiscovery

Files
• Files stored in a new, automatically 

provisioned SharePoint site 

collection dedicated to the channel

• Naming convention to help trace 

channel site to it’s parent Team

• Special template for the channel-

specific site collection 

(TeamChannel#0)
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Does this mean I have to worry about all those new SPO sites?

Teams handles most of the work…
• Teams ensures SPO site members/owners kept in sync with 

the PC owners/members
Teams PC member/owner change to SPO= immediate

SPO member/owner changes reverted within 4 hours to Team PC settings

• Teams will also ensure the SPO site for the PC lives and dies 

with the PC
PC deletion triggers SP site deletion, restoration of PC = restore of site

Teams triggers restoration of sites if deleted before PC

But SharePoint is still SharePoint…
• Management of explicit SPO permissions outside of SPO 

member/owner groups is on you.

• PC site collections are not visible in the SPO admin center 

but are discoverable through PowerShell and APIs



Demo:
Working with 
Private Channels

• Creating private channels

• Private channels and SharePoint

• Limiting private channels in your team
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While Teams excels at collaboration within the team…

Mitigating the email to Teams 

handoff

• Consider Guest Access is appropriate

• Enable Teams to show in GAL via 

PowerShell
Set-UnifiedGroup -Identity “TeamName" -
HiddenFromAddressListsEnabled $false

• Educate users on the “Email a 

Channel” feature

Email is often the way to 

converse outside of the Team

• Teams do not show in the GAL by 

default, so you cant use them like a 

distro list on CC

• Internal conversations based on 

email received tend to stay in the 

inbox instead of Teams



Meeting needs are changing
Our customer’s employees are more 
mobile, increasing remote collaboration

Video is becoming the norm

72% 

56% 

1/3 of meetings 

38% 



Are teams getting the most out of meetings?



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Managing your meeting life in Teams…

Join current meetings

Schedule new meetings
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Initiating quick and easy ad-hoc meetings…

“Meet Now”

• Evolve naturally from a 

new or active 

conversation

• Can have video, audio 

and screen share

• Easy to invite those 

from the active 

conversation as well as 

others from the team
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Reviewing past meetings: Channel Meetings

Ad hoc or scheduled channel 

meetings are just another part 

of the ongoing conversation…

• Appears in-line with the 

conversation thread

• Includes all chat messages and files 

and notes shared during the 

meeting

• If recorded, recording and 

transcription available for all team 

members to review



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Reviewing past meetings: Non-channel meetings

Use the Calendar to access 

past meetings…

• Includes all chat messages and 

files and notes shared during 

the meeting

• If recorded, recording and 

transcription available for all 

team members to review



Teams Meetings & Live Events
S
tr
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Demo:
“A day in the life” 
with Microsoft 
Teams

• Using “Meet Now” 

• Scheduling a meeting

• Following up on past meetings



@JohnConnected

Striking the Balance Between Collab and Control

Right-sizing governance for Microsoft Teams



Click to edit 
Master title style

Second level

Discussion:

Name your 
organization’s TOP 
TWO governance 
and management 
concerns for Teams 
and/or Office 365



Click to edit 
Master title style

Second level

What Microsoft 
is saying about 
Teams 
governance

From Ignite 2019 Sessions 
Delivered by Microsoft



Good governance 

precedes great 

adoption.



Who can 

create

Create site 

(SharePoint)

Create team 

(Teams)

Create shared 

library (OneDrive)

Create group 

(Outlook)

Naming 

conventions

Prefix-suffix 

naming policies, 

fixed strings or 
user attributes

Custom blocked 

words

Configure 

guest access

Manage who can 

add guest users

Turn sharing 

option on or off

Turn on or off 

guest access to 

group files and 
OneNote

Configure

external sharing 

for SharePoint

Configure 

expiry

Set expiration 

duration

Choose which 

Groups policy will 

apply to

Set policies

Retention

eDiscovery

Data Loss 

Prevention 

Use of 

templates

Teams templates 

SharePoint site 

designs

Themes

Monitoring

Teams Admin 

Center

SharePoint 

Admin Center

Office 365 admin 

center

Office 365 

adoption content 

pack

Groups report
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How are Teams 

requested, approved 

and created

For collaborative workspaces in O365, customers want to govern:

Let’s keep it simple…

Provisioning

How are availability, 

compliance and 

changes over time are 

managed

Management

How do I 

retain/expire/dispose of 

Teams as appropriate

Lifecycle
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Consideration 1

• Sprawl

• Duplication

• Appropriateness

• Convention

• Cataloging

How Teams are 

Born
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Two (ish) options for group/team creation

- Use native self-
service 

provisioning

- Trust that users 

know best what 
they need

- IT creates Teams 
and Groups for 

users

- More control 

but less agile and 
creates IT burden

“O
rg

a
n

ic
” 
se

lf
-s

e
rv

ic
e

IT
-D

riv
e
n

 P
ro

v
isio

n
in

g
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When considering native self-service…

Impact on user experience and business agility

Desire/need to mandate options and settings

What can/can’t be adjusted afterwards

You should be thinking about:
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Beware of the “they’ll figure it out” mindset…

Create whatever, whenever

Each user has their own ideas of how 

Teams should be used
Users are part of more and more 

Teams without clear direction
Frustration as it gets harder to keep up on 

posts and find your data

Users revert to the old ways of 

collaborating

Teams adoption dwindles

Too often, unassisted provisioning can actually hurt adoption
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But don’t repeat the mistakes of the past…

If self-service is disabled…

• You MUST have an alternate strategy

• Legacy, overly manual provisioning processes 

will also kill Teams adoption and burden your 

operations teams

Automation can provide the “middle way”

• Automation can create sustainable, alternative 

provisioning workflows

• Powershell, Power Apps, Power Automate 

and/or 3rd party applications are options
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Microsoft’s native tooling to help govern Teams provisioning…

Restricting self-service 

creation
Can restrict creation to select group of users

Set group visibility
Options for public/private, hidden 

membership/group

“Classification”
Set one “classification” per group and have it 

displayed on Group page

Usage Guidelines
Link to acceptable use policy etc.

Dynamic Membership
Set group membership by AAD attribute

Naming rules
Prefix/Suffix, blocked words

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017
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You CAN limit who can create Groups- affects all Group flavors
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Classification and Privacy…
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Private or Public- What’s the impact?
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Understanding “Public” content visibility
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Group “Classification”
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Sensitivity Labels for teams, groups and sites

Team creation wizard

Creating the Sensitivity 

Labels in Security and 

Compliance Center

https://docs.microsoft.com/en-

us/microsoftteams/sensitivity-labels

https://docs.microsoft.com/en-us/microsoftteams/sensitivity-labels
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Using the native “naming policy” for Teams and Groups…

Limited Prefix/Suffix options

▪ Fixed text

▪ AAD properties of the 

requestor

▪ Dept, Company, Office, 

State/Province, 
Country/Region, Title

Requires clean AAD

▪ AAD properties must be 
current and complete

“Blocked” words

▪ MSFT list

▪ “Custom list”
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Using the native “Dynamic Membership” for Teams and 
Groups…

Based on AAD Attributes

▪ AAD properties drive 

membership

▪ Not based on Security 
Group Membership

Requires clean AAD

▪ AAD properties must be 
current and complete
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“AzureADDirectorySetting” Template allows restriction 
of self-service group/team creation

Also allows definition of several other options
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide
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Also consider…

• Guidance to the user for what 

to use and when

• User/Division-level workflows

• Teams "Templates"

• Approval when necessary

• More flexible naming policies

• Setting guest access/external 

setting per team

• Metadata collection for 

cataloging your collab 

workspaces

• Named data owners

Additional PROVISIONING ideas from the field
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Considerations 2

• Day to day administration of 
Teams 

• Monitor for Group Usage and 
Adoption

• Ensure users aren’t doing 
what they shouldn’t 

• You’re old friend hasn’t gone 
anywhere…

Ongoing 

Operations
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Microsoft native tooling to help govern Teams management…

Teams Admin Center
Day to day management of the Teams service with 

policies and settings

Usage Reporting
Track and monitor usage and adoption

Audit Reporting
Report on user activity within Microsoft Teams

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017
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The Teams Admin Center…
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Monitoring for adoption and usage
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Monitoring for adoption and usage
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Monitoring for adoption and usage
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Audit reporting for Teams…

Limited detail currently

▪ User sign-ins

▪ No “Team” centric pivots

▪ Check “Group” activities 

for more actions

Non-admins allowed

▪ Set permissions in Sec & 

Compliance center
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Your old friend still needs to be dealt with…



Demo:
Ongoing 
management of 
Teams

• Exploring the Teams Admin Center

• Managing Teams

• Configuring Meeting and Messaging 

Policies

• Setting App Permissions and Policies
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Teams “policies & settings”

Policies 
• A collection of configuration settings

• Applied to some or all users

• Examples: messaging policy, meeting policy, voice policy, etc.

Settings
• A collection of configuration settings.

• Generally grouped by modality.

• Per tenant only.

• Examples: guest, federation, audio conferencing, etc.
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Powershell
experts can 
get me 
Permissions 
Reports. But, 
they don’t tell 
me the whole 
story… How do I prioritize? Anything 

sensitive in the files and sites?
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Labels give 
some 
insight…

(Sensitivity is 
indexed in E3. 
Scripting gets you 
access. But any 
action requires 
E5) … but must aggregate with permissions for a 

better picture. And, has it been accessed?
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Retention and Sensitivity Labels

Lock files 
based on 
sensitivity.

Can apply to 
specific 
locations in 
O365



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Finding sensitive information in M365 (E3)

Notifications for internal or 

external sharing.
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Audit activity 
can see if bad 
behavior has 
occurred…

…but that’s a lot of logs to sort through!
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Who has access…Sharing is easy!

Anonymous Links (external too!)
Usually disabled, but high risk if it’s not! 

“Everyone except external” 
Super common in migration environments (it’s just easier!)

Implicit permissions from big groups
Just who is in “PMRequest” anyway? 

Explicit people hiding in the wings
Broken inheritance is the norm in Office Apps + Teams! 
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Also consider…

• Catalog/Inventory reporting

• Recertification and renewal

• Setting and enforcing Policies 

at the workspace level

• "Right-sized" governance 

packages for specific needs 

and divisions

• Offline retention

• Additional Team and item 

level recovery options

• Delegated administration 

tools and reporting

Additional MANAGEMENT ideas from the field
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Consideration 3

• How do I know when a 

Group should be expired

• How do I get rid of it “safely”

• How do I make sure 

information management 

policies are enforced?

2.

Retention, 

Expiration and 

Disposition
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Microsoft native tooling to help govern Teams lifecycle…

Team “Archiving”
Removes Team from user’s lists of active Teams

Puts Team conversations and files into “read only”

Can be reversed by a Team owner

Soft Delete
Recover deleted Teams and Groups

Group Expiration
Require owners to confirm their Group is still active and relevant periodically 

Retention and expiration of content 
Records management and content compliance policies



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Understanding “archived” Teams 
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Group expiration helps prune old Teams
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“Soft Delete” allows whole-hog recovery of 
deleted O365 Groups
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What about retention of content within Teams, Groups 
and Sites?

O365 “Advanced Data Governance” can handle retention/expiration
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Anatomy of 
Key 
Information in 
Teams 

Channel 
Conversations

Conversation 
Attachments

Private/Group 
Conversations

Conversation 
Attachments

Meeting 
Conversations

Meeting 
Attachments

Meeting 
Recordings

Voicemail 
Recordings

Calls

Teams

Chat

Meetings
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Channel 
Conversations

Conversation 
Attachments

Private/Group 
Conversations

Conversation 
Attachments

Meeting 
Conversations

Meeting 
Attachments

Meeting 
Recordings

Voicemail 
Recordings

Calls

Teams

Chat

Meetings

Conversations are  journaled 
in Outlook

This can be searched and 
addressed in the Compliance 
Center

But document and file 
and attachment content 
is split across different 
sites in SharePoint and 
OneDrive

How can we manage all 
the content generated 
from here?
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Channel 
Conversations

Conversation 
Attachments

Private/Group 
Conversations

Conversation 
Attachments

Meeting 
Conversations

Meeting 
Attachments

Meeting 
Recordings

Voicemail 
Recordings

Calls

Teams

Chat

Meetings

What about Private 
Channels?



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Using Retention Policies for Teams
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Understanding  O365 “Retention Labels”
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Also consider…

• Periodic renewal/recertification

• Managed de-provisioning workflows

• Offline archiving

• Data export

Additional LIFECYCLE ideas from the field



@JohnConnected

Getting Started… or Starting Again!

Driving sustainable adoption of Microsoft Teams and Office 365
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Discussion:

Name your 

organization’s TOP 

TWO concerns or 

blockers for Teams 

adoption
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Tune into the messages coming from the mother 
ship and get insight to …

How Microsoft is THINKING
• User Voice: https://office365.uservoice.com/

What Microsoft (and others) are SAYING
• Ignite On-Demand Sessions: https://myignite.techcommunity.microsoft.com/videos

• Tech Community https://techcommunity.microsoft.com/

• Microsoft 365 Roadmap (https://www.microsoft.com/en-us/microsoft-

365/roadmap?rtc=1&filters=)

What Microsoft is DOING
• O365 Message Center: https://admin.microsoft.com/AdminPortal/Home#/MessageCenter

https://office365.uservoice.com/
https://myignite.techcommunity.microsoft.com/videos
https://techcommunity.microsoft.com/
https://www.microsoft.com/en-us/microsoft-365/roadmap?rtc=1&filters=
https://admin.microsoft.com/AdminPortal/Home
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GET TO KNOW the Message Center!

https://docs.microsoft.com/en-us/office365/admin/manage/message-

center?WT.mc_id=365AdminCSH&view=o365-worldwide
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Setting up your “pilot” groups…

Recommendations
• > 300 user orgs should consider 

having only a subset of users on 

“targeted” release

• Target for “target” should be IT 

AND power users across depts

• Use this group for O365, Desktop 

and Application evaluation
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Equipping your pilot groups

Technology steps
• Set release ring preferences

• Set user-level app access

Support your pilot group
• Establish communication/feedback 

strategy (Teams is a perfect vehicle)

• Establish an education strategy 

(Consider Office 365 Champions 

program)
https://www.microsoft.com/en-us/microsoft-

365/success/champions

https://www.microsoft.com/en-us/microsoft-365/success/champions
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A Best-Practice 
Approach to 
Information 
Architecture and 
Knowledge 
Management in 
Office 365

Don’t try and organize 
your information by 
department… think 
about the information 
type instead.

Team Space

• Distinct group of 
users, 
collaborating and 
storing common 
info

• Generally part of 
organizational 
teams

Project Space

• Dynamic Group
• Spanning 

different org 
hierarchies

• Exist only during 
life of project

• Typically follows a 
structure

Communities

• Suited for mass 
collaboration 
initiatives

• Large group of 
users, cross dept 
or discipline

• Persistent 
knowledge 
collection

Personal Space

• Save and share 
personal 
documents

• Files and 
information not 
necessarily for a 
team

• Ad-hoc sharing

Extranet Space

• Securely share 
and collaborate 
with external 
parties

• Audited and 
controlled

Public Site

• Company Info
• Brochures
• Promotion

Intranet Portal

• Latest news and events
• Latest policies, procedures, and forms
• Access to Telephone Directory and Search
• Links to other LOB systems

My Profile

• Contact Info
• Profile Pic
• Expertise 

Employee External

P
U

B
L
IS

H
C

O
L
L
A

B
O

R
A

T
E

R
E
T
A

IN Records and Archiving

• Classify, Tag (metadata), and Manage as Records
• Lifecycle and Retention Management
• Audit, Discovery, and Compliance
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“Templates” 
are more 
than just 
channels and 
configuration.

Project (INTERNAL)

TEMPLATE DEFINITION: Recommended for internal-
department or ad-hoc Projects with a small-to-
medium audience who require pre-configured default
Project channels with real-time chat and meetings.

• Pre-set Channels and Tab 

recommendations are great 

for helping contextualize 

Teams for business users, 

but these only get you so 
far as a “template”.

• The AvePoint approach 

accounts for the 

Operational Governance 

and lifecycle to ensure 
“templates” are not ONLY 

provisioned correctly (and 

compliant with IT policy) but 

also managed

A template framework that 

includes the site components, 

and the lifecycle components.

EXTERNAL

SHARING

EXPIRATION/

RETENTION

WHO CAN 

CREATE

RECERTIFY

MEMBERS

6 Months
after last accessed

All requests through 

Central IT

after

3 Months

No external 

sharing
X
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Template

Make it easy 
to choose the 
right template

Project (INTERNAL)

• Users can make self-service 

requests from available 

workspace templates that 

are relevant to them

• Workspaces can come pre-
configured with channels, 

tabs, and bots

Channels Tabs

General

PMP Material

Documentation

Live Meeting 

Discussions

Conversations,    Files,     Planner

Conversations,    Files,     Project Templates

Conversations,    Files,     Deliverable Templates

Conversations,    Files,     Meeting Notes



So what’s the next step?

Resources and opportunities to continue this journey
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Bringing all of this back to your teams…

Microsoft Resources

• Adoption guidance: 
https://aka.ms/TeamsAdoption

• O365 Champions program: 
https://aka.ms/O365Champions

• Building a Champions program 

in your organization: 
https://go.microsoft.com/fwlink/?linkid=854665

• What’s New in Teams – for Gov!!!
https://techcommunity.microsoft.com/t5/microsoft-teams-

blog/what-s-new-in-microsoft-teams-august-2020/ba-

p/1619717

AvePoint Guidance

• Take this workshop to your 

organization!

• AvePoint can tailor a 1:1 

workshop for your key 

stakeholders

• Contact your AvePoint Account 

Representative

https://aka.ms/TeamsAdoption
https://aka.ms/O365Champions
https://go.microsoft.com/fwlink/?linkid=854665
https://techcommunity.microsoft.com/t5/microsoft-teams-blog/what-s-new-in-microsoft-teams-august-2020/ba-p/1619717
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Want more 
structured 
guidance and 
advice?



Gracias

Merci

Ευχαριστώ



www.AvePoint.com

Sales@AvePoint.com | +1 800.661.6588 
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How are Teams 

requested, approved 

and created

For collaborative workspaces in O365, customers want to govern:

Let’s keep it simple…

Provisioning

How are availability, 

compliance and 

changes over time are 

managed

Management

How do I 

retain/expire/dispose of 

Teams as appropriate

Lifecycle
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Consideration 1

• Sprawl

• Duplication

• Appropriateness

• Convention

• Cataloging

How Teams are 

Born
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Two (ish) options for group/team creation

- Use native self-
service 

provisioning

- Trust that users 

know best what 
they need

- IT creates Teams 
and Groups for 

users

- More control 

but less agile and 
creates IT burden

“O
rg

a
n

ic
” 
se

lf
-s

e
rv

ic
e

IT
-D

riv
e
n

 P
ro

v
isio

n
in

g
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Beware of the “they’ll figure it out” mindset…

Create whatever, whenever

Each user has their own ideas of how 

Teams should be used
Users are part of more and more 

Teams without clear direction
Frustration as it gets harder to keep up on 

posts and find your data

Users revert to the old ways of 

collaborating

Teams adoption dwindles

Too often, unassisted provisioning can actually hurt adoption
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When considering native self-service…

Impact on user experience and business agility

Desire/need to mandate options and settings

What can/can’t be adjusted afterwards

You should be thinking about:
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Microsoft’s native tooling to help govern Teams provisioning…

Restricting self-service 

creation
Can restrict creation to select group of users

Set group visibility
Options for public/private, hidden 

membership/group

“Classification”
Set one “classification” per group and have it 

displayed on Group page

Usage Guidelines
Link to acceptable use policy etc.

Dynamic Membership
Set group membership by AAD attribute

Naming rules
Prefix/Suffix, blocked words

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017
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You CAN limit who can create Groups- affects all Group flavors
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Classification and Privacy…
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Private or Public- What’s the impact?



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Understanding “Public” content visibility
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Group “Classification”
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Understanding Classification- Today

Can be applied to Sites and Groups
Set at “container’ level where Labels are at item level for docs and emails

Currently requires application via PowerShell
PowerShell used by an admin to create and apply classifications

Can be selected by user if self-service site collection provisioning is enabled in SharePoint

Microsoft signaling same for O365 Groups in future

Does not drive any action currently
Currently no impact on retention or expiration
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Sensitivity Labels for teams, groups and sites

Team creation wizard

Creating the Sensitivity 

Labels in Security and 

Compliance Center

https://docs.microsoft.com/en-

us/microsoftteams/sensitivity-labels

https://docs.microsoft.com/en-us/microsoftteams/sensitivity-labels
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Using the native “naming policy” for Teams and Groups…

Limited Prefix/Suffix options

▪ Fixed text

▪ AAD properties of the 

requestor

▪ Dept, Company, Office, 

State/Province, 
Country/Region, Title

Requires clean AAD

▪ AAD properties must be 
current and complete

“Blocked” words

▪ MSFT list

▪ “Custom list”
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Using the native “Dynamic Membership” for Teams and 
Groups…

Based on AAD Attributes

▪ AAD properties drive 

membership

▪ Not based on Security 
Group Membership

Requires clean AAD

▪ AAD properties must be 
current and complete



Demo:
Governing 
provisioning of 
Office 365 Groups

• Limiting self-service O365 Group 

Creation in PowerShell

• Additional Group creation settings in 

Azure AD

• The impact of these settings to users
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“AzureADDirectorySetting” Template allows restriction 
of self-service group/team creation

Also allows definition of several other options
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide
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Also consider…

• Guidance to the user for what 

to use and when

• User/Division-level workflows

• Teams "Templates"

• Approval when necessary

• More flexible naming policies

• Setting guest access/external 

setting per team

• Metadata collection for 

cataloging your collab 

workspaces

• Named data owners

Additional PROVISIONING ideas from the field
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Considerations 2

• Day to day administration of 
Teams 

• Monitor for Group Usage and 
Adoption

• Ensure users aren’t doing 
what they shouldn’t 

• You’re old friend hasn’t gone 
anywhere…

Ongoing 

Operations
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Microsoft native tooling to help govern Teams management…

Teams Admin Center
Day to day management of the Teams service with 

policies and settings

Usage Reporting
Track and monitor usage and adoption

Audit Reporting
Report on user activity within Microsoft Teams

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017
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Teams admin roles…

Teams Service Admin
Manage the Microsoft Teams service.

Manage and create Office 365 Groups

Teams Comm Admin Manage calling and meetings features within Microsoft Teams

Teams Comm 

Support Engineer
Troubleshoot comms issues within Teams by using advanced tools

Teams Comm 

Support Specialist
Troubleshoot comms issues within Teams by using basic tools
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The Teams Admin Center…
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Teams “policies & settings”

Policies 
• A collection of configuration settings

• Applied to some or all users

• Examples: messaging policy, meeting policy, voice policy, etc.

Settings
• A collection of configuration settings.

• Generally grouped by modality.

• Per tenant only.

• Examples: guest, federation, audio conferencing, etc.
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Monitoring for adoption and usage



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Monitoring for adoption and usage
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Monitoring for adoption and usage
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Audit reporting for Teams…

Limited detail currently

▪ User sign-ins

▪ No “Team” centric pivots

▪ Check “Group” activities 

for more actions

Non-admins allowed

▪ Set permissions in Sec & 

Compliance center
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Your old friend still needs to be dealt with…



Demo:
Ongoing 
management of 
Teams

• Teams Admin Center

• Monitoring Team and Group Usage

• Office 365 audit reporting
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Also consider…

• Catalog/Inventory reporting

• Recertification and renewal

• Setting and enforcing Policies 

at the workspace level

• "Right-sized" governance 

packages for specific needs 

and divisions

• Offline retention

• Additional Team and item 

level recovery options

• Delegated administration 

tools and reporting

Additional MANAGEMENT ideas from the field
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Consideration 3

• How do I know when a 

Group should be expired

• How do I get rid of it “safely”

• How do I make sure 

information management 

policies are enforced?

2.

Retention, 

Expiration and 

Disposition
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Microsoft native tooling to help govern Teams lifecycle…

Team “Archiving”
Removes Team from user’s lists of active Teams

Puts Team conversations and files into “read only”

Can be reversed by a Team owner

Soft Delete
Recover deleted Teams and Groups

Group Expiration
Require owners to confirm their Group is still active and relevant periodically 

Retention and expiration of content 
Records management and content compliance policies



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Understanding “archived” Teams 
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Group expiration helps prune old Teams
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“Soft Delete” allows full recovery of deleted O365 
Groups
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What about retention of content within Teams, Groups 
and Sites?

O365 “Advanced Data Governance” can handle retention/expiration
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Using Retention Policies for Teams



Demo:
Lifecycle and “end 
of life” for Teams

• Archiving Teams

• Setting Group expiration

• Retention policies and labels in the 

Security and Compliance Center
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Also consider…

• Periodic renewal/recertification

• Managed decommissioning workflows

• Offline archiving

• Data export

Additional LIFECYCLE ideas from the field
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Act 3: Adoption, Adoption, Adoption!

Driving sustainable adoption of Microsoft Teams and Office 365



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Discussion:

Name your 

organization’s TOP 

TWO concerns or 

blockers for Teams 

adoption



Click to edit 
Master title style

Second level

Managing the 
pace of change 
in Office 365

Keep up on what’s coming and 
build an ongoing pilot program 
for new functionality
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Microsoft releases O365 features in “rings”
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Address skill gaps
Preparing employees requires manufactures to improve 

access to information by:

Streamlining training
Establish more efficient and effective training processes.

Efficiently managing workflows
Empower teams to track critical objectives and milestones.

Centralizing resources
Improve access to critical training and reference materials.
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Efficiently manage workflows
Empower teams to track critical objectives and milestones

Ahmed receives the schematics for a new product the factory needs 

to produce.

He uses his tablet to share the schematics Excel document with Jane over 

Teams.

To meet the identified milestones, Lily uses Tasks in Teams to assign next 

steps to Jeff and Johnny.

Jeff and Johnny use Tasks on their mobile devices to track their progress 

throughout the day.

Jane leverages the schematics information from the Excel document to 

develop production targets in her Planner on Teams. She shares 

milestones with Ahmed and Lily in their Teams channel.
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Centralize resources
Improve access to critical training and reference materials

Jeff is covering for a coworker and doesn’t know how to start a key 

piece of equipment.

He quickly uses his mobile device to locate the startup checklist in 

SharePoint and a relevant Stream training video all from his Teams app. 

Lily quickly responds to his message and sends a GIF for encouragement. 

Jeff successfully starts the equipment and sends Lily a ‘thank you’ sticker 

for her help. 

Jeff reviews the training materials and reaches out to Lily with Teams

Walkie Talkie to ask her a few questions. 
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Tune into the messages coming from Microsoft to 
get insight to …

How Microsoft is THINKING
• User Voice: https://office365.uservoice.com/

What Microsoft (and others) are SAYING
• Ignite On-Demand Sessions: https://myignite.techcommunity.microsoft.com/videos

• Tech Community https://techcommunity.microsoft.com/

• Microsoft 365 Roadmap (https://www.microsoft.com/en-us/microsoft-

365/roadmap?rtc=1&filters=)

What Microsoft is DOING
• O365 Message Center: https://admin.microsoft.com/AdminPortal/Home#/MessageCenter

https://office365.uservoice.com/
https://myignite.techcommunity.microsoft.com/videos
https://techcommunity.microsoft.com/
https://www.microsoft.com/en-us/microsoft-365/roadmap?rtc=1&filters=
https://admin.microsoft.com/AdminPortal/Home
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GET TO KNOW the Message Center!

https://docs.microsoft.com/en-us/office365/admin/manage/message-

center?WT.mc_id=365AdminCSH&view=o365-worldwide
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Setting up your “pilot” groups…

Recommendations
• > 300 user orgs should consider 

having only a subset of users on 

“targeted” release

• Target for “target” should be IT 

AND power users across depts

• Use this group for O365, Desktop 

and Application evaluation
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Equipping your pilot groups

Technology steps
• Set release ring preferences

• Set user-level app access

Support your pilot group
• Establish communication/feedback 

strategy (Teams is a perfect vehicle)

• Establish an education strategy 

(Consider Office 365 Champions 

program)
https://www.microsoft.com/en-us/microsoft-

365/success/champions

https://www.microsoft.com/en-us/microsoft-365/success/champions
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Additional workload-level controls

Tenant level 

controls

In-workload 

admin settings
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Planning a Teams pilot? Microsoft has done a LOT 
of the work for you…
Adoption guidance: 
https://aka.ms/TeamsAdoption

Use Teams to roll out Teams: 
https://docs.microsoft.com/en-us/microsoftteams/teams-adoption-your-first-teams

Building Champions program: 
https://go.microsoft.com/fwlink/?linkid=854665

O365 Champions program: 
https://aka.ms/O365Champions

Learn and earn cert: 
https://aka.ms/AdoptionCert

Training for IT Team: 
https://www.edx.org/course/enabling-teamwork-microsoft-teams-3

https://aka.ms/TeamsAdoption
https://docs.microsoft.com/en-us/microsoftteams/teams-adoption-your-first-teams
https://go.microsoft.com/fwlink/?linkid=854665
https://aka.ms/O365Champions
https://aka.ms/AdoptionCert
https://www.edx.org/course/enabling-teamwork-microsoft-teams-3


Demo:
A practical pilot 
strategy for Teams

• Keeping up on the pace of change in 

Office 365

• Enabling access to Teams and features 

for pilot teams

• Using Teams to roll out Teams

https://docs.microsoft.com/en-

us/microsoftteams/teams-adoption-your-

first-teams

https://docs.microsoft.com/en-us/microsoftteams/teams-adoption-your-first-teams


What we’re 

all realizing 

about Teams 

adoption…
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“Business Ready” templates…

Sales
Get an overview of your Sales team’s 

activities. Collaborate and deliver proposals 

with input from different stakeholders. 

Manage sales planning and training.

Project Management
Manage your project team, streamline 

meeting communications, collaborate on 

budgets, deliverables, and feedback.

Marketing
Plan and deliver marketing campaigns and 

go-to-market activities with participation 

from internal and external stakeholders. 

Plan events and manage event 

communications and logistics.

Legal
Have a place for legal team members to 

raise questions and ask advice, store key 

documents, manage Legal Matters, and 

more.

Human Resources
Manage team request, recruitment, 

performance reviews, and training across 

departments.

Get guidance on these and other scenarios in the FastTrack Productivity Library

https://fasttrack.microsoft.com/


“Mission-ready” templates

Get guidance on these and other scenarios in the FastTrack Productivity Library

Information Technology

Drive centralized IT transformation and 
change management IT deployment, 
across bureaus and components

Law Enforcement

Post enforcement policy changes and 
report on trends and statistics.

Risk Management

Aggregate and report on data while 
conducting risk reviews

Community Outreach

Plan events and marketing information. 
Compile feedback and hold reviews with 
stakeholders.

Tax Assessor 

Keep the team up to date on assessment 
rulings.

Public Works

Plan and manage projects to ensure 
minimum impact to constituents.

First Line Workers

Organize time clock scheduling and plan 
notifications driving workers to 
information portals or What’s New 
distributions.

Legislative Branch

Collaborate on bills with colleagues and 

external stakeholders.

Department of Education

Develop and share educational policies.

https://fasttrack.microsoft.com/
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A Best-Practice 
Approach to 
Information 
Architecture and 
Knowledge 
Management in 
Office 365

Don’t try and organize 
your information by 
department… think 
about the information 
type instead.

Team Space

• Distinct group of 
users, 
collaborating and 
storing common 
info

• Generally part of 
organizational 
teams

Project Space

• Dynamic Group
• Spanning 

different org 
hierarchies

• Exist only during 
life of project

• Typically follows a 
structure

Communities

• Suited for mass 
collaboration 
initiatives

• Large group of 
users, cross dept 
or discipline

• Persistent 
knowledge 
collection

Personal Space

• Save and share 
personal 
documents

• Files and 
information not 
necessarily for a 
team

• Ad-hoc sharing

Extranet Space

• Securely share 
and collaborate 
with external 
parties

• Audited and 
controlled

Public Site

• Company Info
• Brochures
• Promotion

Intranet Portal

• Latest news and events
• Latest policies, procedures, and forms
• Access to Telephone Directory and Search
• Links to other LOB systems

My Profile

• Contact Info
• Profile Pic
• Expertise 

Employee External
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IN Records and Archiving

• Classify, Tag (metadata), and Manage as Records
• Lifecycle and Retention Management
• Audit, Discovery, and Compliance
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Team Space

• Distinct group of 
users, 
collaborating and 
storing common 
info

• Generally part of 
organizational 
teams

Project Space

• Dynamic Group
• Spanning 

different org 
hierarchies

• Exist only during 
life of project

• Typically follows a 
structure

Extranet Space

• Securely share 
and collaborate 
with external 
parties

• Audited and 
controlled

Backup: All
External Users: No
Recert: Annual
Reporting: Ad-hoc
+
Default Labels
Metadata Presets

Backup: All
External Users: No
Recert: Annual
Reporting: Ad-hoc
+
Default Labels
Metadata Presets

Backup: All
External Users: Yes
Recert: 6 Months
Reporting: Annual
+
Default Labels
Metadata Presets

EOY Charity Event

• External Sharing: On
• Recertification / Reporting: On
• URL: /sites/PROJ_EOYCharityEvent

Bringing It Together

LABELLED

TAGGED
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Template

Make it easy 
to choose the 
right template

Project (INTERNAL)

• Users can make self-service 

requests from available 

workspace templates that 

are relevant to them

• Workspaces can come pre-
configured with channels, 

tabs, and bots

Channels Tabs

General

PMP Material

Documentation

Live Meeting 

Discussions

Conversations,    Files,     Planner

Conversations,    Files,     Project Templates

Conversations,    Files,     Deliverable Templates

Conversations,    Files,     Meeting Notes



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

“Templates” 
are more 
than just 
channels and 
configuration.

Project (INTERNAL)

TEMPLATE DEFINITION: Recommended for internal-
department or ad-hoc Projects with a small-to-
medium audience who require pre-configured default
Project channels with real-time chat and meetings.

• Pre-set Channels and Tab 

recommendations are great 

for helping contextualize 

Teams for business users, 

but these only get you so 
far as a “template”.

• The AvePoint approach 

accounts for the 

Operational Governance 

and lifecycle to ensure 
“templates” are not ONLY 

provisioned correctly (and 

compliant with IT policy) but 

also managed

A template framework that 

includes the site components, 

and the lifecycle components.

EXTERNAL

SHARING

EXPIRATION/

RETENTION

WHO CAN 

CREATE

RECERTIFY

MEMBERS

6 Months
after last accessed

All requests through 

Central IT

after

3 Months

No external 

sharing
X



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Decision Trees Map the Business to the Templates

Helps with adoption making it easy for users, and helps clarify IT Governance

Dept Ad Hoc External

I would like a new 
space for sharing or 

working together

Does a similar site 
exist already?

Yes

Contact IT to decide 
best action

Is this for your 
working team, or is 
this for a project?

Is this related 
directly to your Dept 

or is it a ad-hoc 
Team?

Is this for internal CUSTOMER 
collaboration, or do you have 
external parties/vendors?

Dept Ad Hoc Internal

No

Working 
Team

Short Term 
(<1 Year)

Project Ad Hoc
Team

Is this mainly for publishing/sharing 
Dept content l ike a landing page, or 
more for Dept collaboration and 
discussion.

Is this an internal 

Dept Team

Dept Home

Short Term Project 
Internal

Organizational 
Dept Related

Part of the main Intranet navigation, this SharePoint 
site provides a Dept with a landing area to publish 
policies, info, and announcements for sharing with a 
wide audience.

Internal

External

Sharing

Collab

Internal

The Dept Team is using Microsoft Teams to enable 
one of the CUSTOMER Business Units to have an area 
to collaborate in real-time. The defining feature of 
this audience is that it is directly to a Dept

This collaboration space in Microsoft Teams is for ad-
hoc internal teams (not necessarily bound to a 
particular Dept or Department) to have an area for 
cross-Dept or within-Dept team collaboration for 
INTERNAL ONLY

Similar to the Dept Ad-Hoc team spaces, this area 
allows EXTERNAL GUEST USERS (such as partners 
or vendors) to collaborate together with employees in 
a shared space, with tighter approval and 
recertification controls.

This is space for CUSTOMER to work together on a 
project. It is different to ad-hoc Team spaces, as the 
membership is driven by a specific project team, 
and has start-and-end dates with different 
validation rules (for example: XXX).
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Demo:
Making it easy for 
users to do the right 
thing

• Guiding users to the right choices

• Leveraging business ready templates
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So what’s the next step?

Resources and opportunities to continue this journey
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Empower your Firstline Workforce

Learn more about Microsoft 365 and check out the demo to
see Modern Workplace solutions in action.

Learn more about Microsoft’s vision for intelligent 
manufacturing:

• Videos and articles

• Customer stories

• Events & webcasts

• Social channels

Get started today:

• See what’s possible with a Value Discovery Workshop.

• Get onboarding and adoption assistance with FastTrack.

https://www.microsoft.com/en-us/microsoft-365/enterprise/home
https://www.microsoft.com/en-us/microsoft-365/enterprise/firstline
https://www.microsoft.com/en-us/enterprise/manufacturing/discrete-manufacturing
https://transform.office.com/
http://fasttrack.microsoft.com/
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Bringing all of this back to your teams…

Microsoft Resources

• Adoption guidance: 
https://aka.ms/TeamsAdoption

• O365 Champions program: 
https://aka.ms/O365Champions

• Building a Champions program 

in your organization: 
https://go.microsoft.com/fwlink/?linkid=854665

AvePoint Guidance

• Take this workshop to your 

organization!

• AvePoint can tailor a 1:1 

workshop for your key 

stakeholders

• Contact your AvePoint Account 

Representative

https://aka.ms/TeamsAdoption
https://aka.ms/O365Champions
https://go.microsoft.com/fwlink/?linkid=854665
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Want more 
structured 
guidance and 
advice?



Contact your AvePoint rep to get 100% off your registration. This is now a 

Remote Worker Event.



Gracias

Merci

Ευχαριστώ



www.AvePoint.com

Sales@AvePoint.com | +1 800.661.6588 


