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Objectives

The Challenge 

Managing a single Office 365 tenant for 

multiple divisions…

Admin Roles in Office 365 

It’s all or nothing…

Delegating Admin Tasks 

What can they do, where they can do it…

Tailoring Office 365 Services

Different experiences different teams



From Autonomy to Centralized Control

Enabling Bureau and Department Administrators 
within Specific, Controlled Scope
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Daily Ad hoc Activities, Support, & Other Change Requests Delegated Administration

Limit the number of Office 365 Admins

Divisional admins missing the ability to 
manage and audit their own sites

Global admins cannot scale to meet all 
admin needs of divisional sites

Divisions manage their own sites/Teams

Audit global admin activities

Monitor global admin access

Limited Office 365 admins
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Microsoft Admin Roles in Office 365
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Native Office 365 Administrative Roles



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

These roles are good, but… 

They are too broad…
If you are a workload admin, you manage the 

ENTIRE workload

There’s no granularity …
You cannot setup admins of only some

mailboxes



DEMO:

Office 365 Administrative Roles and Interfaces
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Re-forging Divisional Admin Roles
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“Role based 

access” (RBAC)

Limiting what 

feature(s) an Admin 

can use within 

applications

Security Trimming

Limiting what 

scopes of content, 

objects and 

workspaces an 

Admin can see and 

impact within the 

application

Critical admin 
delegation 

considerations
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“Dynamic Object Registration” for Security Trimming

Group workspaces as needed for proper administrative delegation
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Registration Examples...

Objects can be grouped using properties and property combinations…

Exchange SharePoint One Drives Groups/Teams
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Creating RBAC and Security Trimmed Backup Admins 

RBAC

Security 

Trimming
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Creating Admin Scopes and Admin Roles in AvePoint Cloud 
Management
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Tailoring Office 365 Services for 
Different Teams and Divisions
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AvePoint Cloud Governance Approach

Standardized Services
• Clear definition of ownership, business 

purpose, and guidelines

• Tailored by role and business units

• Approval process for new workspaces

• Terms of service and use (example: protected 

health information)

Policy Enforcement
• Apply proactive monitoring/enforcement of 

permissions and configuration policies
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Tailoring Services & Policies Across Divisions

Tenant Wide General Services

• Available to all/most users

• Address general productivity, security, compliance needs

Address Unique Needs of Specific 

Departments or Divisions

• LOB specific configurations

• More/less control and restrictions

• Example – External sharing allowed

Specialized Services Smaller Groups

• Unique needs can be addressed

• Pilots of future services

(provisioning, lifecycle, policy, protection)
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DEPARTMENT DEPARTMENT DEPARTMENT

EXTERNAL

SHARING

EXPIRATION/

RETENTION

ALLOW THESE USERS

TO CREATE A TEAM

RECERTIFY

MEMBERS

6 Months
after last accessed

12 Months
after last accessed

9 Months
after last accessed

All requests through 

Central IT

All requests through

Department IT

Only Joe, Sally, and

Harold can create

after

3 Months
after

6 Months
after

12 Months

No external sharing External sharing allowed in: External sharing only allowed in:

X
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Mandating settings and conditions
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Defining options available for request



The case for Teams Templates…
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Governing external access through Policy
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Leveraging “Service Permissions” to map services 
to the right users…
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Creating and Consuming a Tailored Service Catalog



What We Covered

The Challenge 

Managing a single Office 365 tenant for 

multiple divisions…

Admin Roles in Office 365 

It’s all or nothing…

Delegating Admin Tasks 

What can they do, where they can do it…

Tailoring Office 365 Services

Different experiences different teams
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Key Takeaways

• Microsoft has a lot of great, but one size fits all features.

• AvePoint has multiple ways to help scale administration.

• Control can be delegated with enforcement in place.

• Administration doesn’t have to make it hard for users to do the right thing.

It’s important to understand…
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What to do Next?!

Microsoft Teams & Delegated Administration Q&A

https://www.avepoint.com/solutions/operational-governance/

http://www.avepoint.com/resources

http://www.avepoint.com/blog/

https://www.avepoint.com/blog/manage/microsoft-teams-delegated-administration/
http://www.avepoint.com/resources
http://www.avepoint.com/resources
http://www.avepoint.com/blog/
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