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Activity: Governance Pictionary
Individual Activity

1. Get three sticky notes
2. List a governance issue on each sticky note

Group Activity

1. Consolidate your list of issues
2. Identify the top three issues
3. Draw these three issues on the white board with no words



Click to edit 
Master title style
Second level

Agenda
Modern Workplace Today

Why Microsoft Teams?

Microsoft Teams Administration 

Right Sizing Governance

Establish Sustainable Adoption Plan
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Modern Workplace Today



Modern workplace is top of mind 
for business leaders

Average cost of a data breach
$4M

of business leaders say it is very important that technology 
empowers employee creativity and innovation

72%

of business leaders plan to increase their modern workplace 
investments in the next 2 years

81%



Today’s modern workforce

Information Worker Firstline Worker Value Chain

Management
Office Staff

Field Sales
Task Workers

Shop-floor Workers
Maintenance Engineers

Medical Staff

Vendors
Suppliers

Wholesalers
Citizens
Partners

Volunteers



Teamwork

More collaboration
People work on twice as many teams and spend 
50% more time collaborating

Internal, external & remote
People need to connect and communicate 
across organizations, locations & time zones

Diverse workforce
People have different expectations, preferences, 
skillsets and abilities

Employee engagement
Globally, employee engagement is 15%,
but at the best performing companies, 70%
of employees are engaged and profits are
21% higher

2x



What does teamwork 
look like for you 
today?

Bring Your 
Own Devices

Need to involve a 
growing Firstline
and remote 
workforce

Hard to integrate 
vendors and 
contractors

Difficult to access 
and share files 
remotely

Challenging to access 
conversations and 
notes across platforms 
or devices

Solutions
for mobile 
workforce

Increased IT 
support 
workload

Lack of centralized 
hub for information

Tools used inconsistently 
across the organization

Increased on-
boarding time

Dispersed
resources

Shadow
IT creates
security
concerns

Delays in development 
and implementation of 
content and ideas

Unreliable 
version control

Difficult to involve 
outside contributors

Inefficient 
co-authoring 
and file 
sharing

Disjointed
collaboration 

and
file sharing



A complete, intelligent solution
to empower employees to be 
creative and work together, securely

Microsoft 365 

Office 365

Windows 10

Enterprise Mobility + Security 



Microsoft 365: Universal Toolkit for Teamwork 

Teams

Hub
for Teamwork

SharePoint

Intranets & 
Content Management

Yammer

Connect Across 
the Organization

Office Apps

Co-Author

Outlook

Email
& Calendar 

Office 365 Groups
Single team membership
across apps and services

Microsoft Graph
Suite-wide intelligence

connecting people and content

Security and Compliance
Centralized policy management 



Teamwork in Microsoft 365

Pervasive availability. Targeted communications.
Email

Inner Loop 
People you work with regularly 

on core projects

Outer Loop 
People you connect with openly 
across the organization

Examples: 
Team meetings & communication

Event planning
Sales Team planning

Examples: 
Corporate communications
CEO Town Hall Meetings
Employee Interest Groups

SharePoint
Content collaboration

Stream
Video & live events
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Why Microsoft Teams?
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Microsoft Teams – The Hub for Teamwork

Microsoft 
Teams

Office 
applications

Content 
and 

authoring 

Chats, Calls 
& Meetings

Bots and 
Connectors 

Everyday 
Apps and 
Services

People

Communicate:  

Collaborate: 

Customize & Extend: 

Work w/ Confidence: 
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Channel Tabs

• Sharing group information

• Pin information or tools 
important for the channel

Connectors

• Simple webhook notifications 
in channels

Bots in channels

• Coordinate tasks in a team 
environment

• Broadly share information

Compose Extensions

• Make it easy for your users to 
look up and share information

Personal Tabs

• Create a personal workspace

• Aggregate content from across 
Teams

Bots in 1:1 chat

• Easy access to commands

• Q&A

• Provide user right insight at 
right time

Microsoft Teams Capabilities
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Teams for different departments
Marketing 
Deliver marketing campaigns and 
go-to-market activities across a 
diverse group of internal and 
external stakeholders.

Sales
Build and deliver proposals with input from 
different stakeholders. 
Manage sales planning, training and sales 
readiness in the same place.

Finance
Aggregate and report on data while 
conducting business reviews.

Human Resources
Manage recruitment, training and reviews 
across departments.

IT
Drive IT transformation and change 
management. 
Plan, execute and manage all 
phases of IT deployment, adoption 
and rollout.

Engineering
Move quickly between ideation, 
development and deployment. 
Integrate with developer tools.

Project Management
Manage project stakeholders, tools, 
budgets, project reviews and feedback. Get guidance on these and other scenarios in the

FastTrack Productivity Library

https://fasttrack.microsoft.com/#/office/envision/productivitylibrary/provide-a-chat-based-workspace
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“Conversations” are at the heart of Team collaboration

• Follow/unfollow channel to be 
notified of all activity

• @Mention people or the Team 
to alert them to your message 
regardless of their follow status

• Only users that have favorited a 
channel get notified if you 
@Mention the Channel itself
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The basic shape of a Team

Team

Channel 1

Tab 1 
(Conversations) Tab 2 (Files) Tab 3 (SP Page)

Channel 2 …

Tab 1 
(Conversations) Tab 2 (Files) Tab 3 (Notes) Tab 4 (an app)

SECURITY boundary
• Team (Group) membership

COMMUNICATION boundary
• “Follow” (notifications)

COMMUNICATION boundary
• “Follow” (notifications)

Resources to support the Channel Resources to support the Channel
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The structure of a real-life Team
The TEAM The Team’s CHANNELS Channel TABS
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The Difference between TEAMS and CHATS

Team Conversations
• Visible to all Team members/owners
• Uploaded files go into the 

SharePoint folder for the Channel
• Conversation history goes into the 

Team mailbox for compliance needs 
(hidden)

• Notifications will be sent to those 
following the Channel + those who 
are @mentioned

Chats
• Visible only to those in the chat
• Uploaded files go into the 

OneDrive of the poster and are 
shared with current chat 
participants automatically

• Chat history goes into the 
participants mailboxes for 
compliance needs (hidden)

• Notifications will be sent to 
participants
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Understanding the SharePoint and Teams relationship
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AVA: AvePoint’s Virtual Assistant
Give users a place to look for lost content:

• Filenames that can’t be found
• Documents modified recently
• Broken URLs to documents and files 
• Lost e-mails that can’t be searched in Exchange / 

Outlook

Highlight quick-wins to limit support calls:
• Identify version history, first and second level recycle 

bins, soft-deleted content
• Identify recent data in AvePoint’s backup data sets
• Fully security-trimmed to each user
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Microsoft Teams Administration
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Where Are My Conversations Stored?

Chat service

Substrate / Exchange

Conversation images & media
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Where Are My Files Stored?

1:N chats

Team conversations

Cloud storage
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How Teams Enable Information Protection

Chat 
service

Microsoft 
Teams

O365 Information Protection 
tools
 eDiscovery
 Legal Hold
 Compliance content search
 Archive
 Retention
 Audit Logs

 Email
 1:1 chats 
 Group chats
 Channel messages

 SharePoint Files
 OneNote
 OneDrive for Business

O365 
substrate
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External Access

Guests …
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Guest Access Capabilities
Capabilities Teams User Guest User

Create channels X X

Participate in a private chat X X

Participate in a channel conversation X X

Post, delete, and edit messages X X

Share a channel file X X

Share a chat file X

Add apps (tabs, bots, connectors) X

Create tenant-wide and teams/channels guest access policies X

Invite a user outside the Office 365 tenant's domain X

Create team X

Discover and join public teams X

View org chart X

Note: Office 365 admins control the features available to guests.
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How do I manage 
Microsoft Teams 
at scale?
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How Do I Best Manage Teams?

• Teams administration works hand in hand with 
Office 365 Groups administration

• Primary interface is Office 365 Admin Center
• Advanced administration requires Azure AD 

Premium P1 license & PowerShell
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Office 365 Admin Center
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Azure AD Licensing Requirements for Groups
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Group creation permissions
Benefits

Guidance

Documentation: Manage who can create Office 365 groups |  Populate groups dynamically based on object attributes

https://support.office.com/article/Manage-who-can-create-Office-365-Groups-4c46c8cb-17d0-44b5-9776-005fced8e618?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-groups-with-advanced-rules
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Restrict via Powershell
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Group naming policy
Benefits

Guidance

Documentation: Office 365 Groups Naming Policy

https://support.office.com/article/Office-365-Groups-Naming-Policy-6ceca4d3-cad1-4532-9f0f-d469dfbbb552
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Set naming policy & custom blocked words
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Group expiration policy
Benefits

Guidance

Documentation: Office 365 Group Expiration Policy |  Configure Office 365 groups expiration (preview)

https://support.office.com/article/Office-365-Group-Expiration-Policy-8d253fe5-0e09-4b3c-8b5e-f48def064733?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-groups-lifecycle-azure-portal
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Group soft delete and restore
Benefits

Guidance

Documentation: Restore a deleted Office 365 Group

https://support.office.com/article/Restore-a-deleted-Office-365-Group-b7c66b59-657a-4e1a-8aa0-8163b1f4eb54?ui=en-US&rs=en-001&ad=US


Click to edit 
Master title style
Second levelHow do I 
administer with 
Powershell?
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Install the module
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List of cmdlets available
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Listing of Teams (that you are a member of)
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Create Teams



Right Sizing Governance



WHO you’re collaborating 
with…

Send and 
receive emails

Chats and 
conversations

Share Files

Plan meetings 
and events

Track tasks
Social engagement

HOW you are 
collaborating…

The “job to be done”



Office 365 Groups = Membership Service

Apps

One identity Federated resources Loose coupling
Azure AD is the master for group 
identity & membership

Office 365 services extend with 
their data

Service notify each other of 
changes to a group

Attributes

Flow User creates new group 
for teamwork

Group experience 
populated in app of choice

Group identity created in 
Azure Active Directory
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When Creating a Team …



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

https://www.gartner.com/doc/3879669
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Entry-points for self-service creation
Planner “Outlook 

“Team” 

“Team” 

“Team” 

“Yammer

Connected”

Group”

X

X

X X=

=

=
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When Considering Native Self-Service…

You should be
thinking about:
• Impact on user experience 

and business agility
• Desire/need to mandate 

options and settings
• What can/can’t be adjusted 

afterwards
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Benefits of Well Governed Implementation

Repeatable and consistent service delivery

Administrative efficiency

Accurate cataloging and monitoring of adoption, usage, and governance 
attributes for collaboration workspaces

Provable compliance with internal and external policies and
regulatory requirements
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Where should tools fit in an IT Governance Model

IT Governance
Broad, organization-wide

Operational Governance
Application-specific, aligns with IT Governance goals

Data Governance
Content-specific, aligns with IT Governance goals

Workspace
Provisioning

Ongoing 
Management/ 
Enforcement

Lifecycle and
EOL for

Workspaces

Retention/
Expiration

Records
Management

Classification DLP
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How are Teams 
requested, approved 

and created

For collaborative workspaces, customers want to govern:

What do I need to govern?

Provisioning

How are availability, 
compliance and 

changes over time are 
managed

Management

How do I 
retain/expire/dispose of 
Teams as appropriate

Lifecycle
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Govern 
Provisioning

• Sprawl
• Duplication
• Appropriateness
• Convention
• Cataloging
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Out of the Box Capabilities
• Enable self-service provisioning

There are 17 endpoints where Office 365 Groups can be provisioned
You trust the end user will do the right thing

• Disable self-service provisioning
Only Office 365 administrators can create Office 365 Groups
By doing this, IT can be a bottleneck
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Office 365 + AAD P1
• Group creation permissions
• Enforce naming convention
• Usage Guidelines
• Specify classification

Docs: Manage who can create Office 365 groups |  Populate groups dynamically based on object attributes | : Office 365 Groups Naming Policy

https://support.office.com/article/Manage-who-can-create-Office-365-Groups-4c46c8cb-17d0-44b5-9776-005fced8e618?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-groups-with-advanced-rules
https://support.office.com/article/Office-365-Groups-Naming-Policy-6ceca4d3-cad1-4532-9f0f-d469dfbbb552
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Govern Ongoing 
Management

• Monitor usage
• Policy enforcement
• Quota enforcement
• SharePoint 

governance
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Out of the Box Capabilities
• Manually configure 

User Permissions
Information structure

• Usage Reporting

• Audit Reporting



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Office 365 + AAD P1
• Dynamic Membership

Set Group permissions based on AAD attributes
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Govern 
Information 
Lifecycle
• Expiration
• Retention
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Out of the Box Capabilities
• Soft Delete/Restore

Documentation: Restore a deleted Office 365 Group

https://support.office.com/article/Restore-a-deleted-Office-365-Group-b7c66b59-657a-4e1a-8aa0-8163b1f4eb54?ui=en-US&rs=en-001&ad=US
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What about retention of content?

O365 “Advanced Data Governance” can handle retention/expiration

Retention policies at the 
“Container” level

Retention Labels at the 
folder or item level
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Office 365 + AAD P1
• Group Expiration



Using Retention Policies for Teams



Understanding  O365 “Retention Labels”



Click to edit 
Master title style
Second level
Are these 
management 
controls 
enough?
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Office 365 OOB
AvePoint Cloud Gov

Planned*
Requires AAD Premium$
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Megan Bowen

Megan needs to work with 
some colleagues on the 
departmental away day 
planning

Self service and 
automated 

provisioning 
based on 

business need
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 Granular backup every 6 hours
 Auditing Enabled
 Lease period of 6 months
 Option to extend lease by 3 months
 Recertify members every month
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Diego Siciliani

Diego is Megan’s manager 
and receives an email 
requesting approval for her 
request

Self service and 
automated 

provisioning 
based on 

business need
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Screenshot for Fundraising being 
created
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Megan Bowen

Megan receives an email 
to let her know that her 
space is now available

Self service and 
automated 

provisioning 
based on 

business need
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Example: Govern Self-Service



Establish Sustainable Adoption Plan 





Adoption challenges
SaaS productivity platform move is “lift and 
shift” and no new value is delivered

Organizations are ill-prepared to deliver 
continuous change provided by SaaS 
productivity platform

Lack of “digital dexterity” investment such as 
mobile first programs

* Maximize the Value of Office 365 by Making it Part of a Digital Dexterity Program

https://www.gartner.com/document/3880120?toggle=1&ref=ddisp
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Why training alone doesn’t work
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Goal: Drive Sustainable Adoption
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Sustainable Adoption ObjectivesSustainable Adoption Objectives

• Minimize the negative impact of 
making technology changes

• Promote the consistent adoption 
of Microsoft Teams

• Provide users with the resources 
they need to be successful
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Why Training Alone is Not Working

Technology Focused
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Sustainable Adoption Objectives
• Minimize the negative impact of 

making technology changes

• Promote the adoption of new 
systems and solutions

• Provide users with the resources 
they need to be successful

• Encourage an organization 
culture which embraces on-
going evolution. 

Impacted
Business Activities

Impacted
People

Sustainable Adoption Program

SharePoint
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Make it Easy 
to Do the 

Right Thing



How do you create a
sustainable adoption 
plan?

100

75

50

25

0

M
arket share %

Innovators
2.5 %

Early
Adopters
13.5 %

Early
Majority
34 %

Late
Majority
34 %

Laggards
16 %

* Diffusion of Innovations by Everett Rogers

https://en.wikipedia.org/wiki/Diffusion_of_innovations


©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Specify rules of engagement

Focus on business scenarios or initiatives

Enforce & automate governanceStep 1: 
Make it easy to 
do the right thing
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Example: Make meetings better



Engineering, Research & Development Operations, Manufacturing & Logistics Sales, Marketing, PR & Communications

HR & Legal Services Accounting, Finance & Procurement Administration

Share best practices across geographies

Gather & process forms from employees

Improve and monitor business processes

Pull data and build financial reports

Align Sales and Marketing teams

Organize teams and manage calendars 

Example: Focus on Business Scenarios
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Highlight financial benefits

Demonstrate better transparency

Expedite organizational agility
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Example: Global team collaboration
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Step 3: Ensure quick wins

Enable mobility

Provide a one-stop shop

A day in the life



Example: Real time translation



Example: Mobile Access
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Step 4: Develop Contextual Learning

Use case driven

On-demand

Always have a call to action
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Example: Microsoft Teams for Sales



Example: On-Demand Learning

Video Training: What is Microsoft Teams?

https://support.office.com/en-us/article/video-what-is-microsoft-teams-422bf3aa-9ae8-46f1-83a2-e65720e1a34d?wt.mc_id=otc_microsoft_teams
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Step 5: Create Your 90 Day Plan

Identify specific use cases

Conduct pilot

Launch company wide
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Example: Identify Business Use Case 



Example: Business Use Case
Employee Onboarding

Bring new employees into the department’s team from day one and provide
a real-time resource of information. Help new employees get up to speed as
quickly as possible.

Issue
We currently have a formal onboarding process to inform new employees of
processes and resources, however there are limited opportunities to educate
them about our departmental culture and create a sense of inclusiveness.

Solution
Bring employees onto Microsoft Teams on their first day at the organization.
By creating early adoption, employees are more likely to participate in
conversations – and do so more frequently - and will be more informed at an
early stage in their tenure. Employees will also be able to see conversations
that happened prior to their start date, to speed up their awareness.

Benefits 
• Increase adoption
• Convey department culture and benefits 

to employees early on
• Live FAQs for new employees
• Historically searchable

Success Metrics
• Use of  Microsoft Teams by new 

employees
• Employee survey response after 90 days

Owner & Timeline
• HR team and Departmental Managers
• Before Summer 2019 hiring season
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Example: 90 Day Plan
Month 2Month 1 Month 3

• Identify 3 use cases for Teams 

• Engage leadership and secure 
buy-in

• Develop rules of engagement 
and how-to resources

• Engage 3 departments/groups  
to pilot Teams use cases

• Identify what works and what 
doesn’t with use cases then 
modify

• Configure Teams to support use 
cases for company wide 
deployment

• Launch use cases company wide

• Encourage leadership to 
consistently promote and adopt 
the use cases

• Showcase and highlight wins of 
adopting Teams
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What We 
Covered

Modern Workplace Today

Why Microsoft Teams?

Microsoft Teams Administration 

Right Sizing Governance

Establish Sustainable Adoption Plan
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Register for FREE at 
ShiftHappensCon.com
Use Code: “CUSTOMER50”



Let’s Connect

Dux Raymond Sy
Linkedin.com/in/meetdux
dux.sy@avepoint.com

@meetdux

avepoint.com/presentations 

Get Resources



Gracias

Merci
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