A AvePoint

How to Develop Your Information Governance
Strategy in 4 Steps

Dux Raymond Sy

@meetdux | AvePoint A

Microsoft RD + MVP ‘
e

» 'l\

VR

. Unleash.the Power of You




Session Objectives

Develop

Challenges today What to Govern your strategy

A
©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Challenges
Today



How do you manage & protect your
important data in a world where...

58 0 of individuals have accidentally sent
/0 sensitive information to the wrong person

81 0/ of corporate breaches involve weak or
Y stolen passwords

300 new malware samples are created and
K spread every day




Unstructured content is all over
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We don't know what we don’t know

What is this?

What you need to keep...

What you use...



We need to establish confidence

Suffered at least one breach
in the last year

i
© 08

Aol M

FORPROFIT, NOTFOR FORPROFIT, GOVERNMENTAL NON- HEALTHCARE
PRIVATELY PROFIT PUBLICLY HEALTHCARE
HELD TRADED

Society of Corporate Compliance & Ethics / corporatecompliance.org



Balancing Act

:t c v
Data Data
Transparency § Collaboration Protection Management

A
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Information is everywhere in Office 365

3“
Office 365 - i')a e o
Groups K 4 E‘:)Sh:;gf) = BN = B S ) S A s
/ y Online Group”

= WX D

"Yammer
ammers — @ v
X eeeeeeee ise Social Network . 2@= » m ; y:- H> -.ﬂ.-
Connected”




Benefits of Good Governance

Repeatable and consistent service delivery

Administrative efficiency

Accurate cataloging & monitoring of adoption, usage and governance attributes for collaboration workspaces

Provable compliance with internal and external policies and regulatory requirements

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Governance Focus

For collaborative workspaces, we want to govern:

How containers are
requested, approved
and created

How are avalilability,
compliance and
changes over time are
managed

How do |
retain/expire/dispose of
information as
appropriate
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Provisioning

*  Sprawl
»  Duplication
How Containers - Appropriateness

are Born

« (Convention
 (Cataloging

A
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Management

- Monitor usage ana
adoption

« Ensure users aren't doing
what they shouldn't

« Quota enforcement

« You're old friend hasn't
gone anywhere...

Ongoing

Operations
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Information Litecycle

« How do | know when a

Retention, Group should be expirec

Expiration and . ow do | get rid of It “safely

Disposition : ow do | make sure
information management
oolicies are enforced?

/1

A
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MICROSOFT'S INFORMATION PROTECTION - VISION

Common Classification and labeling policies across all Microsoft technologies

DEVICES OFFICE 365 CLOUD SERVICES, SAAS
APPS & ON-PREMISES

™ =) By By =

PCs, tablets, mobile Exchange Online, SharePoint Highly regulated Azure 3rd-Party SaaS Datacenters, file
Online & OneDrive for Business shares




Develop ,
your strategy



4 steps to develop your strategy

Define Data Proactively
Discover & Classify Governance Policies Enforce Policies

Report and Audit

A




Discover and Classity



Welcome Ho




Discover and map

‘ Who can access it?
Al

File Share File Level Analysis

—
Redundant, outdated and I Who owns it?

trivial (ROT) data
& Who can read it?

. File types (Music, log files, etc..)
SharePoint P °
Who can edit it?

Office 365 Content Level Analysis

Sensitive data
Date Created

Databases Owner
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Command Panel
1,2 Find Master File:

Which properties should be based on?

Created time

Tag Master Files

<. filter and fill in action

please use filter to find the files you need and
fill in the Action and Action parameter, like

Delete, Move (with parameter).

+.= Export files to list

Path of Duplicate Detector:

Browse |

Duplicated.Document.Detector.Cmd.exe

Path of configuration profile:

Profile.xml

Perfarm Action

EBrowse |

ﬂ File name

1 DocumentView3270.pdf
1 DocumentView3270.pdf
1 DocumentView3270.pdf
2 DocumentView3015.pdf
2 DocumentView3015.pdf
2 DocumentView3015.pdf
3 bupers imo command brief 08 nov 12.ppr.
3 bupers imo command brief 08 nov 12.pp .
3 bupers imo command brief 08 nov 12.ppr .
3 bupers imo command brief 08 nov 12.pp .
3 bupers imo command brief 08 nov 12.pp .
4 DocumentViewesc2.pdf

4 DocumentViewe8c2.pdf

4 DocumentViewesc2.pdf

5 Bold Alligator Articles 08FEB2012.doc
5 Bold Alligator Articles 08FEB2012.doc
5 Bold Alligator Articles 08FEB2012.doc
5 Bold Alligator Articles 08FEB2012.doc
6 djrs_prfl_v2.docx

6 djrs_prfl_v2.docx

6 djrs_prfl_v2.docx

6 djrs_prfl_v2.docx

6 djrs_prfl_v2.docx

6 djrs_prfl_v2.docx

6 djrs_prfl v2.docx

6 djrs_prfl_v2.docx

6 djrs_prfl v2.docx

7 CSR-Form-08-11-055.xls

7 CSR-Form-08-11-055.xls

7 CSR-Form-08-11-055.xls
7 MEE_Crarm_NR_11_N&EE wic

.pdf
.pdf
pdf
.pdf

ppt
ppt
ppt
ppt
ppt

.pdf
.pdf
pdf
.doc
.doc
.doc
.doc
.docx
.docx
.docx
.docx
.docx
.docx
.docx
.docx
.docx
xls
xls
xls

ﬂ Created time
\\contoso\share\Departments\Eng 2015-06-22-03:45:40:823
\\contoso\share\Departments\Eng 2015-06-22-03:45:43:497
\\contoso\share\Departments\Fin: 2015-06-22-04:01:40:843
\\contoso\share\Departments\Fin; 2015-06-22-04:01:40:343
\\contoso\share\Departments\Eng 2015-06-22-03:45:43:497
\\contoso\share\Departments\Eng 2015-06-22-03:45:40:323
\\contoso\share\Departments\IT\k 2015-06-22-04:02:07:230
\\contoso\share\Departments\Fin: 2015-06-22-04:01:39:937
\\contoso\share\Departments\Eng 2015-06-22-03:45:39:870
\\contoso\share\Departments\Eng 2015-06-22-03:45:42:713
\\contoso\share\Departments\Eng 2015-06-22-03:45:45:433
\\contoso\share\Departments\Eng 2015-06-22-03:45:43:823
\\contoso\share\Departments\Eng 2015-06-22-03:45:41:120
\\contoso\share\Departments\Fin: 2015-06-22-04:01:41:093
http://contoso/Shared Documents, 2015-01-20-02:17:58:000
\\contoso\share\Departments\Fin: 2015-06-22-04:01:39:307
\\contoso\share\Departments\Eng 2015-06-22-03:45:39:823
\\contoso\share\Departments\Eng 2015-06-22-03:45:42:667
\\contoso\share\Departments\Eng 2015-06-22-03:45:43:463
\\contoso\share\Departments\Eng 2015-06-22-03:45:46:230
\\contoso\share\Departments\Eng 2015-06-22-03:45:46:417
\\contoso\share\Departments\Eng 2015-06-22-03:45:40:733
\\contoso\share\Departments\Fin: 2015-06-22-04:01:40:827
\\contoso\share\Departments\IT\c 2015-06-22-04:02:07:353
http://contoso/Discovery/djrs_prfl 2015-09-16-10:29:30:000
http://contoso/Shared Documents, 2015-01-20-02:22:31:000
http://contoso/Shared Documents: 2015-03-18-01:56:41:000
\\contoso\share\Departments\IT\( 2015-06-22-04:02:07:337
\\contoso\share\Departments\Fin; 2015-06-22-04:01:40:797
\\contoso\share\Departments\Eng 2015-06-22-03:45:40:747

Werantacal charal Nanartmantcl Enn IN1E.NA-IINT-ARART12

B Modified time

Duplicate file report

ﬂ Extension ﬂ Path

2012-11-20-15:58:16:000
2012-11-20-15:58:16:000
2012-11-20-15:58:16:000
2012-11-20-16:17:38:000
2012-11-20-16:17:38:000
2012-11-20-16:17:38:000
2012-11-23-13:07:50:000
2012-11-29-13:07:50:000
2012-11-29-13:07:50:000
2012-11-29-13:07:50:000
2012-11-29-13:07:50:000
2012-11-20-17:25:02:000
2012-11-20-17:25:02:000
2012-11-20-17:25:02:000
2015-01-20-02:17:58:000
2012-11-30-09:53:18:000
2012-11-30-09:53:18:000
2012-11-30-09:53:18:000
2012-11-20-22:22:24:000
2012-11-20-22:22:24:000
2012-11-20-22:22:24:000
2012-11-20-22:22:24:000
2012-11-20-22:22:24:000
2012-11-20-22:22:24:000
2015-09-16-10:29:30:000
2015-01-20-02:22:31:000
2015-03-18-01:56:41:000
2012-11-29-11:13:52:000
2012-11-29-11:13:52:000
2012-11-29-11:13:52:000
LI EPCT- IR B E TG TN Ty
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n Last Access time

2015-06-22-03:45:40:823
2015-06-22-03:45:43:497
2015-06-22-04:01:40:843
2015-06-22-04:01:40:843
2015-06-22-03:45:43:497
2015-06-22-03:45:40:823
2015-06-22-04:02:07:230
2015-06-22-04:01:39:937
2015-06-22-03:45:39:870
2015-06-22-03:45:42:713
2015-06-22-03:45:45:433
2015-06-22-03:45:43:823
2015-06-22-03:45:41:120
2015-06-22-04:01:41:093
2015-01-20-02:17:58:000
2015-06-22-04:01:39:907
2015-06-22-03:45:39:823
2015-06-22-03:45:42:667
2015-06-22-03:45:43:463
2015-06-22-03:45:46:230
2015-06-22-03:45:46:417
2015-06-22-03:45:40:793
2015-06-22-04:01:40:827
2015-06-22-04:02:07:353
2015-09-16-10:29:30:000
2015-01-20-02:22:31:000
2015-03-18-01:56:41:000
2015-06-22-04:02:07:337
2015-06-22-04:01:40:797
2015-06-22-03:45:40:747
NIRRT NTARAR T2

n Size

ﬂ Owner
(30734641 AVE\spadmin
_ AVE\spadmin
30734641 AVE\spadmin
156449 AVE\spadmin
156449 AVE\spadmin
156449 AVE\spadmin
| 2107904 AVE\spadmin
| 2107904 AVE\spadmin
| 2107904 AVE\spadmin
| 2107904 AVE\spadmin
| 2107904 AVE\spadmin
228976 AVE\spadmin
228976 AVE\spadmin
228976 AVE\spadmin
54720
93184 AVE\spadmin
93184 AVE\spadmin
93184 AVE\spadmin
29903 AVE\spadmin
29303 AVE\spadmin
29921 AVE\spadmin
29303 AVE\spadmin
29903 AVE\spadmin
29903 AVE\spadmin
29903
35210
32671
168960 AVE\spadmin
168960 AVE\spadmin
168960 AVE\spadmin

ARRAARN AVE crhadmin



What do you need to secure?

Regulated Data

Data that requires retention / long-term archives
ITAR / export controlled data
Gold copies or replication

Sensitive Data Fines and Loss of Reputation

“Controlled Unclassified Information” (CUI)
PIl / PHI / PCl data that about employees / citizens

Classified Data

Operational security (OpSec)
Intellectual Property
Classified documents A
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Fines and Prosecution

Security / Business Drivers




DETECT SENSITIVE
INFORMATION

No matter where it's created,
modified or shared

AlIP scanner




Fxample: Heat map of sensitive data

£} Go to upper level {3 Go to lower level £} Check Incidents

Test Suites: 250 Matches

Financial Data: 100 Matches

Fedetal Trade
Commission
Consumer:
10 Matches

T T T T T T T




High Priori Medium Priority |™ Low Priori
Passed Files: 0 0 Hig rity ty | rity

I http:flavedemo-sp/sites/]_TeamSite/Storage/Personnel Cost...

View Al I http://avedemo-sp/sites/|_TeamSite/Reporting/Personnel Cost...

I http:flavedemo-spisites/]_TeamSite/Storage/Personnel Cost...
Failed Files: 1164

_ I http:flavedemo-spisites/]_TeamSite/Storage/Personnel Cost...

View All I http://avedemo-spisites/]_TeamSite/Storage/Personnel Cost...

Trend Report » View All »

Violation Report

P Ep H

F

F=

Y
d

1 m e

-xample: Single pane of glass for risk

v HIPAA

Select Al
FileShare - HIPAA

File Type SharePoint - HIFAA

PDF Exce 2 Fll Reporting

Link Valiclill Set s Derautt f Deraut view i~ 0K |

Page Title Report(0)

Data Tabl

File Error

Information Painter Report (0)

[ !deniify PHI Data - Web Uniform. .
US Social Security Mumber -

‘\

Identify all INPUT elements with_..

Identify PHI Data - Full face...
|dentify Fax Mumbers in the. ..

All Pages should have a link to__.

@ Roll over the pie chart to view the data. Others (8919,7.94 % ; 5939files)

Identity PHI Data - Geographical -_..

Idenfify US Phone Mumbers in the. .
Identify US Phone Mumbers in the. .

(63308, 74.63 % ; 261files)

(6016,5.36 % ; 824files)

(4470,3.98 % ; 1164files)

(2423 216 % ; 236files)

(1702,1.52 % ; 145files)

(1256,1.12 % ; 201files)

(1256,1.12 % ; 201files)

(12536,1.12 % ; 201files)

(1164,1.04 % ; 1164files)

Trend Report # View All »



Tag and classity

@
as

Who should have
Ownership access?

[ ]
o9
A
s it high business

Audience Sensitivity level Is it a record? impact?
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CLASSIFY INFORMATION
BASED ON SENSITIVITY

Business-lead policies & rules;
Automatic classification configured by IT

Policies can be set by IT Admins for automatically applying
classification and protection to data

Recommended classification 9 HIGHLY CONFIDENTIAL

Based on the content you're working on, you can be

prompted with suggested classification . 4@ CONFIDENTIAL
|

PERSONAL .l EEER
Manual reclassification

by
You can override a classification and optionally be required "*@ GeneraL
to provide a justification

.0
® rusLic

User-specified classification
Users can choose to apply a sensitivity label to the email or
file they are working on with a single click




SENSITIVITY LABELS
PERSIST WITH THE
DOCUMENT

Document labeling — what is it?
Metadata written into document files

Travels with the document as it moves

In clear text so that other systems such as a DLP engine can
read it

Used for the purpose of apply a protection action or data FINANCE
governance action — determined by policy

Can be customized per the organization’s needs CONFIDENTIAL




T AZuUre Azure Information Protection - Global policy

Azure Information Protection - Global policy

Mew D Search (Ctri+/ EE Columns ¥ Export
Dashboard CENERAL Configure administrative name, description and scope for this policy
* Policy name
All resources [& Quick start Global
Resource groups POLICIES Policy description
Default pelicy for all users in the tenant
App Services [ Al - cross policy view
Function Apps @ Global policy
Scoped policies
5QL databases v pecp
7 Azure Cosmos DB MANAGE Configure labels for this policy and order them by sensitivity level
i LABEL NAME POLICY MARKING PROTECTION
Wirtual machines B tanguages
B Protection activation W personal Global
Load balancers
B rubiic Global
Storage accounts
. General Global
Wirtual networks
’ ~[ confidential Global
Azure Active Directory All Employees Global v v
Monitor Anyone (not protected) Global v
Advisor Partner Confidential Global vy v
Security Center MewTemplate Global v
i - ~ [l Highly Confidential Global
Cost Management + Billing
All Employees Global v v

Help + support



CLASSIFICATION & LABELING EXAMPLE — SENSITIVE DATA

Discover personal data and apply persistent labels

Labels are persistent and readable by other systems e.g. DLP engine

Label is metadata written to data

Sensitive data is automatically detected

Butomatically |2
at least one credit card numbé

P Confidential

A G H
AC
o o Pamentfor e *834.00 Wootgrove Bank fAMEX ] 52.00
7/3/2016  Piclure frame 4500 Northwind Traderd] (4111111 9-1111-1111 i
o 782018 Tiketto Ma o0 oie vl | 14012-8888-8888-1881
2| HA R 380000 Conowimery  \MasterCard 520,00
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Labeling can be end-user driven
or automatically applied

Office 365 | Outlook

Search Mail and People

@© Folders

~ Favorites

Drafts
Inbox
Sent ltems

Deleted items

~ Alex Wilber

~ Inbox
Drafts
Sent items
Deleted tems
Archive
Clutter
Conversation History.
Junk Email
Notes
RSS Feeds

In-Place Archive - Alex Wilber

~ Groups

Contoso News

Core Team

Gperations and Facliities
Marketing Team

Marketing Campaigns

Marketing - Professional Development
IT - Professional Development
Industry Trends

Executive Corner

Research and Development

Mobile Device Marketing

Engineering

U

New v il Delete [ Archive Junk|¥ Sweep Moveto v  Categories v

Inbox Filter v

Next: Market Segment Performance Update ® Cont. Tomorrow at 10:30 AM [} Agenda

no-reply@sharepointonline.com
e Waers replied to your discusson: Non-Engiish Market 2pr0m
Pavel Bansty replie toyour iscussion:Non-Engish Market Pavel Banty Ale. | have 50
no-reply@sharepointonline.com

Christe Cine repled to your discussions Non-English Market 2pr0m
Sonrie Keameyreplieto your iscussion: Non-Engish Market Bonmie Kesmey Zrnka .

Lee Gu

Meeting update 22017
We have to move th Falcon mesting. Please stay tuned for.
Lee Gu

Meeting update
We have to move th i for our next Northwind Traders meeting. Please stay

Johanna Lorenz

Contract signing 21017

There will be a detalled legal review of the Project Falcon project once the contract s rea.

Johanna Lorenz
Contract sigring 2sa0
There will be a detailed legal review of the Northwind T ct once the contract i,

Invin Sayers
Person in charge of Project Falcon? 20
Who s Contoso's main point o contact on? Can you forward heir
Irvin Sayers

Who s Contosa’s main point of contact at Northwind Traders? Can you forward their inf.

Miriam Graham
Stocks 22017
Did an 52 What do you think that means 1

Miriam Graham
Stocks
Did anybody see Northwind's stock price over the lat three days? Wh

Patti Fernandez
Let's reschedule 11 22017
My daughter wil be wearing her high school's mascot costume - a falcon - or the home.

Patti Fernandez
Let's reschedule 11 22017
HiMegan My daughter has a doctor's appointment in Northwind Heights during our nex.

Contract signing

Johanna Lorenz
A Wed 2/8, 1

Megan Bowen; Lynne Robibins; Alex Wilber Joni Sherman; Lida Holloway ¥

Action tems

There will be 2 detailed legal review of the Northwind Traders project once the contract i ready.
Phase 1 drafting by contract owners

feedback from all reviewers and ets by owners
Phase 4: final pass review by all participants

Upon completion and signing of the contract, all participants will receive  copy, as will those who need to be informed.
‘Thank you for your attention,

Johanna Lorenz

Archive potey
+ Use parent folder policy

Labelz

Sales Reports (1 year)

Partner Policy (3 years)

Financial Reports (5 years]

‘Acquisitons (5 years)

Financialnfo 10 Year Delete (10 years)

+ Use parent folder policy
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@ CLASSIFICATION & LABELING EXAMPLE — DATA GOVERNANCE

Alex Wiber “—‘*

* 5 Replyall
Reply
Reoly 2l
Forward
Change default
Reoly 2l by mesting
Reply by IM
Reply all by IM
Delete
Delete all messages from Johanna Lorenz
Mark as junk
Mark as phishing
Mark as unread
Fiag
Assign policy
print
Show in immersive reader
View message details

Open in a separate window




Draw Design Layout References Mailings Review Help Q Tell me what you want to do

Calibri (Body) 1o A A Aar R == - & = 4] T AaBbCcDd AaBbCeDd AaBbCc AaBbCch /
B I U-ae X, X A-dr. i' B = = = 1= Pro:cect T Normal | T No Spac... Heading1 Heading 2
Font F - Paragraph F Non-Business Styles
% L 1 'Q' e Public - - T O
v/ General
. Confidential > Microsoft FTE
Highly Confidential *» Microsoft Extended
.;. Show Bar Any User (No Protection)
your
52 custom Permissions IPRMS Team: Test Label
- where — Ii/_f Track and Revoke
ontent - 0 Help and Feedback
tab and _
dings in



Insert Draw Design Layout References Mailings Review View Help ‘u’ Tell me what y

Calibri (Body) 11~ A A Aa- A = v = v -y €=

[
< AaBt

Protect 1 N

-

i _ B I U-=-ae X, X A-.A. = = =
~ Format Painter —

Clipboard s Font s Paragraph ~ | Protection
o RESTRICTED ACCESS Permission is currently restricted. Only specified users can access this content. View Permission...

. . L 1.--|.--Z--.---1...|---2.--|--.3.
Navigation v X

_ Video provides a powerful way to help you prove your poil
Search document P~ : paste in the embed code for the video you want to add. Yc

the video that best fits your document. To make your doct

Headings Pages Results - provides header, footer, cover page, and text box designs |

- you can add a matching cover page, header, and sidebar. (

Sreate antlnteractlve outline of your ' want from the different galleries. Themes and styles also h
ocument. )

you click Design and choose a new Theme, the pictures, ch

It's a great way to keep track of where your new theme. When you apply styles, your headings ch

you are or quickly move your content : Word with new buttons that show up where you need the
around. N document, click it and a button for layout options appears

where you want to add a row or a column, and then click t
To get started, go to the Home tab and

apply Heading styles to the headings in
your document. _ stop reading before you reach the end, Word remembers

Video provides a powerful way to help you prove your poil

Reading view. You can collapse parts of the document and

- paste in the embed code for the video you want to add. YZ®
' the video that best fits your document. To make your doct
provides header, footer, cover page, and text box designs g



asiieldal DECUFI[}' Dl elalls Frevius velaiUilils

Name: v Add

Type: Text v Remove

Value:

Properties: | Name Value Type A
MSIP Label fodc2... True Text
MSIP Label fodc2... 72f988bf-86f1-... Text
MSIP_Label_fodc2... prvijay@micro... Text
MSIP Label fodc2... 2018-01-14T1... Text
MSIP_Label_fodc2... Highly Confid... Text
MSIP Label fodc2... Microsoft Azur... Text




Delete-this Praveen Vijayaraghavan

Design Layout References Mailings Review View Help ';" Tell me what you want to do

- - N y - :: - ;: - 13_— - r= 3= A p Flnd ”
dy) 11 A A Aa- R == € = 3| ¢ a AaBbCcDd AaBbCcDd AaBbCc AaBbCcD Aa B AaBbCcD -
h Sac Replace
— [ — Protect T Normal | TNo Spac.. Heading1 Heading 2 Title Subtitle
. al = = = = P g g
U-a X, X A-¥-A- 1= = = = . s Select
Font ~ Paragraph & | Protection Styles & Editing
o It is recommended to label this as ‘Highly Confidential\Microsoft Extended'. SharePoint and OneDrive content should be classified as ‘Highly Confidential\Any User... Change now Dismiss

) 1 S T R A B R S B U - BEN SRR SERREED S A

>

This is an ACP communication

A
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Define Data
Governance Policies



How do you know where to park?




Approach to defining your policy

= B

Build “controls” Make sure no Ensure the system
into containers one messes with s used as intended
your controls

A




Example: Policy for SharePoint sites

New Project Site

Site Configuration Security

External
Sharing
Enabled?

Classification Data Permission Outside
of Content? J Sovereignty? groups? Vendors?

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Ownership

Contacts /
Stewards?




Proactively Enforce
Policies



Change is
often met with
resistance

53% decline in
workforce productivity.



Maintaining policy compliance can be a challenge

] Office 365

Admins, Compliance and

Governance stakeholders



Necessity causes delegation to non-admins

'
‘ ‘ ] Office 365




Difficult to address policy violations

E:} SharePoint

Admins, Compliance and

Governance stakeholders



@ PROTECT SENSITIVE INFORMATION ACROSS
CLOUD SERVICES & ON PREMISES

Data encryption built into

Azure & Office 365 © %ﬁ ©® Revoke app access
File-level encryption and © 3 Policy tips to notify and

permissions @ @ © educate end users
:: “: salesforce @
' Office 365 .

DLP actions to block © 3 Visual markings to indicate
sharing i . =| j © sensitive documents
Control cloud app access & ) PPt Ly . ) Retain, expire or delete
usage documents

A
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PROTECTION EXAMPLE:
DLP POLICY TO LIMIT DOCUMENT SHARING

Across Office client applications -
mobile, desktop & tablets

Office 365 OneDrive

BROWSE

Recent
Welcome to your OneDrive for Business, the place to store, sync, and share your werk. Documents are private until shared. Learn more here, Dismiss

Shared with me

Followed

@new A upload &sync Ledit Hmanage G share
Al

Documents  Shared with us ===

v« D

v Groups Email attachmef

2016 Employee Roster - Excel

Policy tip for 2015 Employee Roster.xlsx'

Draw  Pagelayout  Formulas  Data  Review Inquire  Q Tell me what you want to do.

% Cut TrebuchetMs <o~ AT A
B Copy -

~ Format Painter

This item conflicts with a policy in your organization. Access to this item is

L7 7 blocked for everyone except its owner, last modifier, and the site owner.

— & BwapTet General -

4 | Normal Bad
=

Merge & Center ~ | $ = % # | 58 s Conditional Formatas| Good Neutral
Formatting = Table

Clipboard n Font n Alignment [ Mumber [} Styles

Shared with Evel
To dismiss the policy tip, open the item to fix the issues or click Resolve to

2012 Expense Al ©Verride of report a problem with the policy tip.

B I U- i~

2013 Expense Al @ issues POLICY TIP: This file conflicts with a policy in your organization. If you don't resolve this conflict, access to this file might be blocked. Go o the File menu for more informatios

AL = fx
20714 Employee Item is shared with people outside your organization
Item contains the following sensitive information: U.S. Social Security

Number (SSN)

2014 Expense Af
2015 Employee

2015 Expense Af

New Item Ord@

New Item Order FOFm =3=15%¢ Yesteraay at 556 FM ]

Notes from Staff Meeting Sunday at 1:23 AM < Details

QT300 Accessories Specs(Draft) ws  May 28,2013

Policy tips to warn
end users

Move

+

Save
Security Issue Report Form

View policy tips
This item conflicts with a policy in your
organization

toveee Restrict or block sharing —
internally or externally

size

Created
Medified




Proactive enforcement with automation

Request Proactive Lifecycle

Service Requests [ Questionnaire Enforcement Management ROI & Chargeback § Complete Control

A
©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Example: AvePoint Compliance Guardian

» [t's Friday 5pm and Joe needs to upload his daily documents
into SharePoint

» He doesn't have time to classity documents and wants to go
home on time

« Company policy is that everything that goes into SharePoint
MUST be classified and Restricted information must not be
shared with Everyone




Detining policy

1 v Add Tag Add a static tag in the SharePoint and the tag name is Secunity Classification tag value is Confidential;.., Canfigure 2%

Else

o 2 o W R R estricted Documents

If the following conditions are met:

All of the files '® Specify conditions

If Al of these conditions are True Add Condition  Add Group X

Summary Result Equals Restricted %

Order Actions Details Add an Action
v Add Tag Add a static tag in the SharePoint and the tag name is Security Classification tag value is Restricted; T... Configure
Move Relative or full path of the library or folder: httpyfcontoso/MSFT/Restricted /Farms/allitems.aspx: If th.. configure X

5 W Private

If the following conditions are met:

All of the files '® Specify conditions

If All of these condiions are True Add Condition Add Group -

Summary Result Equals Private P‘(

Order Actions Details Add an Actian

Configure x

1 W Add Tag Add a static tag in the SharePoint and the tag name is Secunty Classification tag value is Private; Tag...
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Uploading files

SharePoint

BROWSE | FILES  LIBRARY +) SHARE oy Fouow Cdsmc O
MSFT # EDITLINKS |_|_'
> DOCU e ntS @lw https//contoso/MSFT/Restricted/Forms/Alliterms aspx LP~0 || wﬁﬁﬁded - All Documents ¥ | i;
i @] Compliance Starting 2 APIA
. ) SharePoint Newsfeed OneDrive  Sites 5P Admin
Home (%) new document or drag files here =
Documents Al Doasnents: s Find a file o) BROWSE | FILES  LIBRARY ) sHare vy rouow Cg sy
Recent
o |:| Mame Modified Modified By Security Classification MSFT & EDIT LINKS Search this site
Restricted >
2 There are no files in the view “All Documents™. 1
Site Contents : ' I Restrlcted
# EDIT LINKS
Home (® new document or drag files here
o
Home  Share  View v 08, By  Security Classification
'r-tl = T |4 v Upload Documents Today v O | | Search Upload Documents To.., @ Il Documents”
S Favorites Mame - Date modified Type Size
B Desktop BZ Company Yearly Report 172013 8:38 PM Microsoft Word D... 12 KB
8 Downloads B° Invitation for Party Microsoft Word D... 12 KB
:'_-_'-_ Recent places @ My Tax Retum i} Microsoft Word D... 12 KB
ﬂ_';' MDA for Contoso B/1/2013 8:37 P Microsoft Word D... 12 KB
A Libraries @ Payroll and bonus packages B/1/2013 839 PM Microsoft Word D.., 12 KB
_: Documents
& Music
| Pictures
B videos
/% Computer

i Lecal Disk (C:)
[ DVD Drive (D) 15.0.4
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Violation identified

Mewsfeed Cnelrnve

BROAWEE FILES  LIBRARY L

MASFT & EDIT LINKS Searck

) Documents

Home Upload completed (4 added, 1 failed) Dismiss
i i All Documents == | Find a file Je)
Recent
Resiricted o | ‘| Mame sadified Madified By Security Clagsification
Site Contents B2 Company Yearly Report % o A few seconds ago 5P Admin Top Secret
BE Invitation for Party s A few seconds ago SP Admin Public
# EDIT LINKS ) i
@5 My Tax Return 3 =« A few seconds ago SP Admin Private
85 NDA for Contoso 3 == A few seconds ago SP sdmin Confidential

The action was applied to this file because it contains sensitive content. Please contact the administrator for details.

Q Payroll and bonus packages

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Classification & Compliance Enforced

4 2 Compliance Starting 2] APIA

SharePaint

_I 6 - @ http://cantasa/MSFT/Restricted/Forms/alllt 20 = & mﬁemim-ml Documents % | fr & ﬁ
BROWSE FILES LIBRARY

b {Cumplinnc:ﬂnrﬁn@ Elﬁl’hl

> MSFT # EDITLINKS SharePoint MNewsfeed OneDrive  Sites SPAdmin~> £x 2
DOCUl ne nts BROWSE | FILES  LIBRARY O e Yy rouow Cdame I
. MSFT # EDIT LINKS ;[':ean:r' this site |
Home (® new document or drag files here ' ¥
Daocuments All Documents e -Fm-d a alc- ,ﬂ' R e St r I Cted
Recent
v [0 Name Modified Modified By
Restricted

new document or drag files here
@E Company Yearly Report # -« About a minute ago SP Admi @

Site Contents

= All Documents s+« Find 2 file P
@% Invitation for Party % =+ About a minute ago SP Admin|
et HE My Tax Retum -+ About a minute ago SP Admi v (0 Mame Meodified Modified By  Security Classification
5 NDA for Contoso 3 «:«  About a minute ago SP Admin| @@= Payroll and bonus packages ¥ ««+ About a minute age SP Admin Restnicted
< >
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Active enforcement for across deployments

J E:) SharePoint
v~

v v 3
J ﬂ Office 365 J J /E:) SharePoint
- 2

_~

v
S <//~/

oM, @ v
V-Ny 2

Admins, Compliance and E:} SharePoint
Governance stakeholders




Report and Audit



Many names, same idea

are the current
settings still
) ; appropriate?
ATTESTATION If no— make the
changes.
If yes— sign off on it.

ANNUAL REVIEW

Recertification drivers may be internal (company controls), .
external (regulatory requirement) or both \




Regular Recertification

= Y K

Access Permissions Data Ownership Classification
Who can do what to Who is responsible for Tell me about the stuff
the stuff in here? the stuff in here? that lives in here...
Does Bob still need his Are they still here and Is it sensitive?
access? willing to own it? Is it important?

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.
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Incident management is necessary

£} Replace {3} Permanently Delete £} Dismiss £} Download Input Keyword E Manage columns ~

+  Test Suite Assignee

Highlight Matches Report Lifecycle Permissions Comments History

u Description Change Status
] Credit Card Information... Credit Card information should not appear on the page. @ Passed Change Status
] Identify E-mail Address in... E-mail addresses could expose P, this check identifies all pages with PIL. @ Passed Change Status
O - |dentify IP Address in the... IP Address could expase P, this check identifies all pages with PII. O Failed Change Status
[Fa Status: Failed; The possible IP address data were found.
] Statistics: Found 1 Instance(s)
Positions: Line 220, Column &
L]
Identify Poll or PHT Data... Identify all types of Pll Data @ Passed Change Status
0
» Identify Social Security... Social Security numbers could expose Poll. this check identified all Pages with | O Failed Change Status
N Identify URLs in the content... Identify all content with URL Data @ Passed Change Status
0o _ , } _
[LRERSLRRRE-LN LN N L Rl - 2 )
£ >

1 of 200 selectad Show Rows: |10 « n 2314|555 >



4 Steps to develop your strategy

Define Data Proactively
Discover & Classify Governance Policies Enforce Policies

Report and Audit

A
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FROM THE TRENCHES

> Register for FREE at Washington, D.C.
ShiftHappensCon.com

Use Code: “CUSTOMERS0” (_#shif'l'hq ppens
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Get Resources L et's Connect

Dux Raymond Sy
Linkedin.com/in/meetdux
dux.sy@avepoint.com

W @ @meetdux

avepoint.com/presentations



Resources

@ What is Office 365 Compliance Center

@ What is Azure Information Protection

@ 4 Steps to Develop Your Information
Governance Strategy



https://docs.microsoft.com/en-us/information-protection/understand-explore/what-is-information-protection
https://www.avepoint.com/blog/avepoint-blog/office-365-information-governance-strategy/
https://www.avepoint.com/blog/technical-blog/office-365-compliance-features-beyond/

AvePoint

Sales@AvePoint.com | +1800.661.6588
www.AvePoint.com
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