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Microsoft Teams Governance
Or let me ask another way:

Can we allow everyone to create a Team in Office 365?

Robert Mulsow | Microsoft MVP, Microsoft P-TSP, VP of TSP EMEA





♡ DIAMOND AND PLATINUM SPONSORS ♡



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. @Rob_The_Ninja

C:\Who Am I?
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HQ in Jersey City, NJ

1.600 Employees

ca.40 Employees in Germany

16K+
Customers

6M+
Cloud User

88
Countries

Corporate Overview

Migrate. Backup. Automate. Control.

Platform: Deployment 

options:

Cloud

Hybrid

On-Prem



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. @Rob_The_Ninja

Goals for a good Office 365 Usage?
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Let‘s calculate a user example…

• 2.000 Employees

• 1 new Group per employee per week

• 40 work weeks per year

… and after two years we have…

…160.000 Groups
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Where does this come from?

Infografic: Matt Wade 

@icansharepoint

http://icansharepoint.com/

everyday-guide-office-365-

groups/
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Goals for a good Office 365 Usage

Governance Adoption
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Goals for a good Office 365 Usage

Governance
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How are Teams 

requested, approved 

and created

For collaborative workspaces, customers want to govern:

What do I need to govern?

Provisioning

How are availability, 

compliance and 

changes over time are 

managed

Management

How do I 

retain/expire/dispose of 

Teams as appropriate

Lifecycle



What Governance is needed for you?
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Governance for Provisioning
Level 1

- Activate/Disable Office 365 Groups/Teams

- Self-Service Provisioning

Level 2

- Naming conventions (Pre-& Suffix + Black Lists for Office 365 Groups/Teams)

- Creation only possible for certain users

- Office 365 Classification for Office 365 Groups/Teams

- Approval process

- Enforce public vs. private classification

Level 3

- Various and granular naming conventions

- Enrichment with further metadata

- Enforce memberships (e.g. always IT admin as owner)

- Dynamic membership by AD groups

- Different approval processes

*$

*$

*$
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Integrated Office 365 Capabilities

Aktivate/Deactivate Self-Service Provisionierung

• There are 17 ways to create an Office 365 Group

• We trust the user, they choose the right settings

• Or only O365 administrators can create groups

•

In combination with AAD P1

• An AAD group is eligible

creating groups

• Enforce naming conventions

• Usage policies

• Set classification

•
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Governance for Management
Level 1

- Group owners can configure memberships themselves

Level 2

- Group membership approval process

- Approval process for group memberships of external employees

- Granular Backup/Restore Capabilities

Level 3

- Minimum and maximum number of group owners

- Role recertification (Groups/Teams Owners and memberships)

- Auditing recertifications

*

*$

*$



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. @Rob_The_Ninja

Integrated Office 365 Capabilities

Office 365 Standard

• Manually configure permissions

• Usage logging

• Auditing

In combination with AAD P1

• Dynamic Group

Memberships

•

In combination with AAD P2

• Membership recertification
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Governance for Lifecycle
Level 1

- Owners can archive groups

Level 2

- Usage/Rention time with expiration date

- Inactivity-driven archiving/erasure

- Archiving/deletion based on metadata

- Approval processes for archiving/erasure

Level 3

- Offline archiving (get out of Office 365 with long-term storage)

*$
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Integrated Office 365 Capabilities

Expiration guidelines (AAD P1)

• “Lease period” of a Group

Retention Policies

• Preventing deletion for specific 

time



Governance without 
Enforcement is just 
Suggestion…



How’s AvePoint handling these 
Challenges of Governance and Adoption?



Govern 
Provisioning

• Everybody can create 
Teams with native 
provisioning

• Additional Metadata 
Confirmation after 
provisioning



Either through a Self-Service…
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…or via Reconfirmation



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. @Rob_The_Ninja



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. @Rob_The_Ninja



Govern Ongoing 
Management

• Request additional 
Services

• Confirm Ownership 
and Contact Persons

• Confirm and Renew 
memberships and 
metadata
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Govern 
Information 
Lifecycle

• Automated Expiration

• Request Archival
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Request Archival of a Team

Upon Request from Users (with Business Owner Approval)

the Team will be archived or deleted (depending on classification)



Summary



Gracias

Merci

www.AvePoint.de

SalesDE@AvePoint.com

+49 (0)89 21 90 98 90

@Rob_The_Ninja




