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Background



Indiana Office of Technology

• Established by statute in 2005 to consolidate IT services for state 
agencies (Executive Branch)

• Provides cost-effective, secure, consistent, reliable enterprise-
technology services

• Focus on Core Services Delivery, Cost Competitiveness, Executive 
Branch Security Readiness and Preferred Workplace

• Over 400 employees and contractors

• Central IT that also co-exists with our customer's IT



Indiana Department of Revenue

DOR’s more than 700 dedicated team members administer over 65 
different tax types and annually process nearly $21 billion of tax 
revenue including:

• Processing millions of tax returns

• Handling pieces of correspondence and phone calls for hundreds of 
thousands of Hoosiers

• Completing thousands of diverse audits

• Addressing tax protest and legal issues

• Working in-person with individuals, business owners, tax preparers 
and a variety of stakeholders



Microsoft 365 Environment

• Single M365 production tenant for the whole state

• Shared by over 100 state agencies (DOR being one of the agency)

• IOT offers a standard set of services and configuration to all the 
agencies – One size fits none.

• Any requirements that individual agencies have above and beyond 
the standard configuration will be responsibility of each agency

• All tenant and service administration tasks performed by IOT



The Challenge



FTI Content

• PII Content

• Provided by IRS

• Any content derived from this

• What is it?



FTI Content

• Audit Requirements

• Chain of Custody

• Security Encryption

• Security and Access Governance/Control

• End of life management

• Hardware Requirement

• Rules and Regulations



Current State of Collaboration

• Cannot use M365 for FTI contents

• Teams is not being used much

• Jabber used for IM

• Only way to collaborate on FTI contents is through secure email, 
phone conversation or face to face meetings



Why DOR needs more control…

• FTI and PII contents can be anywhere

• External guests can be added to any Teams

• Documents can be shared with anyone outside the agency, and even outside 
the state (in Teams and OneDrive)

• Teams can be set to “public” and all contents visible to anyone in the state

• Teams and documents can be deleted without review or approval

• Much longer than necessary access to FTI and PII content is not uncommon

• Provisioning a new Team is a multi-step process which relies on the requestor 
to take manual steps to create, enable and configure the Team

• Under the current IOT processes:



Solution



Governance is about…

Miknon’s slide(s)
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Specify rules of engagement

Focus on business scenarios or initiatives

Enforce & automate governance

Governance is 
about….

Making it easy to 
do the right thing



Breaking down your governance thinking…

IT Governance
(Broad, organization-wide)

Operational Governance
(Application-specific, aligns with IT 

Governance goals)

Workspace 

Provisioning

Ongoing 

Management

/ 

Enforcement

Lifecycle and 

EOL for 

Workspaces

Data Governance
(Content-specific, aligns with IT Governance goals)

Retention/

Expiration

Records 

Mgmt
Classification DLP



How are Teams 

requested, approved 

and created

For collaborative workspaces, DOR want to govern:

What do I need to govern?

Provisioning

How are availability, 

compliance and 

changes over time are 

managed

Management

How do I 

retain/expire/dispose of 

Teams as appropriate

Lifecycle



When more is needed…

• Predefined Team types based on sensitivity, access and usage

• Varying levels of governance control (not one size fits all)

• Confidential (PII/FTI) Team – Cannot share documents outside of Team, cannot delete documents, 
more frequent membership review

• External Team – Only Team allowed to invite external guests, more frequent membership review

• OneDrive – Cannot share documents to anyone outside the state

• Automated self service Teams and SharePoint Site request

• Custom request approval process for each department and depending on risk profile of the Team

• Cannot delete Team & Channel, and change Team settings

• Process to prompt Team owners to review membership and necessity of Team on a regular basis

• Scan environment to ensure that confidential and sensitive information is in the appropriate 
location (i.e. not in chat or non-sensitive teams)

• DOR Example: Requirements beyond native O365 capabilities



Type of Team

By Sensitivity

Confidential 

(FTI/PII)

Sensitive

Non-Sensitive

By Access

DOR Only

State

External

By Usage

Business Unit

Operational

Project

Community of Users
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Unique Controls by Team Type

• Guest access is only enabled for External Teams

• Document sharing and deletion is disabled for Confidential Teams

• All State and External Teams needs to be reviewed every 3 months

• All DOR-Confidential Teams needs to be reviewed every 6 months

• All other DOR Teams needs to be reviewed every year

• Inactivity is set for 90 days for DOR Teams, 30 days for the rest

• Approval requirements different by Team Type and Department



Key DOR needs

Key Features
• Automated, self-service process for 

individual users

• Pre-defined Teams types based on 

sensitivity and levels of governance

• Custom approval processes

• Enforceable naming conventions 

and multiple owners

Provisioning



Key DOR needs

Key Features
• Enforce owners to periodically review 

Teams membership

• Enforce owners to periodically review 

necessity of Teams

• Isolate Guest Access only to 

approved area

• Disallow sharing and deletion of 

contents in high risk areas

Ongoing Management



Key DOR needs

Key Features
• Enforce approval process in order to 

delete and archive Teams

• If a Team is archived, automatically 

remove existing members/owners

Expiration, End of Life



Key DOR needs

Key Features
• Automatic scanning and tagging of 

sensitive content (CPI, PII, etc.)

• Scan capabilities across all 

environments (Office 365, file shares)

• Reports for location and type of all 

sensitive content

• Track and audit all searches on 

sensitive content

Scanning and Reporting



Policy and Insights

• Aggregate access, sensitivity, 

and activity data

• Regulations and information 

types define risk

• Prioritize to easily expose 

issues – focus on what 

matters

• Prevent configuration drift 

with automated policies

• Trigger alerts or roll-back of 

unauthorized changes

• Track improvements over 

time – prove your 

collaboration is secure!

• Security dashboards 

highlight anonymous links 

and exposed sensitive data

• Drill down on known and 

potential issues

• Fix as you go – edit 

permissions in batch

Find & 

Prioritize
Monitor & 

Fix

Enforce & 

prevent



Considerations for Governance in Office 365

Tracking, reporting, and 

periodic attestation of data 

ownership and other 

workspace-specific details 

(purpose, divisional affiliation,  

classification, sensitivity, etc.)

Proactive monitoring and 

remediation for “out of policy” 

security and permission 

changes

Managed self-service requests 

that balance business agility 

and administrative control

Are native user options OK or is 

more governance required?

Application of appropriate 

governance controls to 

automate ongoing 

management and security

Managed lifecycle policies for 

workspaces with inactivity 

detection and approval-driven  

de-provisioning

Automated archiving and 

offline retention where 

appropriate

Automated application of 

content-level retention policies

Provisioning Ongoing 

Management

Expiration, 

End of Life



For More Details…

https://avept.it/tax-info-teams
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With C3 and AvePoint’s Governance tools, we 

can help your organization unleash creativity 

where appropriate, and restrict data flow where 

its required in Teams and SharePoint. To learn 

more about these powerful new tools for 

governance, contact us at: 

www.c3isit.com/governance

http://www.c3isit.com/governance

