
Accessible content is available upon request. 

Collaborate with Confidence

Modernizing Gov IT and Securing 
Collaboration in M365
Best practices for the government cloud journey…

May 19th, 2021



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Non-Disclosure Agreement Options

Please Read & Review

The information provided herein is of a highly 
sensitive and confidential nature.

Use of this information is governed by the Non-
disclosure Agreement that you have entered 
into with AvePoint, which is required for access 
to this information.

If you have not entered into such an agreement, 
then your access to this information is 
unauthorized and AvePoint reserves the right to 
take any and all actions available under law.

The information provided herein is for 
informational purposes only. Information is 
subject to change without notice and is not, nor 
should not be interpreted as, a commitment on 
the part of AvePoint. 

AvePoint makes no warranties or 
representations, expressed or implied, 
regarding any of the information provided 
herein.
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AvePoint Inc.

Jersey City, NJ

CTO, AvePoint Public Sector
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john.peluso@avepoint.com

in/johnpeluso

@JohnConnected

https://johnpeluso.me

Let’s connect!



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

We Are AvePoint

Leader in Microsoft 365 data management solutions

is headquartered in Jersey City, NJ,
with approximately 1,500 employees across 29 offices, 
14 countries, and five continents.

AVPT
NASDAQ

7M
Cloud Users

25%
Fortune 500

88
Countries

7
Continents
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Customers We Serve
Communications Retail / Consumer Pharma & Health Financial Services Govt / Education High Technology

USTreasury  
Department

US Department 
of State
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AvePoint Cloud Our Global Cloud 
Instances Ensure 
Your Data 
Sovereignty

Multiple Global Cloud Instances
• Hyper Scale; Regional Redundancy;
• Cloud Service Resiliency;
• Data Residency Availability;
• Geo Replication

7 Million Microsoft 365 
Supported Seats
Providing Operational Efficiency for 
Microsoft 365

99.5% Availability | 24/7 Support
Uptime backed by Microsoft Azure and 
World-Class Support

Managing 50PB+ 
Customer Data Worldwide



Multiple clouds for 
US customers
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We Facilitate Your Cloud Journey

8

Financial Services Pharma & HealthGovernment High Technology Retail Education Communications

• Information Lifecycle Management 

• Delegated Administration 

• Managed, Automated End-User Services

• Cloud Migration and Consolidation

• Content & Collaboration Security

• Operational Governance/SaaS Mgmt

• Asset Management

• Internal / External Sharing Governance

• File Analysis and Discovery

• Data Retention

• Records Management 

• Data Classification, Audit, Protection
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First things first… 
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Where we’re going….

What is “sustainable adoption”?

Best practices for:

• Managing sensitive data in M365

• Cross agency and partner collaboration

• Delegating administration in centralized tenants

• Information governance in the cloud

• Understanding FedRAMP for your cloud solutions 
providers



Good governance precedes great adoption.

Frictionless self-service with robust IT 
manageability is an attainable goal.

So are satisfied users.



Types of governance within our internal IT org
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Another question…



Balanced Controls

Managed Disposition

Efficiency Through 
Automation

Self-Service 
Enablement

Ongoing Governance

Sustainable Adoption of Microsoft 365 in Government Organizations

Empower business users and increase use of Office 365 services. 

Promote sustainable adoption with appropriate controls in place.

Create repeatable and consistent service delivery.

Eliminate sprawl and reduce clutter while maintaining 
compliance.

Streamline security reviews and maintain inventory of 
collaboration spaces.



AvePoint’s approach…



The world’s productivity cloud



and all the organization



Sensitive data in a “free and open sharing” 
system?

Office 365 gives “Owners” 
significant privilege

Anyone can be an owner, but 
even members can share content

THE ANSWER: Right-sizing 
control based on risk
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Understanding 
the impact of 
Public/Private 
for Groups and 
Teams…
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Understanding 
the default 
sharing 
options for all 
SharePoint 
sites…



Lots of options, but lots of complexity

Anonymous & External Links
•

So Easy! “Everyone except external” 

Large and Nested Security Groups
•

Explicit people hiding in the wings
•



Roll-up access reports?

SharePoint’s Site Collection model is de-centralized by design…



Tracking risk 
over time to 
understand 

changes to your 
environment 

Proactive policy 
enforcement for 
Groups, Teams, 

and other 
services to 

protect content



Example- Anonymous link exposure





Example- Searching a user



Craft policies 
that can adapt 

to the way 
your teams 

work and 
block the 

most common 
risks in your 

Microsoft 365 
environment!
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Last question…



Is external collaboration 
a bad idea?



Let’s face facts…

The Fear…
• By “letting them in”, you make it 

easy to over-share outside the org
• I don’t trust my users to be careful 

when sharing, especially externally!
• My security team will never go for 

it
• Once an external person is in, how 

do I get them out?

The Reality…
• You are already sharing 

externally… but how?
• Are you leaving it to your users 

to decide when and how?
• Once your data leaves your 

system, what control do you 
have?

• Do you know what your 
external users are doing with 
your data?



Key considerations…

Who and where?
• Do you need to collaborate externally? If so, what does that collaboration look like?

How do you want to onboard new external collaborators?
• Controlled, subject to approval? Open to owner invites? Manual or automated?

How will you handle the lifecycle of guests?
• Monitoring, reporting, need for access, off-boarding…. How will this happen?



Governing external access through Policy



Conditional approval…



DEPARTMENT DEPARTMENT DEPARTMENT

EXTERNAL
SHARING

EXPIRATION/
RETENTION

ALLOW THESE USERS
TO CREATE A TEAM

RECERTIFY
MEMBERS

6 Months
after last accessed

12 Months
after last accessed

9 Months
after last accessed

All requests through 
Central IT

All requests through
Department IT

Only Joe, Sally, and
Harold can create

after

3 Months
after

6 Months
after

12 Months

No external sharing External sharing allowed in: External sharing only allowed in:

X



Targeting Services & Policies Across 
Divisions

Tenant Wide General Services
• Available to all/most users
• Address general productivity, security, compliance needs

Address Unique Needs of Specific 
Departments or Divisions
• LOB specific configurations
• More/less control and restrictions
• Example – External sharing allowed

Specialized Services Smaller Groups
• Unique needs can be addressed
• Pilots of future services

(provisioning, lifecycle, policy, protection)

A
Services

Division

B
Services

Division

C
Services

Division

specialized Services



Designing the “Guest User Request” service



Admin monitoring of Guests

Existing guests can 
be imported for 
management as 
well!



Renewal process for Guests



Proactive monitoring and removal of unneeded guests…



THE FUTURE

Central 
Service 
Provider

MDSHA MDTA MDDOT

Reporting

Farm
Management

Content
Management

Permission
Management

Reporting

Farm
Management

Content
Management

Permission
Management

Reporting

Farm
Management

Content
Management

Permission
Management

Div A 
Sites

Div B 
Sites

Div C
Sites

Reporting Settings &
Configuration
Management

Content
Management

Permission
Management

Daily Ad hoc Activities, Support, & Other Change Requests Delegated Administration

Limit the number of Office 365 Admins

Divisional admins missing the ability to 
manage and audit their own sites

Global admins cannot scale to meet all 
admin needs of divisional sites

Divisions manage their own sites/Teams

Audit global admin activities

Monitor global admin access

Limited Office 365 admins

CO
N

CE
RN

S

BE
N

EF
IT

S

TRANSITIONPRESENT DAY

Div A Sites Div B Sites Div C Sites

Delegated O365 Administration

DivA 
Admins

DivB 
Admins

DivB 
Admins



“Role based 
access” (RBAC)

Limiting what 
feature(s) an 
Admin can use 
within 
applications

Security 
Trimming

Limiting what 
scopes of 
content, objects 
and workspaces 
an Amin can see 
and impact within 
the application

Critical 
admin 

delegation 
consideratio

ns



“Dynamic Object Registration” for Security 
Trimming

Group workspaces as needed for proper administrative delegation



Registration Examples...

Objects can be grouped using properties and property combinations…

Exchange SharePoint One Drives Groups/Teams



Leveraging DOS’s groupings in AOS applications for 
delegation

RBAC

Security 
Trimming



Role based access in Cloud Management



Security Trimming in Cloud Management
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A “layered approach” for M365 governance…

IT Governance
(Broad, organization-wide)

Operational Governance
(Application-specific, aligns with IT 

Governance goals)

Workspace 
Provisioning

Ongoing 
Management

& 
Enforcement

Lifecycle and 
EOL for 

Workspaces

Data Governance
(Content-specific, aligns with IT Governance goals)

Item-level 
Retention & 
Expiration

Records 
Mgmt Classification DLP
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“Container level”
“Conte

nt 
level”

Top-down, and bottom-up…

“Container level” “Content level”
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Microsoft native tooling to help govern workspace lifecycle…

Team “Archiving”
Removes Team from user’s lists of active Teams
Puts Team conversations and files into “read only”
Can be reversed by a Team owner

Soft Delete
Recover deleted Teams and Groups

Group Expiration
Require owners to confirm their Group is still active and relevant periodically 

Retention and expiration of content 
Records management and content compliance policies
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Understanding “archived” Teams 
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Group expiration helps prune old Teams
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Using Retention Policies for Teams
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Understanding  O365 “Retention Labels”
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AvePoint managed de-provisioning of O365 Workspaces
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Lifecycle timeline, archiving or deleting based on time, inactivity…
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Adding “teeth” to the Teams archiving concept…
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So What is “FedRAMP” Anyway?

Read more at https://www.fedramp.gov/program-basics/
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What are These “Control Families”?
•ACCESS CONTROL
•AUDIT AND ACCOUNTABILITY
•AWARENESS AND TRAINING
•CONFIGURATION MANAGEMENT
•CONTINGENCY PLANNING
•IDENTIFICATION AND AUTHENTICATION
•INCIDENT RESPONSE
•MAINTENANCE
•MEDIA PROTECTION
•PERSONNEL SECURITY

•PHYSICAL AND ENVIRONMENTAL 
PROTECTION
•PLANNING
•RISK ASSESSMENT
•SECURITY ASSESSMENT AND 
AUTHORIZATION
•SYSTEM AND COMMUNICATIONS 
PROTECTION
•SYSTEM AND INFORMATION INTEGRITY
•SYSTEM AND SERVICES ACQUISITION
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The FedRAMP “Marketplace”



FedRAMP 
(Moderate) 
Authorization!
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Resources to dig in deeper 
and help you plan your 

cloud journey…

Next 
Steps!

5 things to know about 
AvePoint’s FedRAMP (Moderate) 
Authorized solutions
http://avpt.co/FRATOBlog

Browse AvePoint’s listing on 
the FedRAMP Marketplace
http://avpt.co/FRMKTPLC

Request a deomstration of the 
AvePoint solutions discussed 
today!
https://www.avepoint.com/solutions/us-public-sector



www.AvePoint.com

Sales@AvePoint.com | +1 800.661.6588 



www.AvePoint.com

Sales@AvePoint.com 

Gracias

Merci

ध वाद
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Product Logos - AOS
Visit GTM Central Templates for 
a full library of logo file types.

Visit GTM Central Templates for 
a full library of logo file types.
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Microsoft App Logos

Microsoft 365 Outlook PowerPoint Teams Skype SharePoint OneDrive Exchange

Excel Yammer Planner Forms Sway Word OneNote Project

To Do Stream Power BI Power Automate List Whiteboard Power Apps Dynamics

Visit GTM Central Templates for 
a full library of logo file types.

Visit GTM Central Templates for 
a full library of logo file types.


