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Agenda

Learn Key Concepts

Establish Governance Strategy
Plan Staged Rollout
Collaborate Externally
Simplify Groups Management

Explore Identity Governance




Office 365

Groups

Powering Collaboration
Across Microsoft 365

g

Share knowledge and information using
email, calendaring, documents and more

Enable communications in a secure
and controlled manner

Streamline the creation and use of
collaboration features

Leverage self-service capabilities
to reduce costs and save time



Learn Key Concepts




Powering collaboration Across Microsoft 365

Membership service for Microsoft 365 teamwork apps

2+h0s B & B i o B O

Advanced sharing Partner ecosystem

work
% A AvePoint

LawToolBox@...
Office 365 Groups

)

&
i

ShareGate:

Centrally managed, secured, and governed

Azure Active Director
) y



Example: When Creating a Team ...

YY)
Team MMgaw

(Teamwork Hub)
SharePoint Outlook Calendar Planner OneNote
(content service) (scheduling) (task management) (notebook)

A
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Office 365 Groups lifecycle & adoption

Fix policy violations like

A
Self-service
> Provisioni Ownerless Groups
x rovisioning
>
£
(9
- i3
gl
o Policies: = Rationalize
o Expiration, Office 365 Groups redundant groups
Deletion & Lifecycle across apps

o0
(ByX\Q Retention ]
Report Monitoring

Controlled Rollout

Identify key administration configurations
Assess Data Retention & Classification policies

<>
2
2

Identify end-user trouble spots
Build end user education

Pilot

Controlled participation

Establish Group Governance Processes

Identify Graph APIs for custom flows

Exploration
Review Office 365 Groups concepts o
Governance Discipline




Establish Governance Strateqy

7



What do | need to govern?

For collaborative workspaces, customers want to govern:

How are availability, How do |
How are workspaces . . . .
compliance and retain/expire/dispose of
requested, approved .
changes over time are workspaces as
and created .
managed appropriate

A
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Office 365
Groups Tools to
deploy at scale

“...shadow IT is always a case of
people trying to get their job
done better/easier and usually
occurs when they can't get IT to
support them effectively. °’

- ClIO.com

Creation permissions

Naming policy

Expiration policy

Soft delete and restore

Upgrade DLs to groups in Outlook

Reporting

Policies and information protection

Access packages (Entitlement Management, Guests)



https://support.office.com/article/Manage-who-can-create-Office-365-Groups-4c46c8cb-17d0-44b5-9776-005fced8e618?ui=en-US&rs=en-US&ad=US
https://support.office.com/article/Office-365-Groups-Naming-Policy-6ceca4d3-cad1-4532-9f0f-d469dfbbb552
https://support.office.com/article/Office-365-Group-Expiration-Policy-8d253fe5-0e09-4b3c-8b5e-f48def064733?ui=en-US&rs=en-US&ad=US
http://aka.ms/whyupgradedls
https://support.office.com/article/Office-365-Reports-in-the-admin-center-Office-365-groups-a27f1a99-3557-4f85-9560-a28e3d822a40
https://support.office.com/article/Overview-of-retention-policies-5e377752-700d-4870-9b6d-12bfc12d2423?ui=en-US&rs=en-US&ad=US
https://support.office.com/article/Guest-access-to-Office-365-groups-Admin-Help-7c713d74-a144-4eab-92e7-d50df526ff96?ui=en-US&rs=en-US&ad=US

Naming Policy

Manage groups display name on create or change
Implement blocked words



PRQ Benefits

Applies to all 0365 apps

Ensure group names follow your
organization schema

Use fixed strings or Active Directory
attributes as prefixes and/or suffixes

GrOup naming Define custom blocked words

policy |
@ ™
Use short strings as suffix

Use attributes with values

Don't be too creative, total name length
has a maximum of 264 characters

Documentation: Office 365 Groups Naming Policy



https://support.office.com/article/Office-365-Groups-Naming-Policy-6ceca4d3-cad1-4532-9f0f-d469dfbbb552

< — ) ey £ | https://portal.azure.com/#blade/Microsoft_AAD_IAM/GroupsManagementMenuBlade/MamingPolicy fr j“E ;‘Z\, =g
Find on page  guest Mo results { Options v e
Microsoft Azure Q. Search resources, services, and docs (G+/) admin@M: 3‘55‘4;]3?;15'5
« Home > Contoso » Groups - Naming policy
+ Create a resource S:é}) Groups - Naming policy X
Contoso - Azure Active Directony

ﬁ Home «

Bl save X piscard [l Delete policy ’ Got feedback?

[Fd Dashboard o2 All groups
= All services % Deleted groups
o Learn maore about group naming policies.
FAVORITES

Settings
58 Al resources ) )

2 General Blocked words  Group naming policy
['I] Resource groups

53 Expiration
(@ App Services Enable custom blocked words list

£2 Naming policy
“¥> Function App . i ) .
Activity You can upload a list of words you wish to block to prevent Cffice 365 groups being
- A1}
& SQL databases given profane or reserved names and aliases. You may download the .csv file to view
= Access reviews

L Azure Cosmos DB and/or edit the existing list of blocked words.

" . Audit |
K3 virtual machines & Auditlogs
- Bulk operation results (Preview) To view and/or edit blocked words list:
@ Load balancers
= Storage accounts Troubleshooting + Support 1. Download .csv file of blocked words
|
3 Virtual networks ¥ Troubleshoot
& Azure Active Directory & New support request 2. Add or remove terms (5,000 word maximum)
@ Monitor 3. Upload your .csv file
@ Advisor Select a file |

B Security Center

e Cost Management + Billing

2 Help + support



< — ] fnr & | https://portal.azure.com/#blade/Microsoft_AAD_|AM/GroupshManagementMenuBlade/NamingPolicy
Find on page = guest Mo results < > Options
O\ R e mi’ S i
« Home > Contoso > Groups - Naming policy
— Create a resource @ Groups - Naming policy X
Contoso - Azure Active Directory

ﬁ Home «

save X Discard [l Delete palicy 7 Got feedback?

[} Dashboard 24 All groups
= All services 4 Deleted groups
o Learn more about group naming policies.
FAVORITES
Settings

]
2 All resources

52 General Blocked words ~ Group naming policy
[14] Resource groups -
€53 Expiration
@ App Services ) ) Group naming policy
83 Naming policy

“#* Function App . . . )
Activity The Office 365 groups naming policy allows you to add a specific prefix and/or suffix to
- Vi

) Sl ek the group name and alias of any Office 365 group created by users. For example:

— Access reviews

& Azure Cosmos DB <Finance> <group> <Seattle>

n Virtual machines E Auditlogs
<= Bulk operation results (Preview) Current policy
@ Load balancers
= Storage accounts Troubleshooting + Support <Department> <Group name> <CountryOrRegion>
> Virtual networks K Troubleshoot El Delet
clete
B Azure Active Directory % MNew support request
B  Add prefix
) Monitor
Attribute Department
@& advisor
0 | String fV | |
Security Center
| Select another prefix N |
e Cost Management + Billing
EI Delete
2 Help + support
D Add suffix
|:| Attribute CountryOrRegion
O [string v |
| Select another suffic W |

¢ ________________________________________________________________________________________________________________________________F



Expiration Policy

Groups lifecycle management on auto-pilot!



Group Lifecycle Management — A Balancing Act

=

Information Asymmetry
Administrators do not know

NZ
N
YYY
%ﬁ which groups are actively

used

Prevent Group Sprawl @
Retain Group
Knowledge




Expiration Policy — Lifecycle management on auto-pilot!

Activity Based Expiration

User Activity

Megan edits a
document in

Contoso Marketing Group automatically
SharePoint

Office 365 Group renewed by one lifetime

g — Auto-renewed!

Office 365 Group

Enrico visits a
Teams channel

Outlook Group

Patty sends an ek
email to an i



Group expiration policy

]

Benefits

Auto-renewal of groups based on user activity
New!

Expire inactive groups older than a
specific period

Group owners get emails/ app notifications to
take renewal action on the group

Can set expiration policy to specific groups

Expired groups can be restored within 30 days

Tips
Pilot with specific groups initially

Choose inactive groups based on the activity
report in Microsoft Admin center

Review Audit Logs to see auto-renewed groups
Onboard your helpdesk team
Communicate renewal process to group owners

Ensure groups have multiple owners &
configure alternate email for ownerless groups

Documentation: Office 365 Group Expiration Policy | Configure Office 365 groups expiration | Tech Community Blog



https://support.office.com/article/Office-365-Group-Expiration-Policy-8d253fe5-0e09-4b3c-8b5e-f48def064733?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-groups-lifecycle-azure-portal
https://techcommunity.microsoft.com/t5/Office-365-Blog/User-Activity-based-Expiration-Policy-for-Office-365-groups-is/ba-p/942877

7y (4) Monthly Reports (Sales and +

(& # teams.microsoft.com/ # v ? 1 e g Incognito e

6
(< <} Bc Bsxk @ A Bsp2 BeXx @Qskh @uUuc @ @ @ OneDrive || hadash [} HA || MS |l Localization || Analytics || ComptAnalysis || Privacy & Security [} Front-end [} Design [ Trust [ 24/May [ Traveler Wallet

Microsoft Teams Search or type a command é‘*—‘

Teams v H Sales and Marketing > Monthly Reports - Public

Your teams

a Conversations  Files Wiki

TIGL YWWad Gy TauNIT: - g uWUL UL S GaL T e UL E —a I T Y 1a

ﬂ z_demoMike01 & Reply

Teams
n Sales and Marketing
Christie Cline 9/25 7:42 AM

=1 1
General el Hello!

Manthly Reports & Reply

H Mark & Project Team
@ Miriam Graham 9/25 7:53 AM

i General Great team work!
Flles
Design & Reply
L Digital Assets Web
Go to Market Plan Megan Bowen 9/25 2:59 PM
That was awesome!-8370bab2-5f85-423f-8edc-3d24bec27418
Research and Development (@

&« Reply
E Retail .

i . - : Nestor Wilke 9/25 3:21 PM
n 2D Eme e i CEiies a (? Hellol-85b4ab3b-df21-401f-323b-3229cb3d6bef
. Demo Operations < Reply
General
Adele Vance 9/25 3:37 PM
| Good morning!-2a7e88fe-8bf2-4255-a990-36f145ac4e90

Hidden teams -

< Reply
‘}" Marketing Ignite XP101

Johanna Lorenz  9/25 3:50 PM

P» | Hello!-0d53e75¢c-bBea-4305-875d-1dab037b8892
. ¢« Reply

Start a new conversation. Type @ to mention someone.

J &" Join or create a team £33 Ay & © @ B St e B



7§ (4) Monthly Reports (Sales and TrF

6
@ @

C 8 teams.microsoft.com, #

Bc Bk @ A Bso2 Bex @ skn

Microsoft Teams
Teams T

Your teams

ﬂ z_demoMike01
n Sales and Marketing

General

Monthly Reports

H Mark & Project Team
General
Design
Digital Assets Web
Go to Market Plan

Research and Development

Retail

n z_lgniteDemoAdminCenter

The team will expire on 11/23/19
per IT policy.

Demo Operations

General

@ Lc

S S Su

Search or type a command

OneDrive

B hadash L HA [ M5 [ Localization

B Analytics

H Sales and Marketing > Monthly Reports -

Conversations

Hidden teams
#

#

Marketing Ignite XP101

Join or create a team 3

a
o
%

Files

Wiki

_|_
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< Reply

Christie Cline 9/25 7:42 AM

Hello!

¢ Reply

Miriam Graham 9/25 7:53 AM

Great team work!

&' Reply

Megan Bowen 9/25 2:59 PM

That was awesome!-8370bab2-5f65-423f-8edc-3d24bec27418
&« Reply

Nestor Wilke 9/25 3:21 PM
Hello!-85b4ab3b-df21-401f-aa3b-3a29cb3dbbef

<« Reply

Adele Vance 9/25 3:37 PM

Good morning!-2a7e88fe-8bf2-4255-a990-36f145ac4e90
< Reply

Johanna Lorenz  9/25 3:50 PM
Hello!-0d53e75c-b8ea-4305-875d-1dab037b8892

¢« Reply

Start a new conversation. Type @ to mention someone.

v ¢ OB B O

B Compt Analysis

B Privacy & Security | Front-end

B Design

B Trust

B 24/May

7y Incognito e

B Traveler Wallet

@,

Public



@dswcoemance  Extend Governance Capabilities

Erf'afblseﬁ;"eﬁ Empower business users and increase use of existing Office 365
|

services.

Promote sustainable adoption with appropriate controls in place.

Efficiency Through
Automation Create repeatable and consistent service delivery.

Streamline security reviews and maintain inventory of

Ongoing Governance )
collaboration spaces.

Eliminate sprawl and reduce clutter while maintaining

compliance. A

Managed Disposition




Plan Staged Rollout




Why Conduct a Pilot?

Test Drive Minimize Evaluate Confirm
Office 365 Groups Risk Options Benefits

A
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Empowering users with self-service

O Enabled for all users

-~ Everyone can create groups
Using teamwork apps to meet their diverse needs '
Consistent classification and policy enforcement

Custom provisioning workflows Common

Processes in place

M Limited to a subset of users Change management
Reporting & monitoring
° Creation is limited to certain business units/users Analytics

Progressively expand self-service during O365 apps
onboarding

Guide users to collaboration choices



Create Allow List
of Users for
Group Creation

Identify the set of user with
permission to create a Group

Create a Security Groups with
all these users

Configure users in this Security
Group to have permission for
Group creation

#Create Security Group via Azure Portal

$GroupName = "Allowed To Create Groups"

#Allow users in the Security Group to create Office 365
Groups

$AllowGroupCreation = "False"

$settingsObjectID = (Get-AzureADDirectorySetting | Where-object -
Property Displayname -Value "Group.Unified" -EQ).id

if(!$settingsObjectID){
$template = Get-AzureADDirectorySettingTemplate | Where-object
{$_.displayname -eq "group.unified"}

$settingsCopy = $template.CreateDirectorySetting()
New-AzureADDirectorySetting -DirectorySetting $settingsCopy
$settingsObjectID = (Get-AzureADDirectorySetting | Where-object -
Property Displayname -Value "Group.Unified" -EQ).id
}

$settingsCopy = Get-AzureADDirectorySetting -Id $settingsObjectID
$settingsCopy["EnableGroupCreation"] = $AllowGroupCreation

if($GroupName){
$settingsCopy[ "GroupCreationAllowedGroupId"] = (Get-
AzureADGroup -SearchString $GroupName).objectid}

Set-AzureADDirectorySetting -Id $settingsObjectID -DirectorySetting
$settingsCopy



o A AvePoint
@ Cloud Governance

Example: Automate Self-Service Governance

X = = J X

ead.skype8ictx=channel Tr Y

A AvePoint

Public | Pretty Safe

Cloud Governance for Office 365

Automate provisioning,

management, & lifecycle of Office

365

Implement an extensible Office 365 governance strategy that i
empowers users, is easy to maintain and scales as your ¥ B

| ®

May 22, 2018

¥ |' April 16, 2018

eptember 17, 20138

Governance & secw»‘mn

Empower end users with self-service IT for, Dmtl!is
by
lifecycle operations, Transcend rigid prowsu,;‘w;_‘[l
services for Groups, Teams, and sites, anc "}
D =
iy

4
|L h
b e 2 9:17 P
L p— e > : i . P 9:17 PM
¥ 1 ‘ | on] c | Demo Logins A W\ oz o cﬁ-‘ Eg 9/19/2018 Eg




Monitor Adoption with Group Reporting

]

9

Benefits
Shows activity across the Office 365 products in the organization

Includes group mailbox conversations, group site/files, membership (and guest
count)

Enables trend analysis over the specified timeline
Leverage Power Bl content packs for additional insights

Guidance
Monitor trends and review any usage anomalies
Review granular insight for each office app using specific activities

Monitor and reach out to group owners of active groups to learn uses cases and
amplify them

Documentation: Office 365 Reports in the admin center | Office 365 Adoption content pack | Azure AD content pack



https://support.office.com/article/Office-365-Reports-in-the-admin-center-Office-365-groups-a27f1a99-3557-4f85-9560-a28e3d822a40
https://support.office.com/article/Office-365-Adoption-Content-Pack-77ff780d-ab19-4553-adea-09cb65ad0f1f
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-reporting-power-bi-content-pack-how-to

] Office 365

This report helps you
analyze your user's activity
in Office 365 Groups.
Select an Office 365 Group
type to focus your view.
You can also analyze how
many Office 365 Groups
are active and what
capabilities within Office
365 Groups are more
popular amongst your
users e.g. Group mailbox
messaging or file
collaboration, or
messaging in Yammer. You
can understand how many
files are active across
Office 365 Groups. You can
also see how much storage
is being used across all
Office 365 Groups.

Selecta grou =
O Any

O Private
O Public

Metrics valid for
February 2019

Group mailbox activity

Total vs Active

5

26.32%

Office 365 Groups Usage

Total vs Active

@ TotalGroups W AdiveGroups

- 4
29 1
76 25
1% b B B
8
1
B B 7 5
1 2 2
i 00 it 0o oo 0 ' DJ 0
|

208 2018 October 2018
Saptambar

Mowam bar Decembar

3/19/2019

Latest ContertDate

roups Active

roups by activity type
MEX_&ctiveGroups @YAM_PostedAdiveGroups @ SPO_AdtiveGroups

34

n

208 3019 January 2019 2019 March ]

2018 Sepem_. 2MAOckmber 2018 Mowem. 2018 Decem— 2019 lanuary 2019 February 2019 March

Febrary

Total activity count by activity type

SPO_TotalActiviti..
555

— MBX_TotalActi... 10

Sample Report

Activity count by activity type

|IJ

O TotalActivities

Total ws Active files %%

35

13.73%

Total vs Active file

SPO TotalFiles @ SPO_ActiveFiles

408 408 410
&2
- 0 ‘
, "
2018 2018 2018

Saptembar Oictobar Mowamibar

L] o o o 1] 1
a —
2018 Septembar 2018 Ociobar @ 2018 Nowambar 2018 Dacambar 2019 January 2019 Febwuary
Storage used
® MostRecent MBX_StorageUsed @ MostRecent SPO_Storagelsed
10000
454
432
1054 1059
T34
1000 769
258 265 1053 170 1?\ 181 195 177
7
100
170 124
13 51 5 75
&3
— . — — W
2018 2019 Januay 01 2019 March 2018 28O cobar 2018 218 Decembar 2019 January 2019 Fakruary 2019 March
Decambar February Sapembar Mowambar




Collaborate Externally



How we've shared externally in the past...

['_

l User A \

Contoso




And this is even more common...

Fabrikam
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Guest access layers

AAD Settings

« Lots of options

0365 Security and
Privacy Setting

* On/Off

Group Settings
« 2 Options

Teams Settings
* MUCHO options

https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist



https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist

In Teams, be careful with your ‘guest” and “external” terminology

Guest access vs. external access (federation)

External access (federation) and guest access are different:

e Guest access gives access permission to an individual. External access gives access permission to an entire

domain.

® Guest access, once granted by a team owner, allows a guest to access resources, such as channel

discussions and files, for a specific team, and chat with other users in the team they have been invited to.

With external access (federated chat), the external chat participants have no access to the inviting

organization's teams or team resources. They can only participate in one-on-one federated chat. Tenant

admins can choose between the two communication options depending on which level of collaboration
is desirable with the external party. Admins can choose either approaches or both, depending on their
organizational needs, but we recommend enabling guest access for a fuller, collaborative Teams

experience.

https://docs.microsoft.com/en-us/microsoftteams/guest-experience


https://docs.microsoft.com/en-us/microsoftteams/guest-experience

Example: Teams Guest Access Capabilities

Capabilities Teams User Guest User

Create channels X X

Participate in a private chat X X

Participate in a channel conversation X X

Post, delete, and edit messages X X

Share a channel file X X

Share a chat file X

Add apps (tabs, bots, connectors) X

Create tenant-wide and teams/channels guest access policies X

Invite a user outside the Office 365 tenant's domain X

Create team X

Discover and join public teams X

View org chart X

Note: Office 365 admins control the features available to guests. A
©AvePoint, Inc. Al rights reserved. Confidential and proprietary information of AvePoint, Inc.




Conditional access for guest users

You can enforce conditional access polices on guests just like you
would for any other user

Home > Contoso > Conditional access - Policies > New > Users and groups

New X Users and groups 1 X
Can also have policies 0 o ——
specific to guests i 1 O
equire guests to be on Network v O All users

@ Select users and groups

Assignments
g All guest users (preview) @

Users and groups @ S

Specific users included D Directory roles (preview) @

|:| Users and groups

Cloud apps @ S
All cloud apps

@JohnConnected



onfiguring B2B settings in AAD...

Lever 1: Tenant level settings on Azure Active Directory i;

Contoso = Usar settings i 2 2

Guest users permission limited: No means

guests and members have same access to
' Enterprise applications directory data. Yes limits permission. Some Guests
- 1994 . droess o duie 8 . can be added to special access roles.
<o  EM - — S
e, Admins and users in the guest inviter role
- . PP TagLIEione can invite: Yes means users in the role can invite
¢ appie st @ En - : ,
m . guests. No means admins or users can't,
| Erp— =
x External Users
s . .
At AD Gt : . BEN Members can invite: No means that only
admins can invite guests to your directory.
e . -
. ' Guests can invite: No means guests can't invite
B Uier ot other guests.
szl Default value is set to Yes for tenants.
A i ro

v s Learn more about B2B delegated invitations and roles here:
A, https//docs microsoft.com/en-us/azure/active-directory/b2b/delegate-invitations | https/fdocs microsoft com/en-usiazurefactive-directory/b2bfadd-guest-to-rale




Fnable Tenant Level Guest Access

In the Office 365 Admin Center, go to Settings > Security
& Privacy, choose Edit (under Sharing).

Sharing & Edit

Control access for people outside your organization.

Let users add new guests to the organization Off




Enable External Sharing in AAD

External sharing

External sharing

Let users share SharePoint Online and OneDrive for Business content with -I on
people outside the organization

Users can share with:
o Only existing external users (sign-in required)

New and existing external users (sign-in required)

Anyone, including anonymous users

Don’t see what you’re looking for?

Go to the SharePoint admin center to manage additional settings and
view site collections Cf




-naple G

53333 Settings

Services & add-ins

Security & privacy

Domains

Organization profile

uest Access In Groups

Update your settings for Microsoft Azure Information Protection

Microsoft Forms
Manage and update your Microsoft Forms

Microsoft Teams
Manage and update your Microsoft Teams

Office 365 Groups
Control Settings for Office 365 Groups

& Office 365 Groups

Let group members outside the organization -I on
access group content

If you turn this off, guests will still be listed as members of the group, but they
won't receive group emails or be able to access any group content. They’ll only
be able to access individual group files that were directly shared with them.
Learn more about guest access to Office 365 groups.

Let group owners add people outside the -I On
organization to groups

Even if you turn this off, guests who are already members of groups will still be
able to access group content.

Guests who are already member of the group will continue to have access to
group resources.

Save Close

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Invite External

Bloggers

Conversations

All Owners Guests

Add members

Files

Calendar

Members

Notebook

E Save x Discard

Bloggers

bloggers@AtlanticSyscon.onmic...
Public group

Public group

Add members
Add colleagues, Office 365 groups, or guests. ®

aaron.miller@gmail.com

o aaron.miller@gmail.com &

Guest

p Search Directory

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



Simplity Groups Management



The new Microsoft 365 admin center

B &S| =l M365 Admin Center

G O @ )

x [

admin.microsoft.com

Microsoft 365 admin center

& Custc

‘ Search users, groups, settings or tasks

Users
Devices
K Active users >

Groups.
+ Add auser

Resources Delete a user

@
& Editauser
Billing Q

Reset a password
Support
B2 Device Management

Setup % Getstarted

£ Setup device enrollment

Reports

Configure device profiles

Health Create app policies

All admin centers

Windows 10 Upgrade

Install upgrade

Show all
7 Share the download link
L Create installation media
Q Troubleshoot installation

Old admin center

B Biling >

Total balance: None

In trial: Buy now

4 Azure Active Directory o

Z Customize sign in
& Enable password reset

£ Add an application

Train yourself

For admins

Train your people
For end users '
m Advanced admin traini...

Delivered by Linkedin Learning,

1) Office software

L Install my software

=7 Share the download link

L Software download settings
Q Troubleshoot installation

Q

Support

New service request

View service requests

[f) Message center >

1 New Feature: Outlook mobile lets you know wh.
@ New Feature: Channel cross-posting in Teams.

@2 New Feature: Outlook on the web - Automatic ...

131 unread messages

Halcyon Consulting

@ Domains >

+ Add a domain
@ Remove a domain
Z Edita domain
&

Check health

Device policies >

+  Add policy
2 Edit policy

[ Delete policy

Oct 27th

X
Oct2sth X
Oct2ath X

) Try the new admin center

@ Security & Compliance o

+ Create DLP p

+ Create label

1§

Device actions >

Deploy Windows with AutoPilot
Remove company data

Factory reset

o 0 o +

Manage Office deployment

P Service health >

Some services have posted ad.

(@ 2 advisories

Q

F QO Q | KT S &

&

s

Microsoft 365 admin center - He X+

O A https//admin.microsoft.com/;

Microsoft 365 admin center

Contoso

Recommended based on GDPR info detected

minportal/Home#/hom

Auto-classify and retain GDPR

info

We found muttiple items in SharePoint and OneDrive containing personl
data that's subject to the EU's General Data Protection Regulation (GDPR)
Automatically apply a label to this sensitive info to help ensure it's classified

and retained for GDPR compliance.

Essentials
Data loss prevention report

Sensitive info types

Novar, 209

Update

Protected files with sen:

Unprotected files with sensitive data

B EU Debit Cardi Number Bl U.S./ UK. Passport Number

Edit data loss prevention policies

Information
hours

on your data loss prevention (DLP) policies may take
appearin this activity report. Edit your DLP policies to
mized protections lie restricting who can access shared

add c
content,

31 items con

ing personal data

M EU Credit Card Number [l EU Debit Card Number 1 more

Office 365 software

237 of 270

W Installed

icensed users have installed Office

Not yet installed

View and share

Domains

All domains annear healthv

Search users, groups, settings or tasks Add card

Office 365 Advanced Threat Protection

2542 threats protected

Updated Novo1, 2019

Common threats (blocked)

D Darkmode & What's new? [ The new admin center <

Users with protected data in mobile apps

322 of 389 Updated 15:41 today

Protected data in i0S apps 207274

Advanced threats (blocked)

B Maiware

Office 365 Advanced Threat Protection (ATP) is working

ATP s safeguarding your organization against mlicious threats posed by
email messages, links and collaboration tools.

Protected data in Android 15115

Edit mobile policy

Service health

@ Need help’ Give feedback
Same advis KRS -

New admin center
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New Admin Center is the
default experience

Released in Oct 2018
Switched to be the default in March 2019

80% of usage is now in the new
Admin Center

Moving to per session opt out in the
coming months

Loads faster and easier to use

Page load time is 40-50% faster

Admin center tasks (e.g. add user) have a
higher success rate in new

= By
~0O

Entry point to Microsoft 365 IT
administration

Core deployment and day to day tasks are
available inside of Microsoft 365 Admin
Center

Integrated with the new Security,
Compliance, Exchange, Teams and
SharePoint specialist admin centers



y admin center - G =+

O 8

Microsoft 265 admin center

it Home

R Users "

&£ Groups ~
I Groups

Deleted groups

Shared mailboxes

pa Roles
{2 Resources ~
B Billing N

Support ™
Settings ™

Reports ™

i
&
& Setup v
|
% Health v

Admin centers

O Security

O Compliance

& Azure Active Directory

& Echange

https

admin.microsoft.com

AvePoint, Inc

Groups

It can take up to an hour for new distribution groups and mail-enabled security groups to appear in

your groups list. If you don't see your new group yet, go te the Exchange admin center.

Learn more about group types

9,, Add a group O Refresh

Group name T
aaaa_US
Accounting

ATS

Board Meeting

Classified_AuditProject_Groups;SharePoint;Te...

Classified_newproj4_Groups;SharePoint;Team
Clinical Trial

Default Team Template

Deployment team

Employee Onboarding

Energy Plant

External_BOE-Minutes_Team
External_BuildingA_Team

External Construction Collab Team

Group email

aaaa_US@avepointats-dev.com

ATS@avepointats-dev.com

BoardMeeting@avepointats-dev.com

Classified_AuditProject_GroupsSharePointTe:

Classified_newproj4_GroupsSharePointTeam

ClinicalTrial @avepointats-dev.com

DefaultTeamTemplate@avepointats-dev.con

DeploymentTeam@avepointats-dev.com

EmployeeOnboarding@avepointats-dev.con

EnergyPlant@avepointats-dev.com

External_BOE-Minutes_Team@avepointats-d

External_BuildingA_Team@avepointats-dev.c

External ConstructionCollab Team @avepoin

47 items O Search 5 Filter =
Type Sync status ~ Teams status Membership type Group privacy Created on @ Choose columns
Office 365 = i Assigned Private 2/24/2020, %30 AM
Security < Assigned 20, 10:06 PM
Office 365 < Assigned Public 7 L 10:33 AM
Office 365 <o & Assigned Public 1/30/2020, 3:59 PM
Office 365 O T Assigned Private 2/18/2020, 4:21 PM
Office 365 (] ' Assigned Private 272472020, 3:40 PM
Office 365 & - Assigned Private 1/30/2020, 3:55 PM
Office 365 = T Assigned Public 2/18/2020, 10:15 AM
Office 365 < @ Assigned Private 2/21/2020, 1214 PM
Office 365 O T Assigned Private 1/30/2020, 3:53 PM
Office 365 o Assigned Private 2/24/2020, 5:37 PM

9}

Office 365 O T Assigned Private 2/4/2020, 10:26 PM
Office 365 = i Assigned Private 2/12/2020, 517 PM
Office 365 o} g Assigned Private 2/6/2020 2:11 PM

{]} Dark mode

InPrivate

lan Anderson !

g 7

m The new admin center




EXTERNAL
SHARING

EXPIRATION/

RETENTION

ALLOW THESE USERS
TO CREATE A TEAM

RECERTIFY

MEMBERS

DEPARTMENT

No external sharing

6 Months

after last accessed

All requests through
Central IT

after

3 Months

DEPARTMENT

External sharing allowed in:

DOO
12 Months

after last accessed

All requests through
Department IT

after

6 Months

DEPARTMENT

External sharing only allowed in:

©
9 Months

after last accessed

Only Joe, Sally, and
Harold can create

after

12 Months



) Myhub

-OCUS ON
BuUSsINess
Scenarios

Users can make self-service
requests from available
workspace templates that
are relevant to them

Template Channels Tabs

Workspacea can come pre— . General = Conversations, Files, Planner

COHﬂgUFEd with Chaﬂﬂ8|5, —>  PMP Material ——  Conversations, Files, Project Templates
tabs, and bots [Pmieutumnmm F'; =

=" Documentation *  Conversations, Files, Deliverable Templates

—*  Live Meeting *  Conversations, Files, Meeting Notes

Discussions

A.
EAvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



AvePoint MyHub for Office 365 @

Fasily find the right tools for whatever
Ceme s =1 you need and get them faster:

[ Sign out

L Search in Home News & Upda‘[eg
New Offi i

Due date ~ Confirmations Due date Office 365 requests available!

— T A simplified catalog of Office 365 services tailored to you

Answer basic questions to be guided to the right services

Administration

Governance is built into each request and service — there
are no extra steps!

Request, approve, renew and more
without ever leaving Teams!



https://www.avepoint.com/products/cloud/office-365-governance/

Explore Identity Governance



Entitlement
Management

Resource directory

Resources

Group 1 Group 2

App 1

B 8 8

Site 1 Site 2 Site 3

Requestor 1 Requestor 2

Requestor 3

Admin

[@] Catalog 1

Resources

sha Group 1 = App1
zug Group 2 | site 2

=| Access package 1

Group 2 resource role

o — T
e » r— Internal users policy 1

L

= | Access package 2

Group 1 resource role
App 1 resource role
Site 2 resource role

; — :
-------- = >— Internal users policy 2

“= External users policy «

Access package
manager

@ External directory

Requestor & Requestor B



Entitlement Management

]

Benefits @

Enables management for groups access,
applications and SPO for internal and
external users

Access is available only for the time
access is required

Based on Azure Active Directory

Documentation: Entitlement Management | Access Packages

Tips

Create access packages for related
resources users can request access to

Define rules for how to request
resources and when access expires

Govern the lifecycle of access

Delegate management of resources


https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-overview
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/active-directory/governance/entitlement-management-access-package-settings.md

A\ Identity Governanc: X | BT

< O

Allow or blockinvit X | [] Microsoft Office e x | @y Mail-MOD Admir X | ] Microsoft365adm X | B SharePointadminc X | K zlgniteTestSharePc X | [ Mail - MOD Admin X | Eb My NewSite-Hor X | Bl Newtab x |+

B https://portal.azure.com/#blade/Microsoft AAD_ERM/DashboardBlade/elmEntitlement

e e

+ Create a resource
M Home
[E pashboard
:= All services
FAVORITES
All resources
[#) Resource groups
l'.,:-'.‘ App Services
<> Function App

SQOL databases

& Azure Cosmos DB

l;l Virtual machines

Q} Load balancers

4 storage accounts

<% Virtual networks

@ Azure Active Directory

=) Monitor

* Advisor

B Security Center

G, Cost Management + Billing

f} Help + support

«

Home » Contoso » Identity Governance - Access packages

B Identity Governance - Access packages
i,

« = Mew access package Column Q) Refresh W Got feedback?
7’ Getting started
Entitlement management (Preview) | O Search by access package name X ‘ | -Search by catalog-

@ Access packages
NAME

[E) Catalogs
. i Test new access package
% User assignments reports

£ settings
Access reviews
0 overiew
o Access reviews

[E] Programs

Privileged Identity Management
@ Azure AD roles

»
== Azure resources

Terms of use

B Terms of use

Activity

H Auditlogs
Troubleshooting + Support
X Troubleshoot

'.‘. MNew support request

DESCRIPTION

Test new access package

CATALOG

General

PENDING REQUESTS

admin@M365x815615....
contoso @

ACTIVE ASSIGNME...




A\ Testnewaccesspar X | @B My Access x u Microsoft Office He X | E Mail - MOD Admin X | u Microsoft 365 adm X | Q SharePoint admin ¢ X | Q z_lgniteTestShareP: X | E Mail - MOD Admin X | Q My New Site - Hor X | = MNewtab

& @) g https://myaccess.microsoft.com/@M365x815615.onmicrosoft.com#/approvals

I contoso demo [N

EJ Access packages

Approvals

) Request history 1 pending approval @

A, Approvals (1)
Pending Completed

Approve

Name Access package Due T
Nestor Wilke

NestorW@M365x635058.C Test new access packa... Oct 16, 2019

https://myaccess.microsoft.com/approvals

View



What we covered

Learn Key Concepts

Establish Governance Strategy
Plan Staged Rollout
Collaborate Externally
Simplify Groups Management

Explore Identity Governance




Let's Connect

Michael McLean
linkedin.com/in/michaeltmclean
twitter.com/mikemcleanlive

Dux Raymond Sy
linkedin.com/in/meetdux

twitter.com/meetdux
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